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Abstract

Wireless radios are typically half-duplex radios, and hence, the current wireless networks are Time
Division Duplex(TDD) or Frequency Division Duplex (FDD). Full-duplex for wireless communica-
tions is considered impossible i.e. radios cannot transmit and receive at the same frequency at the
same time. If we could achieve full duplex radios we won’t need TDD or FDD strategy, we could
potentially double the spectral efficiency. The fundamental challenge in achieving full duplex radios,
when a radio is transmitting while simultaneously trying to receive (hear another radio) on the same
frequency, it cannot. It’s own transmission acts as a very strong self-interference.

In this dissertation, we present the design, prototype and implementation of full duplex mimo
radios. In particular, we built the first single antenna per chain full-duplex MIMO radios for 2.4 GHz
WiFi-PHY i.e. to achieve an m-chain MIMO transceiver we need only m antenna. We design novel
cancellation algorithms and circuits that reduce all self-interference to the noise floor and enable
full-duplex MIMO PHY with almost no loss.

The cancellation algorithms designed for full duplex themselves are of independent interest and
apply to many other interference problems in wireless. We exploit this to build a full duplex relay
which is the first one to provide both range extension and increase the capacity, is oblivious to
ongoing transmission the source and the destination don’t even realise that relay exist. Further,
we build on top of the cancellation BackFi; a system that provides high throughput connectivity
using backscatter to IoT devices at a very lower power. BackFi backscatters all ubiquitous ongoing
WiFi signals to provide connectivity. Thus, providing connectivity without using extra spectrum
just leveraging full duplex link.

The cancellation, in essence, cancels all the reflections from the environment of self transmitted
signal, inferring the reflection from cancellation provides us information about the environment.
Towards the end, we abstract this information with a platform of Self-Interferometry, which provides
with a unique way of looking at environment using wireless signals instead of light. Thus building

a camera with wireless radios.
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Chapter 1

Introduction

Traffic demand over wireless networks has been consistently increasing over the past decade. The
traffic demand is fueled by a variety of applications (IoT, sensors, etc.). Each of these application
has crowded the world of wireless with devices. It’s only going to get more crowded in the near
future. In the last decade itself, the wireless devices have increased by a factor of 10. However, the
resource (spectrum) to meet the traffic demand is not able to keep with it. Spectrum is the valuable
resource needed for connecting these devices, but unfortunately, we only have limited spectrum. The
efficiency of the spectrum is measured by the number of bits communicated per unit time per unit
bandwidth. The average spectral efficiency has only doubled over the last decade, and the curve is
flattening because we are running out of new link layer technologies that can provide gains. LTE
(the latest link layer technology) is getting closer to Shannon channel capacity limits. Thus, the
spectrum is not able to keep up with the growth of wireless devices.

Current techniques to utilize the spectrum are inefficient. Fig. shows the frequency division
duplex mechanism for using spectrum; one of the current popular method to use the spectrum. In
this example, spectruml is used to receive (lower frequency) and the spectrum?2 to transmit. One
might wonder, why not use the spectruml for both receive and transmit, as shown at the bottom
of Fig. In essence, both receive and transmit on spectruml and free the spectrum?2. This
mechanism would immediately double the spectral efficiency. So, why aren’t wireless devices full
duplex (is the capability to be able to transmit simultaneously and receive at the same time on the
same frequency)?

Full duplex radios for wireless communication has been generally considered impossible. A
wireless textbook by Prof. Goldsmith from 2005 states,

“It is generally not possible for radios to receive and transmit on the same frequency band
because of the interference that results.” Andrea Goldsmith, Wireless Communications
[59]
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How is current spectrum utilized?

REVONE Transmit

Spectrum 1 Spectrum 2

Why not do this?

Transmit
Full Duplex

Doubles Efficiency Free channel

REVONE

Spectrum 1 Spectrum 2

Figure 1.1: Shows the current frequency division duplex (FDD) mechanism of using the spectrum at
the top. The bottom of the figure shows full duplex, which doubles the spectrum efficiency compared
to FDD mechanism.

This is a long held assumption in wireless, which has impacted the design of the entire wireless system
from physical layer to the higher layers. The key challenge as stated in the quote, is that radios
very own transmitted signal act’s as a very strong interference called as self-interference. This self-
interference limits the radios to receive anything on the same frequency while they are transmitting

on it. Another contemporary wireless textbook by the Prof. Tse and Prof. Vishwanath states that

117,

“In addition to resource sharing between different users, there is also an issue of how
the resource is allocated between the uplink and the downlink. There are two natural
strategies for separating resources between the uplink and the downlink: time division
duplex (TDD) separates the transmissions in time and frequency division duplex (FDD)
achieves the separation in frequency. Most commercial cellular systems are based on
FDD.”

To paraphrase, in this context authors did not even consider the possibility of transmitting and
receiving in the same frequency and at the same time. The fact is that over time, this practical
limitation of radios has become fundamental or natural assumption in wireless system design.

In this thesis, we invalidate this assumption. Specifically, we present the design, implementation
and prototype of first fully functional full duplex mimo radios, that can achieve the theoretical dou-
bling of capacity. This research has transcended into commercial product at Kumu Networks, where

this technology is currently undergoing transformation into a commercial product at Kumu Networks.
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Figure 1.2: WiFi AP transmits the gray signal to the client on the top, while the signal is received
by the client on top it can transmit back to the WiFi AP. The gray signal is also reflected back by
Walls, furniture, humans or IoT sensors back to the WiFi AP. These reflections can be inferred to
build applications shown. Finally, the WiFi AP can be used as a relay from client (source) on the
bottom to the client on the top (destination).

Scalable full duplex mimo radios is just the tip of the iceberg, built upon the self-interference cancel-
lation. However, self- interference cancellation has many applications beyond full duplex radios. Let
me show you with the help of an example: Let’s say we have a WiFi access point (AP) transmitting
to a WiFi client as seen in Fig. The transmitted signal not only travels to the WiFi client on
top, but is also reflected off the walls and furniture, reflections from the humans, the human motion
would also provide specific reflections, the transmitted signal also reflected from the IoT sensors.
These all constitute self-interference; we can potentially exploit the self-interference to infer about
human motion, or the IoT sensors can encode information in the reflections which later can be de-
coded using the self-interference. In summary, self-interference has a wealth of information. Beyond
the inference of self-interference we can exploit capability to cancel self-interference, and then just
use it to repeat the received signal from client at the bottom and extend the range to the client on
the top in Fig. Beyond self-interference cancellation, this thesis builds systems that can exploit
the wealth of information in the self-interference. Specifically, we build a relay called FastFoward,
which can extend both range and throughput which is atypical as relay typically extend range only.
We also build a WiFi backscatter communication system called BackFi, which can allow IoT sensor
to communicate with low power and achieve throughput as high as 1Mpbs at 5m range by just
reflecting WiF1i signals. Beyond this thesis, we have built system called Wideo, which allows motion
tracing for human without them having to wear any device. In essence, it provides the platform
to analyze the reflections or environment with the wireless radios as the camera. In the following

section, we would describe each of this contribution in more detail.
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1.1 Thesis Contributions

In this first chapter of this thesis, I will not only present a working prototype of full duplex radio but
also show that this technology has transcended in to commercial deployment. The key contribution
is a new cancellation technique that completely eliminates all self- interference. We build on this
cancellation technique and demonstrate a fully functional in- band full duplex radio that uses a
single antenna. The first chapter presents the design and implementation of the first in-band full
duplex WiFi radios that can simultaneously transmit and receive on the same channel using standard
WiFi 802.11ac PHYs and achieves close to the theoretical doubling of throughput in all practical
deployment scenarios. Our design uses a single antenna for simultaneous TX/RX (i.e., the same
resources as a standard half duplex system). We also propose novel analog and digital cancellation
techniques that cancel the self interference to the receiver noise floor, and therefore ensure that there
is no degradation to the received signal. We prototype our design by building our own analog circuit
boards and integrating them with a fully WiFi-PHY compatible software radio implementation. We
show experimentally that our design works robustly in noisy indoor environments, and provides close
to the expected theoretical doubling of throughput in practice. However, as for building full-duplex
MIMO radios would need N? circuits to cancel self-talk and cross talk. The next chapter solves the
full duplex MIMO radios in scalable fashion.

The next chapter is the design and implementation of the first in-band full duplex WiFi-PHY
based MIMO radios that practically achieve the theoretical doubling of throughput. Our design
solves two fundamental challenges associated with MIMO full duplex: complexity and performance.
Our design achieves full duplex with a cancellation design whose complexity scales almost linearly
with the number of antennas, this complexity is close to the optimal possible. Further we also
design novel digital estimation and cancellation algorithms that eliminate almost all interference
and achieves the same performance as a single antenna full duplex SISO system, which is again
the best possible performance. We prototype our design by building our own analog circuit boards
and integrating them with a WiFi-PHY compatible standard WARP software radio implementation.
We show experimentally that our design works robustly in noisy indoor environments, and provides
close to the expected theoretical doubling of throughput in practice.

This completes the story for full duplex radio for MIMO systems. However as pointed in the last
subsection, the self interference cancellation has applications beyond full duplex. We build a full
duplex relay on the prior mimo full duplex radio, called FastForward(FF). FF, a novel full-duplex
relay that constructively forwards signals such that wireless network throughput and coverage is
significantly enhanced. FF is a Layer 1 in-band full-duplex device, it receives and transmits signals
directly and simultaneously on the same frequency. It cleanly integrates into existing networks (both
WiFi and LTE) as a separate device and does not require changes to the clients. FF’s key invention
is a constructive filtering algorithm that transforms the signal at the relay such that when it reaches

the destination, it constructively combines with the direct signals from the source and provides a
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significant throughput gain. We prototype FF using off-the-shelf software radios running a stock
WiFi PHY and show experimentally that it provides a 3x median throughput increase and nearly
a 4x gain at the edge of the coverage area.

The next application we built on the self interference cancellation is backscatter communication
system called BackFi. BackFi is a novel communication system that enables high throughput, long
range communication between very low power backscatter IoT sensors and WiFi APs using ambient
WiFi transmissions as the excitation signal. Specifically, we show that it is possible to design IoT
sensors and WiFi APs such that the WiFi AP in the process of transmitting data to normal WiFi
clients can decode backscatter signals which the IoT sensors generate by modulating information on
to the ambient WiFi transmission. We show via prototypes and experiments that it is possible to
achieve communication rates of up to 5 Mbps at a range of 1 m and 1 Mbps at a range of 5 meters.
Such performance is an order to three orders of magnitude better than the best known prior WiFi
backscatter system [74] [70]. BackFi design is energy efficient, as it relies on backscattering alone

and needs insignificant power, hence the energy consumed per bit is small.



Chapter 2

Building SISO self-interference

cancellation: Full Duplex radios

2.1 Introduction

A long held assumption in wireless is that radios have to operate in half duplex mode, i.e. either
transmit or receive but not both simultaneously on the same channel. Recent work has attempted to
invalidate this assumption. Researchers at Stanford [71] 48], Rice [56] 52] and several other groups
in industry and academia [TI0T],42] have proposed various designs to build in-band full-duplex radios.
Full duplex, if possible, has tremendous implications for network design, not least of which is the
fact that cellular networks could cut their spectrum needs by half. For example, LTE uses equal
width separate uplink and downlink channels to enable radios to achieve full duplex. With an in-
band full-duplex system we could use a single channel to get the same performance. Consequently,
the problem has attracted significant attention, both from industry and academia and has spurred
significant follow-up work.

To achieve full duplex, a radio has to completely cancel the significant self-interference that
results from its own transmission to the received signal. Since WiFi signals are transmitted at 20dBm
(100mW) average power, and the noise floor is around —90dBm, the transmit self-interference has
to be canceled by 20dBm—(—90dBm) = 110dB to reduce it to the same level as the noise floor
and render it negligible. If self-interference is not completely canceled, any residual self-interference
acts as noise to the received signal and reduces SNR and consequently throughput. For example, if
the received signal’s SNR without full duplex is 25dB but is reduced to 5dB due to 20dB residual
self-interference, then the throughput with full duplex is that achieved using two 5dB SNR links.
This is significantly worse than using the original half duplex link with 25dB SNR and it is better
to turn off full duplex in this case. To sum up, the amount of self-interference cancellation dictates

overall throughput and is a figure of merit for any full-duplex design.
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Prior designs have made significant progress on the self-interference cancellation problem [71
511, [48]. However the best performing prior designs can at best provide 85dB of cancellation, which
still leaves about 25dB of residual self-interference and therefore reduces the SNR of each direction
of the full duplex link by 25dB. A calculation similar to the previous paragraph’s shows that to
see throughput benefits with these full-duplex designs, the half-duplex SNR of the link has to be
extremely high (45dB or higher). In terms of range, the two nodes would have to be closer than 5m
to see such high SNRs. Outside this range, it is better to turn off full duplex and use the traditional
half duplex mode. To be fair however, these designs were intended for low-power, narrow-band,
fixed rate protocols such as Zigbee where 85dB of self-interference cancellation is sufficient for full
duplex. WiFi is far more demanding both in terms of bandwidth as well as cancellation.

Prior designs also need to have at least two antennas [71},[51] in place of the one used by half duplex
systems (one each for transmit and receive and possibly more [48]). However, with two or more
antennas, the argument for full duplex becomes weaker since the same doubling of capacity could
be obtained by using the two antennas as MIMO antennas to spatially multiplex two independent
packets in half duplex mode instead of using them for full duplex.

In this chapter, we present the design and implementation of a full duplex WiFi radio that uses
a single antenna E| and delivers close to the theoretical doubling of throughput under all link SNR
and distance ranges. Our key technical contributions are novel self-interference cancellation circuits
and algorithms that provide the required 110dB of self interference cancellation for standard WiFi
signals and thus eliminate all self interference to the noise floor. Our design is wideband: it works
with the highest bandwidths (80MHz) and data rates used by the latest 802.11ac PHY in the 2.4GHz
spectrum. We also experimentally demonstrate a complete full-duplex communication link which
uses the full WiFi PHY (OFDM, constellations up to 256QAM and all the channel coding rates) and
achieves close to the theoretically expected doubling of throughput. To the best of our knowledge,
this is the first working implementation of a complete WiFi PHY single-antenna full-duplex link.

The reader might be wondering why full duplex is hard to realize. After all, as the sender
knows the signal being transmitted, subtracting it should be relatively simple to implement. One
of the key insight in this work is that in fact the radio does not know what it is transmitting.
What it does know is the clean digital representation of the signal in baseband. However, once
the signal is converted to analog and up-converted to the right carrier frequency and transmitted,
the transmitted signal looks quite different from its baseband incarnation. The numerous analog
components in the radio TX chain distort the signal in both linear and non-linear ways (analog
circuits will create cubic and higher order components of the signal for example), add their own

noise (e.g., power amplifiers add transmitter noise), are slightly inaccurate (e.g., your oscillator is

1Picasso [66] uses a single antenna, but it only allows the radio to simultaneously transmit and receive on different
adjacent channels. Hence it fails to address the much harder problem of simultaneous TX/RX on the same channel.
Our system does address this challenge, and offers novel and higher performance analog and digital cancellation
techniques compared to Picasso.
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tuned slightly off 2.45GHz), or delay it by different amounts at different frequencies and so on. In
effect the transmitted signal is a complicated non-linear function of the ideal transmitted signal
along with unknown noise. Unsurprisingly, naively subtracting a “known” baseband version of the
transmit signal without accounting for all these analog distortions does not work. As we will show
in Sec prior designs fail to account for these distortions and hence are limited to at best 85dB
of cancellation.

This chapter makes two key contributions over all prior work in this space. First, we design
dynamic algorithms to estimate the distortions introduced by analog circuits and accurately model
the actual self-interference being experienced by the received signal. Second, we design a novel
programmable analog cancellation circuit using off-the-shelf components that allows us to imple-
ment the above algorithm in “analog” and dynamically cancel the self-interference. Such analog
cancellation prevents receiver saturation from strong self-interference and allows us to use commod-
ity radios. However, the analog cancellation stage does not completely cancel the self-interference.
We complement it with a novel digital cancellation algorithm and implementation that cancels any
remaining self-interference. Our digital cancellation algorithm differs from all prior work because
it not only models the linear distortions, but also non-linear effects and other special effects such
as oscillator noise. Thus, overall we use a hybrid analog-digital design that successfully models all
linear and non-linear distortions as well as transmitter noise.

We implement our design via a combination of circuit designs and software implementations.
Our analog cancellation is implemented on a PCB that we designed and populated using off-
the-shelf components. We integrate our board with an off-the-shelf antenna and software radio
transceiver [107, [I06] based on test equipment from Rohde-Schwarz (RS) as well as on commodity
WARP radios. We also implement our digital cancellation algorithms as well as a fully WiFi com-
pliant PHY layer based on OFDM, supporting constellations up to the standard required 256 QAM
and all the channel coding rates. We deployed and evaluated our system in an indoor and noisy
office environment in the 2.4GHz ISM band, operating the WiFi PHY over the 80MHz bandwidth
on RS radios, and over the 20MHz bandwidth using WARP radios.

Our experiments demonstrate that our design delivers on the promise of full duplex. Under
typical indoor deployment scenarios, our system delivers a median throughput gain of 87% in practice
with WiFi radios which is close to the theoretically expected 2x. Looking into the cancellation
itself, we show that our design consistently delivers the required 110dB of cancellation in a dense
indoor office environment for both the RS 80MHz radios as well as the commodity 20MHz WARP
radios. The system is robust to environmental changes, reflections, and can handle all the different
constellations used in WiFi. We compare against the best known prior full duplex approaches [71] [56]
and show experimentally that they can at best deliver 85dB of cancellation and therefore reduce the
SNR of the received signal by at least 25dB.
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Figure 2.1: What we think we are transmitting in digital on the left side, and what the radio actually
transmitted on the right side. The actual transmitted signal differs significantly from the two tones
generated in digital baseband. Note transmitter noise and harmonics are generated in addition to
the two main transmitter tones.
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2.2 The Problem

Full duplex, in theory, should be simple to accomplish. After all, we know the signal we are trans-
mitting and we are only designing circuits and algorithms to subtract it from the received signal.
The intuition follows from the conventional abstraction that the analog radio (also known as the RF
front-end) is a black-box that takes the digital baseband signal, converts it to analog, up-converts it
to the carrier frequency, scales it to the right power and sends it. In other words, the assumption has
been that the radio preserves the original baseband signal except for power scaling and frequency
shifting. In practice this abstraction turns out to be incorrect. Radios in fact significantly distort
the signal being transmitted, relative to the digital baseband representation.

To demonstrate the distortions, we use the following experiment throughout this section. We
take a software radio transceiver [I07} [106] and send the following signal: two tones at 2.449GHz and
2.451GHz. In other words, we are sending an extremely simple signal, two sine waves with frequencies
1MHz away from the carrier frequency of 2.45GHz. We do this by creating a digital baseband signal
with samples of the sine waves at —1MHz and 1MHz which the radio then up-converts to 2.45GHz
and amplifies to 20dBm average transmit power (the power used by WiFi radios). We then compare
the signal output of the antenna to what we would ideally expect if the radio did not introduce any
distortions. This experiment serves as some sort of lower bound on the quality of radios. If radios
cannot transmit even this simplest of signals without distortion then more complex signals such as
WiFi are likely to be significantly distorted. Fig. plots the ideal and actual transmitted signals’
spectra that resulted from our experimental set-up (we ensured that this was a clean environment
with no other interference present in the environment at the time of the experiment).

Ideally, we expect to see only two tones at 2.451GHz and 2.449GHz as shown on the left side of
Fig.|2.1] However in the transmitted signal, whose spectrum is plotted on the right side of Fig. 2.1

we can easily see that there are several other distortions present in addition to the two main tones
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that were transmitted. The main components in self-interference can be classified into three major

categories:

1. Linear Components: This corresponds to the two main tones themselves which are atten-
uated and could consist of reflections from the environment. These are linear components
because the received distortion can be written as a linear combination of different delayed
copies of the original two tones.

2. Non-Linear Components: These components are created because radio circuits can take in
an input signal x and create outputs that contain non-linear cubic and higher order terms such
as z3,2°. These higher order signal terms have significant frequency content at frequencies
close to the transmitted frequencies, which directly correspond to all the other harmonics we
see on the right side of Fig. Harmonics, as the name suggests, are signal distortions which
occur at equally spaced frequency intervals from the transmitted frequencies. As the right side
of Fig. shows, we see spikes at frequencies 2.447GHz and 2.453GHz, that are spaced 2MHz
apart from the two transmitted tones 2.451GHz and 2.449GHz, on either side.

3. Transmitter Noise: The general increase we see in the base signal level which we can clearly
see on the sides of the two main tones is noise from the radio transmitter. A radio will of course
always have noise, which works out to a noise power level of -90dBm [106]). But as we can see,
the power at the side-bands is significantly higher, on the level of —50dBm, or 40dB higher
than the receiver noise floor. This extra noise is being generated from high power components
in the radio transmitter such as power amplifiers. In the radio literature this is referred to
as broadband noise [80]. Further radios have phase noise generated by local oscillators (LO),
which is typically of level of —40dBm, or 50dB above (not seen in the Fig. because its

hidden under the main signal component).

2.2.1 Requirements for Full Duplex Designs

The above analysis suggests that any in-band full duplex system has to be able to cancel all the above
distortions in addition to the main signal component itself, since all of these are within the frequency
band we are transmitting and receiving on and act as strong self-interference to the received signal.
In this section, we discuss how strong each of these components are for typical transceivers, and
what are the requirements for full duplex. We will state all self-interference power levels relative
to the receiver noise floor. The reason is that to implement full duplex, we need to cancel any
self-interference enough so that its power is reduced to the same level as the receiver noise floor.
There is no point in canceling beyond that since we won’t see any benefits — the received signal’s
SNR will then be dictated anyway by the receiver noise floor which cannot be canceled or reduced,
just as it is today in half duplex radios.

We use similar experiments for OFDM-wideband signals to quantify the power levels of the
different distortions, shown in the left side of Fig. In a typical WiFi radio using S80MHz
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bandwidth, the receiver has a noise floor of —90dBm (1 picowatt). First, since the main signal
component is being transmitted at 20dBm (100mW), self-interference from the linear main com-
ponent is 20 — (—90) = 110dB above the receiver noise floor. Second, we observed experimentally
that the non-linear harmonics are at —10dBm, or 80dB above the receiver noise floor. Finally, the
transmitter noise is at —40dBm, or 50dB above the receiver noise floor. Note that these numbers
are consistent with other RF measurement studies reported in the literature [35] for standard WiFi
radios.

There are four takeaways from the above analysis:

Any full duplex system needs to provide 110dB of linear self-interference cancellation
to reduce self-interference to the receiver noise floor. This will ensure that the strongest

component (the main signal) which is 110dB above the noise floor will be eliminated.

A full duplex system has to reduce non-linear harmonic components that are 80dB above the
noise floor, so any full duplex technique has to provide at least 80dB of non-linear self-

interference cancellation.

Transmitter noise is by definition noise and is random. In other words, we cannot infer it by
any algorithm. Hence the only way to cancel transmitter noise is to get a copy of it where it is
generated, i.e. in the analog domain and cancel it there. This implies any full duplex system
has to have an analog cancellation component that provides at least 50dB of analog noise

cancellation so that transmitter noise is reduced to below the receiver noise floor.

A final constraint is that RX chains in radios get saturated if the input signal is beyond a
particular level that is determined by their ADC resolution. Assuming a 12 bit ADC resolution
typically found in commodity WiFi radios, we have a theoretical 72dB of dynamic range, which
implies that the strongest signal level that can be input to the radio relative to the receiver
noise floor is —90dBm+72 = —18dBm. However, in practice it is necessary to leave 2 bits worth
of margin, i.e a 12 bit ADC should be used as if it is a 10 bit ADC to reduce quantization
noise. So the maximum input signal level can be —90dBm+60 = —30dBm. Since in WiFi, the
transmitted self-interference can be as high as 20dBm, a full duplex system needs to have an
analog cancellation stage that provides 60dB of self-interference reduction (we keep a further
10dB margin for OFDM PAPR where instantaneously an OFDM signal’s power level can rise
10dB above the average power).

To sum up, any full duplex design needs to provide 110dB of linear cancellation, 80dB of non-

linear cancellation, and 60dB of analog cancellation.
2.2.2 Do Prior Full Duplex Techniques Satisfy these Requirements?
There are two state-of-the-art designs: ones which use an extra transmit chain to generate a can-

cellation signal in analog [52] and ones which tap the transmitted signal in analog for cancellation

[T, [48]; both use a combination of analog and digital cancellation. Note that all these designs use



CHAPTER 2. BUILDING SISO SELF-INTERFERENCE CANCELLATION: FULL DUPLEX RADIOS12

Transmitted Signal Receiver

04 Ao
60 dB of

Analog

Cancellation

-10

-“5430 Receivgr
=0 | IS N N ¥ [10dBPAPR  Saturation
= EMREE R } I TR R
o = 50 dB
$ 0 50 dB of
o =Transmitter -
a k noise 4 Digital

A ] Cancellation

\ 4
-90 dBm Receiver Noise floor

-90

Figure 2.2: On the left hand side we see transmitted signal with sub-components. On the right hand
side we see how this impacts the requirements of analog and digital cancellation.

at least two antennas for transmit and receive instead of the normal single antenna, and the antenna
geometry ones use more than two.

Designs which use an extra transmitter chain report an overall total cancellation of 80dB (we
have been able to reproduce their results experimentally). Of this, around 50dB is obtained in the
analog domain by antenna separation and isolation between the TX and RX antennas of around
40cm (the designs also assume some form of metal shielding between the TX and RX antennas to
achieve 50dB isolation). Note that this 50dB reduction applies to the entire signal, including linear
and non-linear components as well as transmitter noise since it is pure analog signal attenuation.
Next, these designs also use an extra transmit chain to inject an antidote signal [52] [60] that is
supposed to cancel the self-interference in analog. However, the antidote signal only models linear
self-interference components and does not model non-linear components. Further, it is incapable of
modeling noise because by definition noise is random and cannot be modeled. Overall this extra
cancellation stage provides another 30dB of linear self-interference cancellation in the best case.
Thus, these designs provide 80dB of linear cancellation, 50dB of non-linear cancellation and 50dB of
analog noise cancellation, falling short of the requirements by 30dB for the non-linear components.
Hence if full duplex is enabled over links whose half duplex SNR is 30dB or lower, then no signal
will be decoded. Further to see any throughput improvements with full duplex, the half duplex link
SNR would have to be greater than 50dB.

The second design [71] gets a copy of the transmitted analog signal and uses a component called
the balun (a transformer) in the analog domain to then create a perfectly inverted copy of the
signal. The inverted signal is then connected to a circuit that adjusts the delay and attenuation of
the inverted signal to match the self interference that is being received on the RX antenna from the
TX antenna. We show experimentally in Sec. that this achieves only 25dB of analog cancellation,
consistent with the prior work’s results. The cancellation is limited because this technique is very
sensitive to and requires precise programmable delays with resolution as precise as 10picoseconds to

exactly match the delay experienced by the self-interference from the TX to the RX antenna. Such
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programmable delays are extremely hard to build in practice, at best we could find programmable
delays with resolution of 100 — 1000picoseconds and these were in fact the ones used by the prior
design [71]. Hence the cancellation circuit is never able to perfectly recreate the inverted self-
interference signal and therefore cancellation is limited to 25dB in analog. However this design also
uses two separate antennas separated by 20cm for TX and RX and achieves another 30dB in analog
cancellation via antenna isolation. Hence a total of 55dB of self-interference reduction is obtained
in analog, this cancellation applies to all the signal components (linear, non-linear and noise). The
digital cancellation stage of this design also only models the linear main signal component, it does
not model the non-linear harmonics that we discussed above. Thus we found that we obtain another
30dB of linear cancellation from digital in this design.

Overall, the second design provides 85dB of linear self-interference cancellation, 55dB of non-
linear cancellation and 55dB of analog noise cancellation. Thus this design falls short of the re-
quirements by 25dB (especially for the non-linear component). Hence if full duplex is enabled over
links whose half duplex SNR is 25dB or lower, then no signal will be decoded. Further to see any
throughput improvements with full duplex, the half duplex link SNR would have to be greater than
45dB.

2.3 Our Design

In this section we describe the design of our self-interference cancellation technique. Our design
is a single antenna system (i.e. the same antenna is used to simultaneously transmit and receive),
wideband (can handle the widest WiFi bandwidth of 80MHz as well as all the LTE bandwidths) and
truly full duplex (cancels all self-interference to the receiver noise floor). The design is a hybrid, i.e.,
it has both analog and digital cancellation stages. Note that our hybrid cancellation architecture
is not novel, similar architectures have been proposed in prior work [71} 26l 25]. The novelty of
our work lies in the design of the cancellation circuits and algorithms, as well as their performance.
To the best of our knowledge this is the first technique that achieves 110dB of cancellation and

eliminates self-interference to the noise floor.

2.3.1 Analog Cancellation

We introduce a novel analog cancellation circuit and tuning algorithm that robustly provides at least
60dB of self-interference cancellation. Fig. shows the high level design of the circuit and where it
is placed in the radio architecture. A single antenna is connected to a circulator (at port 2), which
is a 3 port device that provides limited isolation between port 1 and port 3 while letting signals
pass through consecutive ports as seen in Fig. The TX signal is fed through port 1, which
routes it to the antenna connected to port 2, while the received signal from the antenna is passed
from port 2 through to port 3. Circulator cannot completely isolate port 1 and port 3, so inevitably

the TX signal leaks from port 1 to port 3 and causes interference to the received signal. From our
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Figure 2.3: Full duplex radio block diagram. T} is intended baseband signal we think we are
transmitting, but in fact the transmit signal is T (red). The intended receive signal is R (green),
however we see strong components of the red signal the RX side. Some of these red signals are
undesirably leaked through the circulator. The analog cancellation circuit is trying to recreate a
signal that matches the leaked interference signal for cancellation. The digital cancellation stage
eliminates any residual self interference.

experiments we find that the circulator only provides 15dB of isolation, i.e., the self-interference that
is leaking to the RX circuit is reduced only by 15dB. To get to the noise floor, we still have to provide
95dB of cancellation, and at least 45 dB of that has to come in analog to ensure transmitter noise
is sufficiently canceled and we do not saturate the receiver. We accomplish this using our novel
analog cancellation circuit that we describe next. Note that when we report analog cancellation
performance numbers, we include the 15dB of reduction we get from the circulator for simplicity of
description.

Fig. shows the design of our analog cancellation circuit. We tap the TX chain to obtain a
small copy of the transmitted signal just before it goes to the circulator. This copy therefore includes
the transmitter noise introduced by the TX chain. The copy of the signal is then passed through a
circuit which consists of parallel fixed lines of varying delays (essentially wires of different lengths)
and tunable attenuators. The lines are then collected back and added up, and this combined signal is
then subtracted from the signal on the receive path. In effect, the circuit is providing us copies of the
transmitted signal delayed by different fixed amounts and programmatically attenuated by different
variable amounts. The key challenge is to pick the fixed delays, as well as to dynamically program
the tunable attenuators appropriately so that the we maximize self-interference cancellation. Note
that unlike prior work our design uses components that are all available off-the-shelf and is therefore

easy to manufacture, we do not need sophisticated high resolution programmable delays that are
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hard to build like in prior work [71].

The design of our cancellation circuit is based on a novel insight: we can view cancellation as a
sampling and interpolation problem. The actual self-interference signal has a particular delay and
amplitude that depends on the delay d and attenuation a through the circulator. Our insight (the
reason for which will become clear shortly) is that we should pick the fixed delays in our cancellation
circuit such that they straddle the delay of the self-interference signal through the circulator. So if
we have N fixed delay lines, N /2 of those lines should be placed at equidistant intervals all of which
have delays that are less than the delay of the self-interference d, and we should do the same for
the other half of the delays but greater than d. In practice it is hard to know the precise value of d
since it is a function of how the circuit is put together, but we can always find the range over which
it varies and place our fixed delays outside of that range on either side.

At this stage we have leading and lagging copies of the transmitted self-interference signal, how
might we use them to approximate the actual self-interference itself at some intermediate instant? If
we take a step back, this is essentially an interpolation problem, similar to Nyquist digital sampling.
In Nyquist digital sampling, we have discrete samples of the signal at a time period equal to the
inverse of the sampling frequency. The Nyquist theorem [92] tells us that sampling (at the Nyquist
rate) does not lose information, in other words we can always reconstruct the signal at any instant
as a weighted linear combination of samples taken before and after the instant at which we want to
recreate. The weights of the linear combination can be determined by using a standard algorithm
called sinc interpolation. The basic idea is that you overlay sinc pulses at each sampling time instant
and calculate the value of the sinc pulse at the time instant ¢ where you wish to recreate the signal.
This value gives the weight you should apply to this sample when you take the linear combination
for reconstruction. We repeat this algorithm for every sample to determine the corresponding weight
to apply to it. The value of the signal at time ¢ is then given by the linear combination of all the
samples with weights calculated by the sinc trick discussed above.

Our analog cancellation circuit is in effect implementing the same trick, at every instant we have
copies of the signal at different equally spaced delays just like in digital sampling. The programmable
attenuators essentially function as the weights we need to apply in the linear combination for recon-
struction. Similar to digital sampling, we need to estimate the self interference at an instant d that
lies somewhere in between these fixed delays di,...,dyx as shown in Fig. To do so, the weights
for each sample, i.e., the value of the attenuator that we need to set on each line ¢ is equal to the
value of the sinc pulse centered at the fixed delay d; at instant d. If we adjust the attenuators for
each delay line to those values, then we will be able to perfectly reconstruct the self interference and
cancel it from the receive path. Fig. shows this algorithm visually in action.

In practice however, there is an important difference with digital sampling. In digital, we can
take linear combinations of a very large number of samples since memory is essentially free. To do

that in analog we would need a correspondingly large number of delay lines. In practice, this is
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Figure 2.4: This figure shows how we can recreate the self interference signal which is located at
instant d, positioned between the fixed delay lines d;. The value of the attenuator a; for delay d; is
given by the value taken by the sinc centered at d; at instant d.

not possible due to a variety of reasons, ranging from space limitations to power consumption to
electromagnetic radiations. Our key insight is that in interpolation, the samples that matter most
are the ones that are closest to the instant ¢ at which the signal is being reconstructed. Intuitively,
the value of a signal at a much further/before time than ¢ should not affect the value of the signal
at t. This is reflected in the fact that the weights in the linear combination for these further out
samples are nearly zero. This allows our analog circuit to therefore use a small number of delay lines
and still approximate the self interference fairly well. We show in Sec. [£5] that sixteen delay lines
are sufficient to approximate the self interference signal leaking through the circulator. Further, we
will show in Sec. that our analog cancellation delivers at least 60dB cancellation comfortably

exceeding the requirements we developed in Sec. [2:2.1]

2.3.2 Digital Cancellation

The goal of digital cancellation is to clean out any remaining residual self-interference. Assuming
that analog cancellation provides 60dB, digital cancellation has to cancel the linear main signal
component by another 50dB and non-linear components by another 20dB. We address each of these

components separately.
Canceling Linear Components

The first part of digital cancellation eliminates the residual linear components of the self-interference.
This consists of the main transmitted signal that is leaking over through the circulator after analog
cancellation, as well as any delayed reflections of this signal from the environment. The reflections
are also delayed and attenuated by different unknown amounts.

The basic idea is that this part of the self-interference can be modeled as a linear and non-causal
function of the transmitted signal, as we know it in digital (recalling that we know the baseband 1Q

samples of the transmitted packet). The non-causal bit is important. Since we know the samples
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of the entire packet that was transmitted, we can use samples from the future to estimate the self-
interference at the current instant. In other words, the received sample y[n] at any instant can be
modeled as a linear combination of up to k samples of the known transmitted signal xz[n] before
and after the instant n. The parameter k is empirically chosen and is a function of the amount of

memory in the channel. So we can write the equation as:
y[n] = z[n — k]h[k] + x[n — k + 1Jhlk — 1] + ... + 2[n + k — 1]h[-k + 1] + w[n]

where hlk],...,h[—k + 1] represents the attenuations applied by the channel to the transmitted
function, and w[n] is the receiver noise floor.

How can we estimate the coefficients h[n]? We leverage the fact that most wireless transmissions
have known packet preambles (e.g. WiFi uses a preamble of two known OFDM symbols at the
start of the packet). Let the samples representing the preamble be x,,[n]. Let the receive samples
corresponding to the preamble be y[0],...,y[n]. Then the above channel equations can be written

specifically for the preamble as:

y=Ah+w
where A is Toeplitz matrix of zp,[n].
Tpr(—k) . mpe(0) . Tpr(k—1)
A= .
Tpr(n—Fk) ... zp(n) .. zp(n+k—1)

Our goal is to find a maximum likelihood estimate of the vector h, i.e.,

minimize |y — AhHg

Note that the matrix A is known in advance since we know the values of the preamble samples.
Hence it can be pre-computed. Additionally, we know from prior work [43] that the coefficients for
the above problem can be computed by multiplying by the ith received sample of the preamble, as

the samples arrive serially as follows:
h = Z(yial)

where a;f, is the ith column of pseudo inverse of A matrix. Thus our estimation algorithm computes
the linear distortions that the transmitted main signal has gone through for every packet, and is

capable of dynamically adapting to the environment.
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Canceling Non-Linear Components

The second task for digital cancellation is to eliminate the residual non-linear components whose
power is around 20dB after being reduced by 60dB due to analog cancellation. However, it is
quite hard to guess the exact non-linear function that a radio might be applying to the baseband
transmitted signal. Instead, we use a general model to approximate the non-linear function using
Taylor series expansion (as this is a standard way to model non-linear functions)[50]. So the signal

that is being transmitted can be written as:

y(t) = D ama, ()™

where z,(t) is the ideal passband analog signal for the digital representation of x(n) that we know.

The above general model contains a lot of terms, but the only ones that matter for full duplex
are terms which have non-zero frequency content in the band of interest. A little bit of analysis for
passband signals (taking the Fourier transform) of the equation above reveals that the only terms
with non-zero energy in the frequency band of interest are the odd order terms (i.e., the terms
containing x,(t), z,(t)3, z,(t)®> and so on), so we can safely ignore the even order terms. The first
term that is the linear component, i.e., the terms for z,(t) is of course the one corresponding to the
main signal and is estimated and canceled using the algorithm discussed in the previous section. In
this section, we focus only on the higher-order odd power terms. We can therefore reduce the above
model and write it in the digital baseband domain as:

y(n) = > w(n)(lz(n))™ " # A (n)

me odd terms,n=—k,....k

where h,,[n] is the weight for the term which raises the signal to order m and is the variable that
needs to be estimated for cancellation, and k is the number of samples in the past and future which
significantly influence the value of the signal at instant n.

To estimate these coefficients, we can use the same WiFi preamble. The WiFi preamble is two
OFDM symbols long of length 8us, and assuming a sampling rate of 160MHz, it consists of a total
of 1280 digital samples at the Nyquist sampling rate. However, if we look at the above equation, the
number of variables h,,(n) that we need to compute is a function of 2k (i.e., how far in the past and
future is the current self-interference signal influenced by) and the highest value of m that exhibit
strength greater than the receiver noise floor. A naive model assuming that just the 1,3,5,7,9,11th
order terms matter, and that upto 128 samples from both the future and the past influence the
self-interference signal at any instant E| would require us to estimate 12826 = 1536 variables using

1280 equations. Clearly, this is under-determined system, would increase the noise floor significantly.

2The number of samples required is a function of the amount of multipath, the higher the mutlipath, the higher
the number of samples in the past and future that matter but 128 is the number suggested by the WiF'i standard and
is equal to the length of the WiFi OFDM Cyclic Prefix
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Figure 2.5: Signal strength of various harmonics that make up the transmitted signal. Note that
higher order harmonics are much weaker relative to main component and therefore any reflections
of these harmonics have to be quite closely spaced in time for them to be stronger than the receiver
noise floor.

In practice we found empirically that many of these variables do not matter, that is their value
is zero typically. The reason is that higher order terms have correspondingly lower power since they
are created by the mixing of multiple lower order terms and each mixing reduces power. So the

5" order term which has lower power than the 3" order

7t order term has lower power than the
term. Fig. [2.5] shows a plot of the strength of of the main signal and higher order non-linear terms
relative to the receiver noise floor. As we can see higher order terms have weaker strength relative to
the main signal, and consequently their multipath components also decay quickly below the receiver
noise floor. In other words, far fewer than 128 samples from the past and future impact the value of
the self interference harmonic component at this instant. We find empirically that for indoor WiFi
systems, across all the non-linear higher orders, a total of only 224 such variables are all that we
need to estimate which we can easily accomplish using the WiFi preamble (over-determined system
of linear equation). Hence our digital cancellation algorithm calculates all these coefficients using
the WiF1i preamble and applies them to recreate the harmonics and cancel them. The method for
estimating the coefficients is the same as the one used in the linear digital cancellation step described

by Eq.[2:3:2] but the matrix A is formed using the higher order odd powers of the preamble samples.
Complexity

The complexity of digital cancellation is the same as solving 1280 (say W, width of preamble in
general) linear equations with 224 unknowns. Further the matrix that forms the linear equations is
known in advance (this is the known preamble trick as discussed above). Hence the pseudo-inverse of
this matrix can be pre-computed and stored. Thus the complexity of digital cancellation reduces to
O(W) multiplications. The design is therefore relatively simple to implement and can be efficiently

realized in hardware.
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2.3.3 Dynamic Adaptation of Analog Cancellation

To provide a robust full duplex link, we need to ensure that sufficient cancellation is maintained
to reduce self interference to the noise floor, even as things such as environment, transmit power,
temperature and other such parameters change. These changes would clearly reduce the cancellation
achieved by any static configuration, since they change the distortions that are imposed by the
self interference. Digital cancellation can cope since it essentially estimates these distortions on a
per-packet basis, however analog cancellation might be degraded and hence performance might be
worsened. In this section, we describe how we can quickly tune the analog circuit to provide the
required amount of cancellation (60dB at least).

The goal of tuning is to pick the attenuation values aq,...,an such that self-interference is

minimized. More formally,

N
Jmin - (y(t) = 3 ae(t = di))?
i=1

where ¢(t) is the reference signal that is tapped from the transmit path, y(t) is the self interference,
dy,...,dy are delays associated with the taps as shown in Fig.

A simple and obvious technique to solve the above problem in practice is a iterative gradient
descent algorithm, which other prior works in full duplex have also used to tune their own analog
cancellation [71I]. However, we found that this algorithm is extremely slow (requires nearly 40ms)
because of the larger number of variables (16) that need to be estimated in our design unlike prior
work. That’s an unacceptable overhead, since we found empirically that we need to re-tune analog
cancellation once every 100ms on average in our setup. So taking 40ms to tune implies a 40%
overhead.

Our key contribution here is an approach that solves the tuning problem in the frequency domain.
The idea is that the self interference y(¢) can be modeled in the frequency domain as a function of

the tapped signal ¢(t) as

where H(f) is the frequency domain representation of the distortion introduced by the circulator,
antenna and the environment and C(f) is the frequency domain representation of the tapped signal.
Recall that the tapped signal is essentially a scaled replica of the transmitted signal input to the
circulator, hence the above equation can be written in terms of the tapped signal. This frequency
response H(f) is easier to measure, it is essentially an FFT of the self interference channel which
can be measured using the WiFi preamble. In fact, standard OFDM is doing exactly this, it is
estimating the frequency domain channel using the preamble and pilot symbols.

The goal of the optimization problem then is to pick the attenuator values such that the overall
frequency domain response of the cancellation circuit approximates H(f) as closely as possible. So

the above optimization problem can be restated as
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N
min () = Y H ()’ (21)
im
where, H(f) is the frequency response for delay line i for attenuation setting of a;.

How might we solve this problem? The problem is two fold. First, we have to find the frequency
response of each delay line of the cancellation circuit for every attenuation value, i.e., H{*(f). Second,
once we have the frequency response of the self-interference channel H(f), we need to search on the
space of possible attenuation values for every delay line(attenuator), to come up with best possible
solution to the optimization problem. Each delay line can take 128 different attenuation values, and

= 2112 yalues, a computationally expensive search.

there are 16 delay lines, so in total we have 1286
Modeling the frequency response of delay lines H(f): Measuring the frequency response of
individual delay line is impossible — The entire circuit is well connected, thus isolating individual
delay line is impossible. Our key observation, is if we can measure the frequency response of a delay
line at one attenuation value, then the datasheet of the attenuator provide measurements called S
parameters (specifically frequency response measurements between different ports of a device) that
can be used to extrapolate the frequency response of the delay line for all attenuation values. The S
parameter data provides the relative change in frequency response with changing attenuator value.
To calculate the frequency response at this initial point, we use the following trick. We set the
attenuators for all the lines to their highest attenuation setting, except the one being measured.
The idea is to essentially emulate a board where none of the delay lines, except the one being
measured, let any signal through. The highest attenuation value approximates that setting but
doesn’t fully accomplish that, hence we apply a second least squares fit to find a more accurate
response (collecting more data for different attenuation’s for this delay line, keeping the rest all
others at highest attenuation setting). Then, the frequency response of this delay line for all 128
attenuator values can be calculated. We repeat this process for all the delay lines in the circuit.
Note that all of this has to be done once and can be stored, since this frequency response of the
delay line and attenuation is independent of the environment or other such changing parameters.

Optimization Algorithm : Now to actually find the attenuation settings in real time to optimize

the cancellation, we use the following algorithm.

1. Measure the frequency response of the self interference H(f) using the WiFi preamble. This
is relatively simple since we have two OFDM symbols and as part of the baseband decoding
we can perform an FFT to measure the frequency response.

2. Solve the frequency domain integer linear optimization problem posed in Eq. by relaxing it
to a linear program and then use random rounding to find a solution for attenuator settings,
which achieves required cancellation of 60dB. The intuition behind the algorithm is that it
reduces the search space of attenuator values to a polynomial set compared to the exponential

search space. This is due to the fact that we are looking for a point which provides required
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cancellation, instead of the optimal point (achieving optimal point is a NP hard problem).
Note all the aforementioned calculations are offline and are implemented using the frequency
response model. Essentially the model is used for looking up the frequency response of the
circuit, for any combination of attenuator values. This offline algorithm implementation is
therefore extremely fast — a non-optimized C++ implementation takes less than 1y sec to

converge.

In practice, we find that offline solution calculated above might yield a point that provides an
analog cancellation of 45 — 50dB due to manufacturing variation of attenuator (the S parameter
data provided is accurate to 2%, thus every attenuator has its own response different from the
provided standard data). To further improve the cancellation, we use an additional gradient descent
step. Typically, gradient descent takes several hundreds of iterations, however here since we are
starting the descent from a much more accurate starting point, the gradient descent converges to
the required point in 10-12 iterations. So in the worst case, we show experimentally that analog
cancellation tuning can take around 900-1000us. Assuming we have to do such tuning once every

100ms (which is what we needed in our testbed), that represents less than 1% overhead for tuning.

2.4 Implementation

Fig. [2:6] shows the prototype of a single full duplex radio. To implement it we designed our own
analog circuit boards for cancellation and integrated them with existing software radios. We also
implemented the digital cancellation algorithms in the software radio. Below we discuss the different
pieces.
Analog Cancellation Board: The analog cancellation board is a 10x10 cm PCB board designed
and built using Rogers 4350 material. The fixed delay lines are implemented using micro-strip trace
lines of different fixed lengths. The attenuators are programmable step Peregrine PE43703 [19]
attenuators which can be programmed in steps of 0.25dB from 0 to 31.5dB for a total of 128
different values.
Radio Transceiver and Baseband: Our goal was to design and implement a full duplex system
that was capable of supporting the latest WiFi protocol 802.11ac with least 80MHz of bandwidth in
the 2.4GHz range and 20dBm average TX power. Unfortunately none of the widely used software
radios, such as USRPs or WARPs, support such high performance; at best they are capable of sup-
porting 20MHz bandwidths. For that reason, we prototyped our design using radio test equipment
from Rohde and Schwarz. For our transmitter, we used a SMBV 100A vector signal generator [107]
to send our desired WiFi signals. Since the SMBYV is not capable of generating 20dBm power, we
use an external power amplifier [2I]. For the receiver, we use the RS spectrum analyzer [106].

A practical concern is how to kick-start re-tuning of analog cancellation. Specifically if analog

cancellation drops below a threshold, then the receiver might get saturated and the feedback needed
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Figure 2.6: Experimental set-up of our full duplex transceiver

to tune is distorted. To tackle this we implemented an AGC via a digital tunable attenuator in
front of the LNA. The idea is that if the baseband detects that the receiver is getting saturated,
then it programs the attenuator to a large value which brigs the whole signal down to within the
dynamic range. After cancellation is tuned, this attenuation is turned off. The FSW is capable
of receiving 100MHz signals at 2.45GHz, down-converting and digitizing it to baseband, and then
giving us access to the raw 1Q samples, which we can then freely process using our own baseband
algorithms. The noise floor of this receiver is -90dBm at 100MHz bandwidth. It has a 16 bit ADC
capable of sampling a 100MHz signal, however to ensure that we are only using resources found in
commodity WiFi cards we configure the ADC to only use 12 bits of resolution.

The IQ samples are transported via ethernet to a host PC, on which we implement our cancel-
lation and baseband software. We implemented a full WiFi-OFDM PHY that can be configured to
operate over all the standard WiFi bandwidths (20MHz, 40MHz, and 80MHz). We support all the
WiFi constellations from BPSK to 64-QAM for 40MHz, and 256 QAM for 80MHz. We also support
all the channel codes with coding rates (1/2, 2/3, 3/4 and 5/6 convolutional coding). Finally we
also implement our digital cancellation algorithm in software on the same host PC.

However to show that our design is general and does not benefit from using expensive test
equipment, we also develop an implementation using standard WARP radios. Due to their radio
limitations, these results will be for 20MHz signals which is the widest that the WARP supports.

2.5 FEvaluation

In this section we show experimentally that our design delivers a complete full duplex WiFi PHY
link. We prove the claim in two stages. First, we show that our design provides the 110dB of self
interference cancellation required to reduce interference to the noise floor. We also show experimen-
tally that the received signal is received with almost no distortion in full duplex mode (the SNR of

the received signal is reduced by less than 1dB on average), and that these results are consistent
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across a wide variety of bandwidths, constellations, transmit powers and so on. Second, we take the
next step and design a working full duplex communication WiFi link. We show experimentally that
it delivers close to the theoretical doubling of throughput expected from full duplex.

We start with an experimental evaluation of the cancellation system. We define two metrics we

use throughout this section:

e Increase in noise floor: This is the residual interference present after the cancellation of self
interference which manifests itself as an increase in the noise floor for the received signal. This
number is calculated relative to the receiver noise floor of the radio of —90dBm. For example,
if after cancellation we see a signal energy of —88dBm, it would imply that we increased the
noise floor by 2dB.

e SNR loss: This is the decrease in SNR experienced by the received signal when the radio is in
full duplex mode due to any residual self interference left after cancellation. To compute this
we first measure the SNR of the received signal when the radio is in half duplex mode and
there is no self interference, and then with full duplex mode. The difference between these two
measured SNRs is the SNR loss.

We compare our design against two state-of-the-art full duplex systems presented in prior work.

e Balun Cancellation: This design [71] uses a balun transformer to invert a copy of the transmit-
ted signal, adjust its delay and attenuation using programmable attenuators and delay lines
and cancel it. The design also uses two antennas separated by 20cm one each for TX and RX
which automatically provides 30dB of self interference reduction. We implement this design
and optimize it to produce the best performance.

e Rice Design: This design uses an extra transmit chain in addition to the main transmit
chain. The extra chain generates a cancellation signal that is combined with the signal on the
receive chain to cancel self interference. This design also uses two antennas and to make a
fair comparison we use a 20cm separation as the balun based design. However we also provide
results with 40cm separation since that was the value used in the prior work. We implement

this design by using an extra signal generator as an extra transmit chain for cancellation.

Note that our design uses a single antenna and therefore does not have the benefit of the 30dB

of self interference reduction that prior schemes enjoy from using two physically separate antennas.

2.5.1 Can we cancel all of the self interference?

The first claim we made in this chapter is that our design is capable of canceling all of the self inter-
ference for the latest operational WiFi protocols. To investigate this assumption, we experimentally
test if we can fully cancel a 80MHz WiFi 802.11ac signal upto a max transmit power of 20dBm (all of
which are the standard parameters used by WiFi APs), as well as the smaller bandwidths of 40MHz
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Figure 2.7: Cancellation and increase in noise floor vs TX power for different cancellation techniques
with transmission of WiFi 802.11 signal. Our full duplex system can cancel to the noise floor standard
WiFi signals of 20dBm at highest WiFi bandwidth of 80MHz, while prior techniques still leave 25dB
of self interference residue, even for the narrower bandwidth of 40MHz.

and 20MHz. We conduct the experiment by placing our full duplex radio in different locations in
our building. Further we increase the transmit power from 4dBm to 20dBm (typical transmit power
range). For each TX power and location (in total 100) we conduct 20 runs and compute the average
cancellation across those runs and locations. The goal is to show that we can cancel to the noise
floor for a variety of transmit powers up to and including the max average TX power of 20dBm.
Fig. plots the average cancellation as a function of TX power. It also plots the corresponding
observed increase in noise floor on the other axis.

Fig. [3:12] shows that our design essentially cancels the entire self interference almost to the noise

floor. In the standard case of 20dBm transmit power, the noise floor is increased by at most 1dB over
the receiver noise floor. The amount of cancellation increases with increasing TX power, reaching
the required 110dB for the 20dBm TX power. The takeaway is that as the TX power increases, self
interference increases at the same rate and we need a correspondingly larger amount of cancellation,
which our design provides.
PAPR: Note that these are average cancellation numbers, in practice our WiF1i transmissions exhibit
transient PAPR as high as 10dB, so the peak transmit power we see is around 30dBm. We do not
report the specific numbers for these due to lack of space, but our cancellation system scales up and
also cancels these temporary peaks in the self interference signal to the noise floor.

The prior balun and Rice designs however fare far worse. Further, since these designs perform
very poorly at 80MHz, we only report their results for the smaller 40MHz WiFi bandwidth and
20dBm TX power. As we can see, these designs can at best provide 85dB and 80dB of cancellation
respectively. In other words they increase the noise floor by 25dB and 30dB respectively. The
reasons for this are the ones we discussed in Sec. the inability to adequately cancel transmitter
noise in analog and the inability to model non-linear distortions produced by radios. To check if

these designs could be made to work with larger antenna separation, we repeated the experiment
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Figure 2.8: Spectrum Response for our cancellation with the Rohde-Schwarz (RS) radios and the
WARP radios. The figure shows the amount of cancellation achieved by different stages of our
design. It also shows that our design provides the same 110dB of cancellation even with WARP
radios.

with an antenna separation of 40cm instead of 20cm. We found that even with an impractical rough

half meter separation in antennas, the noise floor increase is at least 20dB.
Does our design work with commodity radios?

We repeat the above experiment, but instead of the Rohde-Schwarz test equipment, we use off-the-
shelf WARP radios in the setup. The goal is to show that our design can work with cheap commodity
radios and does not depend on the precision of test equipment. Since the widest bandwidth that
the WARP can support is 20MHz, we only report results for that bandwidth. Fig. [3.11] shows the
spectrum plot of canceled signals after different stages of cancellation. For comparison, we also plot
the spectrum plot of cancellation using the Rohde-Schwarz equipment.

As we can see, our cancellation completely eliminates self-interference even with commodity
WARP radios. The WARP has a worse noise floor of —85dBm compared to the —90dBm of the
RS equipment. Hence if we used 20dBm transmit power, then a slightly smaller 105dB of self-
interference cancellation is required to eliminate it to the noise floor. However for consistency, for
the WARP experiments we increase the transmit power to 25dBm to show that our design can still

achieve 110dB of cancellation and eliminate self-interference to the noise floor.
SNR loss of the Received Signal in Full Duplex Mode

The previous section provided evidence for the amount of cancellation and increase in noise floor.
However the experiments had only one radio transmitting. A natural question is how well does the
system work when we are in true full duplex mode, i.e. the radio is transmitting and simultaneously
receiving a signal. In this section, we evaluate the SNR loss for the received signal when operating
in full duplex mode.

The experiment is conducted as follows. We setup two nodes capable of full duplex operation
in our building. The two nodes first send 20 WiFi packets (with the following PHY parameters:
80MHz bandwidth, 20dBm TX power, 64QAM constellation) to each other one after the other, i.e.
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Figure 2.9: SNR loss vs half duplex SNR at fixed TX power = 20 dBm, constellation = 64 QAM,
bandwidth = 80MHz with transmission of WiFi 802.11 signal. Our full duplex system ensures that
the received signal suffers negligible SNR loss regardless of the SNR it was received at.

they take turns and operate in half duplex mode. They then send 20 WiFi packets to each other
simultaneously, i.e. they operate in full duplex mode. For each run we measure the average SNR
of the received packets across the 20 packets in half duplex mode, and then with full duplex mode.
We then compute the SNR loss which is defined as the absolute difference between the average half
duplex SNR and full duplex SNR measured above. We repeat the experiment at several different
locations of the two nodes in our testbed. We plot the SNR loss as a function of the half duplex
SNR in Fig,

As Fig. 2.9 shows the SNR loss is uncorrelated with the half duplex SNR value and is almost
identical to the increase in noise floor value we saw in the previous experiment. The takeaway is
that self interference cancellation is not impacted by the received signal’s strength, whether it is
weak or strong. Further, the SNR loss is typically around or less than 1dB which implies that even
in full duplex mode the received signal should retain almost the same throughput as in clean half

duplex mode.

2.5.2 Digging Deeper
Impact of Constellation and Bandwidth

We conduct two experiments. First we use the same setup as the SNR loss experiments and fix the
bandwidth to 80MHz, but vary the constellation for the transmitted signal for the full duplex node
from QPSK to the densest constellation in WiFi 256-QAM. Once again we calculate the SNR loss
of the received signal across different measurements and locations from the half duplex node. In the
second experiment we fix the constellation to 64-QAM but vary the bandwidth from 20 to 40 to
80MHz and once again calculate the SNR loss of the received signal. We repeat this experiment for
different locations of the two nodes. Fig. [2.10] plot the CDFs of the SNR losses for different choices

of constellations and bandwidth.
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Figure 2.10: Shows CDF of SNR loss with changing bandwidths and constellations. Left: we see the
SNR loss for different constellations with TX power = 20 dBm and bandwidth = 80MHz. Right: we
see the SNR loss for different bandwidths (20 MHz, 40 MHz and 80 MHz) for TX power = 20 dBm
and constellation = 64 QAM. Observe we can support all WiFi modulation schemes and bandwidths
with low SNR loss.

As the figures show, our design performs consistently well for all constellation choices and band-
widths. Our cancellation technique makes no assumptions about what constellation and other pa-
rameters the PHY is using: for us all of them are a self interference signal and hence the design is
unaffected by constellation choice. Our design also works equally well for all the bandwidths used by
802.11ac in the 2.4GHz band. The reason is that our analog cancellation, as we will show in the next
section, has sufficient flexibility to provide an almost flat wideband cancellation, while prior designs

are extremely narrow-band and cancellation tapers off quickly with wider and wider bandwidths.
Deconstructing Analog Cancellation

In this section we dig deeper into the analog cancellation component of our design. The key pa-
rameter in our analog cancellation circuit board is the number of fixed delay lines as discussed in
Sec. We conduct an experiment to examine the impact of the number of such lines. However
since these are circuit boards, we do not have the flexibility to vary the number of lines in increments
of one. The granularity of our board design allows us to only test two configurations, one with 8 lines
and one with 16 lines. We conduct the same self interference cancellation experiment as described
in Sec. We measure the signal after analog cancellation (without digital cancellation) and plot
the frequency response of the canceled signal for the two cases in Fig. The plot should be read
as the power of the self-interference signal after analog cancellation as a function of the frequency.
As Fig. shows, with 8 lines we can achieve 45dB of cancellation over 80MHz, while we can
achieve 63dB of cancellation with 80MHz. The reason for the difference is the higher capability of
16 lines in canceling signal reflections in addition to the main self interference component that is
leaking through the circulator. When the full duplex node is transmitting, the response from the
circulator and antenna in the RX chain has two primary leakage components from the TX signal:
one due to the direct leakage from the TX port of the circulator to the (”isolated”) RX port of

the circulator, and one due to reflections from impedance mismatch between the circulator and the
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Figure 2.11: Frequency domain representation of self interference before analog cancellation and
self interference after analog cancellation using 8 taps and 16 taps. Note that with 16 taps we can
provide at least 63 dB of analog cancellation over the entire 80 MHz of bandwidth.

antenna. Because these two components travel different paths in the circulator from TX port to
RX port, they undergo different delays as deduced from time domain measurements. These delays
are fixed and are a function of the particular circulator and antenna we choose to use. In our
implementation we find the delay of the direct leakage component is 400 picoseconds, while the
reflected component is centered around 1.4 nanoseconds. With 16 lines we have the capability to
center the first 8 lines to have delays around 400 picoseconds, and the other 8 lines around 1.4
nanoseconds. We can then use the interpolation trick discussed in Sec. to cancel both the
direct and reflected self interference components precisely. As expected with 8 lines, our flexibility
is reduced in terms of placing our delay lines around the actual delays experienced by the self

interference and consequently cancellation is reduced.
Deconstructing Digital Cancellation

After 62dB of analog cancellation, digital cancellation needs to clean up 48dB and 16dB of linear
and non-linear self-interference components respectively. In this section, we deconstruct the amount
of linear and non-linear cancellation achieved by our design. To conduct this experiment, we tune
our analog cancellation circuit to provide 62dB of cancellation. We then progressively add more
components to our digital cancellation design. We first implement only our “linear ” digital cancel-
lation which cancels only the linear main self interference components and multipath reflections from
the environment. We then add the capability to model non-linear components which we christen
“non-linear cancellation” . We calculate the cancellation achieved by these two variants of digital
cancellation techniques. For comparison with prior work, we also implement only the digital cancel-
lation technique described in the balun based design [7I]. We plot the increase in noise floor for all
the techniques as a function of Transmit power in Fig.

As we can see, our full digital cancellation technique cancels everything to the receiver noise
floor. Further, notice that just our linear digital cancellation stage leaves 16 dB of self interference

residue above the receiver noise floor. Being able to model the non-linear harmonics allows us to
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Figure 2.12: Performance of digital cancellation showing impact of different components of the algo-
rithm vs TX power with fixed constellation = 64 QAM, bandwidth = 80MHz. Our algorithm cancels
the main component, reflections and harmonics, thus ensuring that self interference is completely
eliminated, and the increase in noise floor less the 1dB. Prior techniques can not cancel harmonics,
and therefore increase the noise by 18dB.

reduce self interference by a further 16 dB and cleans out the non-linear distortions almost to the
receiver noise floor. In comparison, the prior work’s digital cancellation technique falls far short,
leaving nearly 18dB of self interference residue over the noise floor since it cannot model non-linear
distortions. Note that we have given prior work the benefit of an analog cancellation of 62dB from
our circuit, as we saw before in Sec. if we used their implementation of analog cancellation the

numbers are worse.

Dynamic Adaptation

As environmental conditions change, the level of cancellation drops since the values of the attenuators
used will be off w.r.t to the new conditions. In this section, we evaluate how long it takes to re-tune
analog cancellation, as well as how often it needs to be re-tuned in our indoor environment. Note
that digital cancellation is tuned on a per-packet basic, hence it is not a concern. Analog cancellation
has to be tuned via a special tuning period during which no data is transmitted, hence quantifying
that overhead is important.

We conduct this experiment in our busy indoor environment with other WiFi radios and students
moving around. Note that an indoor environment is the worst case scenario for full duplex, because
of the presence of a large number of reflectors near the transmitter. Outdoor LTE scenarios are less
likely to have such strong near-field reflectors, hence we believe our design extends relatively easily
to outdoor LTE scenarios. We place the full duplex node and conduct analog cancellation tuning as
described in Sec. Specifically, we use the WiFi preamble to determine the initial settings of the
attenuators to be used to match the frequency response of the circulator and antenna. Next we run a
gradient descent algorithm to further improve the cancellation from that initial point. Each iteration
of the gradient descent consumes 92us since we have 16 different directions to compute the gradient
one (corresponding to the 16 different attenuators). We compute the time it takes for the analog

cancellation to converge. We repeat this experiment several times for different node placements and
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Figure 2.13: Left figure shows CDF of near field coherence time. This implies that we have to retune
analog cancellation on an average of every 100 milliseconds. Right figure shows how long it takes
for our tuning algorithm to converge to the required cancellation, after the initiation of tuning. We
observe exponential improvement compared to the gradient descent algorithm which takes an order
of magnitude longer.

environmental conditions and plot the average convergence time. We also conduct an experiment
where we do not use the initial frequency based tuning and only use gradient descent from a random
starting point for the attenuator values. We show the cancellation achieved as function of tuning
time on right side of Fig.

As we can see in right side of Fig. 2.13] our analog tuning converges in around 920us, compared
to the 40 or more milliseconds it takes for a pure gradient descent based approach. The reason is that
the frequency based initial point estimation provides a point very close to optimal, and from that
point a few gradient descent iterations allow us to find the optimal point. Our cancellation algorithm
therefore tunes an order of magnitude faster than a simple gradient descent based approach.

But an important question is how often do we have to tune? Analog cancellation has to re-tuned
when there is a change in the near-field reflections, since it cancels only the strong components
(components 50 dB above noise floor, farther out reflections are weaker than this 50dB threshold).
Hence the question is how often do the near-field reflections change? As expected, this depends
on the environment, for the indoor office deployments we used in our experiments we found that
we needed to retune once every 100ms on average (outdoor scenarios would be easier since changes
in near field occur less frequently, and we leave mobile hand-held scenarios to future work). We
show this experimentally in Fig. the left plot shows the amount of cancellation observed as a
function of time after we have found the optimal operating point from a large collection of different
experimental runs in our testbed. We define the "near field coherence time” of analog cancellation
as the time upto which the receiver remains unsaturated from when it was tuned, which we also use
as the trigger to rerun the tuning algorithm. As we can see the near field coherence time for the
cancellation is roughly 100 milliseconds. In other words, we have to retune the analog cancellation

once every 100 milliseconds, which leads to an overhead of less than 1%.
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Figure 2.14: CDF of throughput for full duplex link using TX power = 20 dBm, bandwidth =
80MHz. We see a median gain of 87% using full duplex as compared half duplex. Further, prior full
duplex with two antenna’s separated by 40cm show gains, only in 8% of cases.

2.5.3 Does Full Duplex Double Throughput?

This section demonstrates experimentally that our design delivers close to the theoretically expected
doubling of throughput for a full duplex WiFi link. Note that this is a PHY layer experiment, a full
MAC design for full duplex WiFi is beyond the scope of this chapter.

We conduct these experiments as follows. We place the two full duplex nodes at different locations
and send trains of 1000 packets in full duplex mode, and then similar trains for each direction of the
half duplex mode. Each train uses a particular bitrate (from WiFi) and we cycle through all the
bitrates for each location. We pick the bitrate with the best overall throughput for full duplex, two
antenna full duplex and half duplex respectively. We repeat this experiment for different locations.
We found the SNRs of the links varied uniformly between 0 — 45dB across locations as we would find
in a typical indoor deployment. We plot the CDF of the throughput for half duplex and full duplex
link in Fig. Note that all of these throughput numbers account for the overhead introduced
by the periodic analog cancellation tuning. As we can see, our full duplex system achieves a median
throughput gain of 1.87x over the standard half duplex mode. As we known from the experimental
analysis in Sec. [2.5.1] that there is a small SNR loss due to a small amount of self interference residue.
This SNR loss is the reason that instead of the theoretical 2x, we see a slightly reduced gain of
1.87x.

How do prior designs perform? We found that in 60% of the scenarios, the throughput with prior
full duplex techniques was zero. This is because these designs leave at least 25dB of self-interference
residue that acts as noise and if the link SNR is below 30dB no signal is decoded (WiFi requires a
minimum of 4 — 5dB to decode even the lowest rate packet). As the half-duplex link SNR increases,
performance improves but is still not sufficient to beat the system throughput achieved by half
duplex. The reason is that even if the link half-duplex SNR is 35dB, it implies that we only have
two 10dB links for full duplex. The throughput achieved with a single 35dB half duplex link is still

higher than two 10dB links. Consequently the only region where we could find improvements for
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full duplex over half duplex with prior techniques was when the link SNR was greater than 40dB.

2.6 Discussion & Conclusion

We believe this chapter marks an important step in proving that full duplex is not only possible,
but feasible and practical. Further, it can be deployed with no overhead in terms of antennas used
and yet achieve the theoretical doubling of throughput.
MIMO: The current design targets SISO scenarios. For MIMO we could use the same design, but
a key challenge is that the cross-talk between different antennas also has to be canceled in analog.
Hence, an analog cancellation circuit has to be designed that models not just the distortions through
a circulator and a single antenna, but also the distortions that happen when signals travel across
antennas. Designing an efficient space-compact circuit for this problem is part of next chapter.
Finally, we would like to comment that full duplex radio design is a problem that spans three
different research areas: RF circuit & system design, digital signal processing and networking. The
problem cannot be solved in any one domain alone, the solution in our opinion requires understand-
ing trade-offs across all these domains and architecting it appropriately. Historically however, these
communities have been separate, RF system designers expect baseband IQ samples as the interface
and view their job as sending and receiving signals in RF from these baseband IQ samples. DSP
designers view their job as converting between bits and IQ samples efficiently in the presence of
noise. Finally, networking researchers transact in bits and packets and design medium access while
abstracting out the underlying details. Realizing and taking advantage of full duplex requires re-

search that spans across these domains, and this work represents a step in that direction.



Chapter 3

Scalable MIMO self-interference
cancellation: Full Duplex MIMO

radios

3.1 Introduction

Full duplex radios have garnered significant attention recently in academia and industry [57), [34]
711 [69] 511 [60] B8, [48), 101, 66] [77), [73]. Several efforts are now underway to include full duplex
technology in future cellular 5G standards [12], as well as explore applications of the technology in
current wireless infrastructure. However these efforts are hampered by the fact that there aren’t
viable and efficient full duplex designs that can work in conjunction with MIMO. Specifically, no
current practical designs are known which can enable one to build a M antenna full duplex MIMO
radio that can transmit and receive from all antennas at the same time and double the throughput.
The best known prior MIMO full duplex system, MIDU [34] requires 4M antennas for building
a full duplex M antenna MIMO radio, and even then fails to provide the needed self-interference
cancellation for WiF1i systems (20 MHz bandwidth) to achieve the expected doubling of throughput.

Recent work has however demonstrated that a single antenna (SISO) full duplex system is prac-
tically possible [4I]. Specifically, it demonstrates the design and implementation of a cancellation
system for a SISO system that completely cancels self-interference to the noise floor and conse-
quently achieves the theoretical doubling of throughput. A natural question therefore is why not
just replicate the same design M times to build a MIMO M full duplex radio? After all, a MIMO
radio can be conceptually and physically viewed as a collection of M single antenna SISO full duplex

radios.

34
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Figure 3.1: Shows a 3 Antenna MIMO Full Duplex node, with different interference’s referred as
talk. Every chain sees 2 other cross-talks other than the self-talk.

The challenge is cross-talk interference as seen in Fig. When a full duplex MIMO radio trans-
mits, the transmission from any one of the M antennas (interchangeably referred to as transceiver
chains) propagates to the other antenna (chains) and causes a large amount of interference. For the
sake of clarity, in this chapter we will refer to the self-interference at a receive chain caused by a
transmission from the TX-chain with which the receive chain shares an antenna as “self-talk”, and
the interference from a neighboring TX chain’s transmission as “cross-talk”. Since MIMO anten-
nas are closely spaced due to size constraints, this cross-talk is extremely strong, almost 75-80dB
stronger than the desired signal that is being received on that chain. Consequently, even if we have
cancellation circuits and algorithms that cancel every chain’s self-talk, there is an extremely strong
cross-talk interference that can saturate the receive chain.

A naive solution is to introduce a separate copy of the cancellation circuit and DSP algorithm
for each pair of chains that experiences cross-talk. If there are M antennas, then it would imply
a total of M? circuits and DSP algorithms. In other words complexity grows quadratically with
the number of antennas, which is untenable as MIMO systems go towards 4 to 8 antennas. Sup-
porting 16 cancellation circuits and DSP implementations (for 4 antenna MIMO) on even a WiFi
AP based form-factor is untenable (our analysis suggested that with the current SISO design we
would need 400sq.cm of analog circuit area and a high-end Virtex FPGA that consumes 80W of
power to accommodate the DSP computations). Complexity impacts more than space and power
consumption, cancellation systems (both analog and digital) need to be tuned continuously to adapt
to environmental changes. The time for tuning scales linearly with the complexity, hence it would
take M? time longer to tune such a design’s MIMO self-interference cancellation system. The best
known prior algorithm for tuning [41] requires around a millisecond to tune, so we would need 16
ms to tune for a 4 antenna MIMO system which would be untenable even in a slowly changing
environment like indoor WiFi (coherence times are on the order of tens of milliseconds), let alone
mobile environments such as LTE.

A second problem is performance itself. The key metric is the residual interference left after
cancellation at each receive chain, the residual directly translates to decrease in SNR for the desired
received signal. As we will show in Sec. even if one could accommodate a quadratic number of

circuits and DSP cancellation implementations, the performance degrades linearly with the number
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of MIMO chains. In other words, the residual interference after cancellation at each receive chain
increases linearly with M. This is due to the accumulation of the residual interference from all the
cross-talk and self talk cancellation systems. Once again, as MIMO systems scale to support many
antennas, this essentially limits the performance gains of full duplex.

This chapter presents the design and implementation of a MIMO WiFi full duplex radio. Our M
antenna full duplex MIMO radio uses each antenna for simultaneous transmit and receive, i.e., it uses
the same number of antennas as a standard half duplex M-antenna MIMO radio unlike prior designs.
The design uses slightly more than M x cancellation circuits and DSP algorithms (w.r.t to SISO full
duplex design) to cancel all the self and cross talks. In other words, complexity scales linearly with
the number of chains, which is the best performance one could expect. Further, the performance does
not degrade linearly with the number of MIMO chains, i.e., the residual interference is the same as
the SISO design and does not increase linearly with the number of chains. We prototype our design
and integrate it with the off-the-shelf WARP software radios [28] running a stock WiFi baseband
and demonstrate experimentally that it achieves close to the theoretical doubling of throughput.

Our design solves the key challenge of efficiently and effectively achieving the MIMO full duplex

using two major ideas as follows.

e First, a key insight is that MIMO chains are co-located, i.e., “they share a similar environment”.
Intuitively, the signals transmitted by two neighboring antennas (separated by a few cm) go
through a similar set of reflectors and attenuations in the environment [68]. Cancellation
systems are essentially trying to model these distortions, so when we want to model cross-talk,
we can reuse the work that has been done for modeling the chain’s own self-talk interference.
This results in a novel “cascaded” filter structure for cancellation that results in an overall
design that has near-linear complexity scaling with the number of MIMO antennas.

e Second, the reason performance degrades linearly with the SISO replication based design is
that each of the M independent cancellation algorithms for self-talk and cross-talk at a receive
chain produce their own estimation error which add up to the linear degradation. Our key
insight here is to leverage the fact that we have M transmitters available that can concurrently
send training symbols. Specifically, we design a training preamble for WiFi that allows each
receive chain to estimate each of the self-talk and cross-talk channels with an error that is
M times lower than the SISO design by combining information from all M training symbols.
Consequently, in our design when the estimation errors add up for the self-talk and cross-talk
cancellations, the overall error or residue is the same as a SISO system would have achieved,
which is the best one can hope for. Further the algorithms are modular and structured in a
way that, if in the future the SISO full duplex design manages to improve its performance even

further, the MIMO design in this chapter immediately benefits.

We prototype our design using our own custom designed analog cancellation circuits, and in-

tegrate them with novel implementation of our digital cancellation algorithms using off-the-shelf
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Power and Interference relative to noise floor of -85 dBm

_ Power level in dBm | Cancellation needed in dB

Total TX signal 20 105
Linear component 20 105
Non-linear component  -10 75
Transmitter Noise -20 65

Figure 3.2: The different components of the transmitted signal (self-talk) for a typical WiFi radio.
The second column tabulates the amount of self-talk cancellation needs to eliminate the correspond-
ing self-talk component to the noise floor.

WARP radios [2§]. Our experiments demonstrate that in a 3 x 3 configuration, our system achieves
a performance that leaves a negligible 1dB of self-interference after cancellation. We also show that
our system achieves a 95% throughput gain over half duplex radios using a standard WiFi compli-
ant OFDM PHY of 20MHz for 802.11n for all different modulations (BPSK, QPSK, 16QAM and 64
QAM) and coding rates of (1/2,2/3,3/4,5/6), supporting three streams for 3 x 3 MIMO.

3.2 The Problem

In this section, we describe the nature of interference in a MIMO full duplex radio and then discuss
the architectural challenges in designing a cancellation system.
Self-talk or cross talk (or for that matter any transmitted signal) is made up of three major

components [29] 35] 22]:

e Linear Signal: This is the signal that the baseband modem wanted to transmit and is then
distorted by channel reflections. It’s linear because it can be represented as a linear combination
of delayed and summed copies of the same signal that arise from environmental multi-path
reflections.

e Non-linear Signal: This is the signal that is generated due to non-linear transformations that
the linear signal goes through when it is passed through analog radio components such as
mixers, power amplifiers in the transmit chain [87].

e Transmit Noise: This is the noise that is generated by active components in the TX chain such
as power amplifiers and local oscillators (we club things such as broadband noise and phase

noise into this term for the sake of brevity).

The relative strengths of these components depends on the quality of the radio. Fig.[3.2]tabulates
the strengths of the different components we empirically measured for a commodity 20dBm WiFi
SISO radio, and the amount of cancellation needed to eliminate them in a full duplex system. Note
that this is a cheap radio widely used in many commercial WiFi devices [22] 28], so we believe this
is representative of the WiFi radios in general.

The above analysis is of course true even for a single antenna radio without MIMO, and recent

work [41] describes cancellation techniques that eliminate all self-talk. However, what is unique
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Power and Interference relative to noise floor of -85 dBm

MIMO FD, Receiver 1 Cancellation needed (dB)

Self- Cross Cross Self Cross  Cross

talk talk1l talk2 talk talkl talk2
Overall signal at antenna 1 15 -9 -15 100 76 70
Linear component 15 -9 -15 100 76 70
Non-linear component -15 -39 -45 70 46 40
Transmitter noise -25 -49 -55 60 36 30

Cancellation Requirement

MIMO FD, Receiver 1 m Cross Talk 1 Cross Talk 2

Analog cancellation 65 dB 41dB 35dB
Digital cancellation 35dB 35dB 35dB

Figure 3.3: Interference components and cancellation requirements for 3 antenna MIMO full du-
plex. The first table describes the levels of different interference components (linear, non-linear
and transmit noise) that make up self-talk and cross-talks at one receiver in a 3 antenna MIMO
radio. Cross-talk 1 is from the neighboring antenna and cross-talk 2 is from the farther neighboring
antenna. The second table lists the overall cancellation needed, here the values are bumped up by
5dB relative to the first table to ensure that even when the residues left from the self-talk and the
two cross-talk cancellations are added up, the overall noise floor does not go up (else it would go up
by 5dB if the cancellation requirement for each component did not have a 5dB margin).

with MIMO is cross-talk. In other words, the interference that results at a receive chain due to a
transmission from a neighboring co-located MIMO antenna/chain. In a 3 antenna full duplex MIMO
radio, each receiver chain would see two cross-talk signals from the other two antennas as seen in
Fig.

Cross-talk is slightly weaker than the self-talk generated by the chain’s own transmission, but
is still quite strong and has all the above three enumerated components. Like the earlier SISO
design [41] (as shown in Fig. , the transmit noise component of the cross-talk signal has to be
canceled in the analog domain, whereas the non-linear and linear components could be canceled in
both analog and digital domains. Fig. tabulates the strengths of the various components that
make up a cross-talk and self-talk signal in a typical 3-antenna MIMO WiFi radio with ZOdBnﬂ
transmit power (note that the power is divided equally among all three transmitters, so the power

out of each antenna is 15dBm).

3.2.1 Why can’t we reuse the SISO full duplex design by replicating it?

At first glance, the MIMO interference cancellation problem looks quite similar to a SISO full duplex
problem, only replicated a few times. After all the cross-talk signal that needs to be canceled looks
like an attenuated version of a chain’s own self-talk signal that the SISO design manages to cancel
completely. So why couldn’t we replicate the SISO design M? — M times for each of the cross-talk
signals in a M antenna MIMO radio and be done with it (as shown in Fig. [3.5))?

IThe FCC specifies that the peak power can be 30 dBm [I0]. However OFDM signals have a high PAPR, i.e. the
peak power of the output signal is significantly higher than the average power. For WiFi we find that the PAPR is
10dB, so the average power we can use is actually 20dBm.
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Figure 3.4: Prior best performing SISO full duplex design. The figure on the right shows an equiv-
alent conceptual filter based view of self-talk cancellation. The filter is parameterized by its com-
plexity, the number of taps. The filter subsumes both analog and digital cancellation.
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Figure 3.5: SISO Replication Based Design: Shows a 3 antenna full duplex MIMO radio, using
nine SISO cancellation circuits (SISO replication design). This design uses in total 9N taps for M=3
assuming each circuit requires N filter taps. In the general case this design would require M2N for
a M antenna full duplex MIMO system.

To understand the reason this might not work, it will help to have a conceptual understanding
of what a SISO self-talk cancellation system accomplishes. At its core, the self-talk cancellation
technique can be thought of as shown in Fig. The input is the baseband signal that is being
transmitted, to which transmit noise is added and the combined signal is passed through a linear
and non-linear unknown transfer function that captures the distortions introduced by the analog
components and the wireless channel and is denoted by H. The cancellation circuits and algorithms
are trying to calculate an estimate — H — of this unknown transfer function H as accurately as
possible (to the tune of 105dB resolution), and then pass a copy of the input baseband transmitted
signal and noise through this estimated transfer function H to recreate the self-talk and cancel
it (shown in Fig. [3.4]). The estimated transfer functions are created using tunable analog and
digital FIR filters, for example the prior SISO design’s analog cancellation circuit requires 12
delay-attenuation taps that each represent a single analog FIR filter tap (refer Fig. , and what
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Figure 3.6: Cascaded Cancellation Design: Shows a 3 antenna full duplex MIMO radio design
with cascaded filter structure for cancellation. The structure is shown for receiver chain 1 only, but
the same structure is repeated for the other chains. For, self-talk cancellation we have N filter taps
on every chain. Further we have C and D taps feeding in a cascading fashion at the input of the N
tap self-talk cancellation circuit. Notice cross talk 1 is stronger so we need more taps (C' > D) as
compared to cross talk 2. However both C' and D are significantly smaller than N.

is being controlled is the weight on each tap (practically this translates to controlling the attenuator
on that delay-attenuation analog line). A similar FIR filter structure is used for digital cancellation
and the challenge is calculating the weights to use on each of the taps. So the key challenge the SISO
self-talk cancellation system is solving is calculating a set of FIR filter weights that can accurately
model this unknown and time-varying transfer function.

Consequently, there are two metrics that characterize these estimation circuits and algorithms.

e Complexity: can be quantified by the number of filter taps that are used in the implemen-
tations that represent the estimated H. The more taps we need, the more analog circuitry is
needed as well as DSP resources in FPGA to implement them. Keeping the number of taps
low is important so as to reduce the space and power consumed by analog circuits [33] and
DSP logic for FIR implementations (the baseline is the SISO design that requires 12 analog
taps and 132 digital FIR taps). To get a sense of the impact, 12 analog taps consume roughly
24sq.cm of board area. A second consequence of complexity is the amount of time it takes us
to re-tune the cancellation when the environment changes (including things such as temper-
ature). The larger the number of taps, the longer it will take to tune since there are more
variables to estimated. When cancellation is being tuned, the radio cannot be operated in full
duplex mode. Hence tuning time is pure overhead, and needs to be minimized.

e Estimation error: A second key metric is estimation error which manifests as residual in-
terference left after cancellation and directly reduces the SNR of the desired received signal.

A perfectly accurate cancellation system would leave no residue. The baseline for this metric
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is the best performing prior SISO self-talk cancellation design that leaves 1dB of residue over
the noise floor. In other words, the receiver noise floor is increased by 1dB and therefore the
SNR of the received signal is also decreased by 1dB. To put this number in context, this is
extremely accurate since at most normal receive link SNRs, a 1dB decrease will have negligible
impact. The reason for this residue is estimation and quantization error in the algorithms that
calculate the weights for the filter taps used in analog and digital cancellation. Estimation

error is inevitable and cannot be avoided, but its important to keep it as small as possible.

How well would the SISO replication based design for MIMO perform on these two metrics? The
optimal scenario is that the complexity of a M antenna full duplex MIMO radio would be M x the
complexity of the SISO design, and it would have the same estimation error as the SISO design. We
cannot do better than a linear increase in complexity and no increase in estimation error. However,
the SISO replication based design has a complexity of M?2x the complexity of the SISO design. This
is because it requires us to replicate the SISO design for each cross-talk factor, and therefore we
need a total of M? versions of the SISO design. In terms of taps this implies 12 x M? taps in analog
circuits alone, along with the corresponding increase in digital cancellation FIR taps.

Second, this design’s estimation error turns out to be worse compared to SISO design. At each
receiver chain, we show in Sec. that the residual interference scales linearly with the number
of MIMO chains M. Intuitively the reason is that each replica of the SISO design is running an
independent estimation algorithm for determining the values of the filter taps to use for cancellation.
Since at each receiver chain we have M versions of the SISO design running, we will have a M x

increase in estimation error and consequently the interference residue.

3.3 Design

We present a new cross talk cancellation technique for full duplex MIMO which is scalable and
efficient. The key technique behind our MIMO cancellation design is a cascaded filter structure.
Specifically, we exploit the fact that in MIMO, cross-talk and self-talk share a similar environment
(or similar set of multi-path reflection and attenuation profiles in the channel). Further, cross-talk
across chains is naturally reduced compared to the chain’s own self-talk because of physical antenna
separation. We exploit these insights to design a low complexity and highly accurate cross-talk

cancellation system. For canceling the chain’s own self-talk we use the design from prior work [41].

3.3.1 Reducing Complexity: The Cascade

Our design builds on a key insight: co-located MIMO antennas share a similar environment. In
other words, the transfer function (i.e., the channel response across the frequency) that transforms
the cross-talk signal from a neighboring transmit chain at the receive chain has a close relationship

with the transfer function that the chain’s own self-talk undergoes. Intuitively, this is because the
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environment around a radio looks essentially the same to neighboring antennas since they share
the same reflectors in the environment, and the distances to these reflectors are almost the same
from the closely-spaced antennas. The difference however is that any cross-talk signal experiences an
additional delay before it arrives at a receive chain as compared to the chain’s own self-talk signal [68]
Sec. 2]. Technically this means that the phases of self-talk and cross- talks at a given receive chain
might become different due to the delay, but can still be determined by a fixed relationship depending
on antenna location and the environment. E| What’s important for MIMO full duplex design however
is that cross talk and self talk transfer functions can be expressed as a function of each other, with
a modifying factor to account for the antenna separation.

The above insight can be mathematically modeled as a cascade of transfer functions. Let H;(f)
and H.(f) be the transfer functions of the chain’s own self-talk and cross-talk respectively, which
are due to environment only, these cannot be directly measured. The overall relationship between

these functions can be modeled as follows:

Hei(f) = He(f)-Hi(f) (3.1)

where H.(f) is the cascade transfer function. The key observation is that H.(f) which cascaded with
H;(f) results in the cross-talk transfer function, is an extremely simple transfer function. Typically
H.(f) is a simple delay that corresponds to the fact that the two antennas are separated and the
cross-talk signal experiences slightly higher delay compared to the self-talk.

How might we exploit this insight? The idea is to mimic the cancellation design in a cascade
similar to the equation above as seen in Fig[3.6] Specifically, we could design simple low-complexity
analog cancellation circuits and digital cancellation filters that model the cascade function H.(f).
These circuits and filters would then feed into the cancellation circuits and digital cancellation filters
for the chain’s own self-talk cancellation and thus reuse all that circuitry to model the cross-talk
channel. Remember that the circuits and digital filters for the chain’s own self-talk are modeling
H;(f), hence the cascaded structure is essentially recreating the above Eqn. So the only
additional complexity compared to the optimal MIMO design would be from the circuits and filters
that model the cascade transfer function H.(f).

The natural question is how to design the cascade circuits itself? The intuition behind the design
is to consider what the cascade circuits are exactly canceling compared to the self-talk cancellation
circuits. The interference in the self-talk comes from two major factors. The first are the reflections

from the antenna (impedance mismatch) and other components such as circulators. The second are

2Note that having a deterministic relationship between the self-talk and cross-talk channel responses does not
contradict the assumption in MIMO channels that they form spatially independent streams as long as the antennas
are separately by half a wavelength. The phase difference typically results in spatially independent streams [75].
Second, note that what we are exploiting is the fact that both the self-talk and cross-talk channels are correlated in
their changes across frequency, i.e. the way the self-talk channel and cross-talk channels change across frequency are
related and is a function of the environment. This fact has been studied in prior work, for example, a typical point to
point LOS indoor MIMO channel can have a specific relationship across frequency across the different MIMO paths
and still form spatially independent streams [68], 121} [75].
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Figure 3.7: Cancellation performance in the frequency domain for the cascaded design and the
replication based design with the same complexity for a 3 antenna MIMO full duplex radio operating
a WiFi PHY in a 20MHz band at 0dBm TX power(WARP radios [2§]).

the reflections from the environment. The reflections from the antenna are only part of the self-talk
and are not part of the cross-talk, whereas the reflections from the environment are part of both
self and cross-talk. Hence, the cascade cancellation circuit’s job is to only cancel the environmental
reflections.

The second insight is that the environmental reflections of the cross-talk are related to the
environmental reflections the chain’s own self-talk cancellation circuit is trying to cancel. To discover
this relationship, we conduct the following experiment in a wide variety of locations in indoor
scenarios. We first transmit a signal from a single antenna and measure the environmental channel
response of the reflections at the same antenna [§]. We then measure the environmental reflection
response at the neighboring MIMO antennas. Measuring the responses is possible because we know
what we are transmitting, and we can use classic channel estimation techniques to measure the
channel impulse responsdﬂ We then calculate the cascade transfer functions as described in Eqn.
We collect these calculated transfer functions and then check what is the complexity of the cascade
cancellation circuit that can approximate these responses. This is an optimization problem, where
the parameter is the number of taps that we are allowed to use in the cascade circuit, and the
calculated responses are what we are trying to fit for. The goal is to minimize the number of taps in
the cascade circuit, while fitting the cascade responses to a level of 40dB of cancellation (assuming
we get 30dB of interference reduction from antenna separation in the cross-talk). The details of the
technique are described in [§].

The number of analog taps required to realize the required performance for MIMO using the
cascaded design calculated via the optimization above is tabulated in Fig. [3.8] For a typical 3
antenna MIMO WiFi radio with 12cm separation between antennas (typical of APs), the antenna
separation itself provides about 24dB of isolation, so we need another 41dB of cross-talk cancellation
in analog (see Table. for requirements). As we can see we need only four analog taps with the

cascaded structure compared to the 12 taps required by the naive design for canceling cross-talk

3This experiment is done via WARP software radios as discussed in evaluation.
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Resource Comparison between SISO replication and Our design

Analog Cancellation taps (3X3) 108 (12*9) 56 (reduced by 1.92x)
Digital Cancellation taps (3X3) 1188 (132*9) 485 (reduced by 2.45x)
Tuning time (3X3) 9 ms (1ms*9) .024 ms (reduced by 375x)
Analog Cancellation taps (mXm) O(M2?N) O(MN)

Digital Cancellation taps (mXm)  O(MZ2R) O(MR)

Tuning time (mXm) o(m?) o(M)

Figure 3.8: Table showing the reduction in complexity and tuning time with the cascaded design
compared to the replication based design for both a 3 antenna full duplex MIMO radio as well as
the general case of a M antenna full duplex MIMO radio.
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Figure 3.9: Shows the cascaded digital cancellation architecture for receiver chain RX1. Similar
cascaded digital cancellation is applied to every receiver i.e., RX2 and RX3, not shown in this figure.
The cascaded analog cancellation is implemented as shown in Fig. The shared FIR brings
significant saving of taps for overall MIMO cancellation. The NL-FIR’s are the non-linear finite
impulse response filter, recreating the digital copy of the unique component for the self-talk and
cross-talks to be canceled at a receive chain.

at an adjacent antenna and only two taps, when canceling to the farther out antenna as shown in
Fig. [3:6] The cascaded design therefore requires 1.92x lower number of taps compared to the SISO
replication design for a 3 antenna full duplex MIMO radio as seen in Fig.[3.8 The reduction factor
approaches the optimal 3x number as the number of antennas increases.

To verify the improvement for digital cascading (seen in Fig. , we conduct a similar exper-
iment with the same setup (but with 20 dBm of total TX power). However, we provide the SISO
replication design the required number of taps to meet the requirement on analog cancellation so we
can specifically evaluate the benefits for digital cancellation with cascading. As seen in Fig. we
need a total of 485 taps to cancel self-talk and cross-talk to the noise floor for a 3 antenna MIMO
radio. Further, for the SISO replication based design using the same number of taps (485), the

residual interference is still an additional 7dB. To achieve the same performance as our cascaded
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design with the SISO replication based design, we would need 1188 or 2.45x more taps as tabulated
in Fig. 3.8 Once again the reduction factor approaches the optimal number M and the number of
antennas (M) grows. Finally in terms of cancellation performance, a 7dB increase in noise floor or
reduction in desired signal’s SNR is quite high by itself, and when we take into account the reduction
in cancellation for analog of 18dB, we are looking at a 25dB reduction in overall cancellation for the
SISO replication based design with the same complexity as our cascaded structure.

There are two main benefits to reducing complexity:

Reduction in size, cost and tuning time: Each additional filter tap increases the size of can-
cellation boards in analog and FPGA resource consumption in digital cancellation. For analog
cancellation, our circuits consumed 110sq.cm of board area compared to nearly 216sq.cm for the
SISO replication based design for a 3-antenna MIMO full duplex system. For example, we found
experimentally that reducing the number of digital filter taps from 1185 to 485 for a 3 antenna
MIMO radio means that a lower class Xilinx Kintex series FPGA has sufficient DSP resources to
implement the cancellation, whereas the SISO replication based design would require the higher end
Virtex FPGA [30]. This translates to enormous power savings, a Virtex FPGA consumes nearly
80W of power whereas a Kintex consumes only 40W on twice as less [31]. Power reduction translates
to less heat and consequently simpler AP designs. Also to ultimately realize the design in compact
boards, reducing the number of taps as much as possible is a must. A final consequence is the tuning
time to compute the weights for each of these taps also reduces linearly with lesser number of taps
(tuning time is pure overhead since during tuning the radio cannot be used for communication).
Reduction in Tx power waste: The amount of power that needs to be coupled off from the
transmit paths to powering cancellation circuits depends linearly on the number of taps in the
cancellation circuits. This is because each tap is of course only useful if some copy of the transmitted
signal is passed through it, and in addition each tap has loss associated with it that adds up. Thus

reducing number of taps helps reduce TX power waste.

3.3.2 Reducing Residue: Joint Training

The goal of digital cancellation is to clean out any remaining residual self-interference. Once again,
a natural question is why not reuse the digital cancellation algorithms designed for SISO? In other
words, for each receive chain in a M antenna full duplex MIMO radio, run M separate digital
cancellation algorithms that estimate the chain’s own self-talk and the other M — 1 cross-talk inter-
ference components. These algorithms work by estimating the distortion experienced by each of the
interference (both for linear and non-linear components). They then apply the estimated distortion
functions to the known baseband copy of the transmitted signal and subtract it from the received
signal.

The above approach doesn’t work because every additional and independent digital cancellation
algorithm we use in the receive chain linearly increases the residual interference after cancellation.

In other words, performance worsens linearly with the number of MIMO chains. To see why, we
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Transmitted and Received packets
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Training Training
a) SISO Full Duplex b) SISO replication based 2X2 MIMO Full Duplex c) Our Design based 2X2 MIMO Full Duplex

Figure 3.10: This figure shows the transmitted and received packets for a SISO full duplex, 2 antenna
MIMO full duplex with the traditional training technique, and our design with the novel training
technique. Notice the training symbol structure in the last figure, this allows us to reduce the
estimation error by half for the self-talk and cross-talk components for a 2 antenna MIMO radio.

start with describing why even a simplified SISO digital self-interference cancellation algorithm will
have some residual interference that cannot be canceled.

Digital cancellation works in two stages, first there is a training phase and then cancellation
phase. The training phase uses training symbols (e.g. the WiFi preamble), and the assumption is
that there is no desired received signal from the other full duplex node. The training symbols are
used to estimate the self-interference. Let’s say the training self-interference symbol is s as seen in
Fig. B:I0la. The self- interference symbol is being received after transmission from the same radio
(for simplicity assume there is no distortion from the channel), and the receiver adds its own noise
ny (variance o?) to the received signal (this noise comes from effects such as quantization in the

ADC). Hence the received signal y; can be written as,

Y1 =Ss+n

The best estimate of the self-interference s in this case is simply y; However this estimate § has

some estimation error, which in this case is simply the power of the receiver noise as show below:

s=y1, E((s-3)%) =E(n}) =0’

How can we use this estimate to cancel subsequent self-interference? For simplifying the description,
let’s assume the packet that is being transmitted and is acting as self-interference is simply the same
training symbol repeated throughout the packet (real world packets are of course not trivial like
this, but this assumption does not change the basic insight below). To cancel this self-interference
throughout the packet, the algorithm will simply subtract the above estimate from the overall
received signal. Lets say x is the actual desired received signal, the overall signal received is y, and

the signal after cancellation, are given by:

Y r+s+ng

y— 38 T+ s—§ + n3
S~ S~ ~—~

cancellation estimation error =02 RX noise
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As we can see, the estimation error shows up as residual interference with variance of o2. As the
best known prior design has shown this is on the order of 1dB over the half-duplex noise floor.

SISO Replication based MIMO design: It’s now easy to see why a design for MIMO that
simply uses M replicas of the digital cancellation algorithm at each receive chain for the self-talk
and the M — 1 cross-talk interference signals increases the estimation error roughly by a factor of
M. The training symbol structure for a 2 x 2 MIMO transmission is shown in the Fig. [3:I0]b.
above, essentially there are two training symbols s; and s5 sent over two slots from the two different
transmit chains. The algorithms at a particular receive chain use these symbols like in the SISO
case to estimate the self-talk and the cross-talk, and each of them will have their own estimation
error. When these estimates are used for cancellation, the estimation errors add up, and the overall
estimation error (or residual self-interference) at each receive chain is theoretically two times the
SISO case. The math below shows the above intuition formally. First, the estimates for the self-talk

and cross-talk symbols are given by:

s1=y1, E((s1—5)%) =0
§2 =12, BE((s2—52)%) =0°
When canceling to attempt to recover the desired received signal x, we can calculate the estimation

error as follows:

Yy = x+81+S2+n3
Yy—S1—S2 = T+S—S1+S3—8S2+ ng
S~~~ Y IV ~~
cancellation o2 o2 RX noise

As we can see, the estimation error shows up as residual interference with variance of 202, both

self-talk and cross-talk estimation introduce o2

error. We can recursively show that for a general
M antenna full duplex MIMO radio, the estimation error and consequently residual interference on
each receive chain goes to Mo?2.

Our Design: Our key contribution is a novel training symbol structure and estimation algorithm
that reduces the estimation error for each interference component at each receiver chain (self-talk
or cross-talk) to o2/M for a full duplex M x M MIMO radio. The key insight is to re-design the
training symbols to reduce the estimation error. Specifically instead of sending training symbols
from each of the transmit chains separately in consecutive time slots, we send a combination of all of
them from each transmitter in parallel. The idea is to actually leverage the fact that there are two
transmitters that could be leveraged to transmit training information jointly and thereby improve
accuracy, there is no need to treat each of them separately. Doing so requires an intelligent joint
training symbol design so that each symbol can be estimated as a linear combination of the received
transmissions. Fig. [3.10lc. shows the main idea. We use a similar set of equations as before to show
formally why this works. As seen in Fig. [3.10c., the training symbols are transmitted by chain 1
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and chain 2 simultaneously. In time slot 1, transmitter 1 and 2 transmit s; and —ss, respectively.
And in time slot 2, transmitter 1 and 2 transmit s; and sy respectively. Receiver 1, receives the

combined symbols in time-slot 1 and time-slot 2, y; and y,. Thus:

Y1 =81+ 82+ N1, Y2 =51 — 82+ Ng

Lets assume the rest of the transmissions from the two chains are just repetitions of the same symbols
s1 and sg respectively (again this is for description simplicity and suffices to explain the insight).
We need to get estimates for the data symbols s; and sy using the two received training symbols y;
and yo. The best estimates are given by:

2

8 = M7 E(s1 — )% = E((M)2) _9

2 2 2

2

R — R ny—n o
S2=y12y27 E(52—52)2=E(( 12 2)2):7

As we can see, the error in each of these estimates (self-talk and cross-talk) is 02/2. Now when these

estimates are used for cancellation, the following equation results:

Yy = T+S1+S2+n3
Yy—S1—S2 = xT+8 —S1+S2—S2+ ng
S~~~ 7 Y BN ~—~
cancellation % % RX noise

As we can see the residual interference is only o2, rather than the 202 that would have resulted from
the SISO replication based design. Further, we can show by recursion that this residual is the same
as the SISO design, i.e. there is no linear increase with the number of MIMO chains as the number
of antennas increases. Implementation of this technique for wide-band OFDM systems is detailed
in [8] based on [&I].

Training in presence of another signal: While describing our algorithm above, we implicitly
assumed that there is no other signal during the training phase, although in practice that might not
be the case. This assumption however is not necessary. That is, even if there is a signal x as in the
case of data, the algorithm would still work; the only change would be that the effective noise would
now be z+n; instead of n; at a given RX chain j and we use regularized least-squares estimation [41].
The downside is that the additional signal increases the interference during the training, thereby
also increasing the number of samples or time required for convergence. Specifically, if interference
to noise ratio after projecting the received signal on to the Tx signal space in least-squares is z, then

it would take z times more samples to converge to the optimal point.
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3.4 Robust MIMO Interference Cancellation

Interference cancellation needs to be robust to enable consistent full duplex operation in the face
of frequent channel changes. To accomplish this, both analog and digital cancellation need to
continuously tune their filter taps to maintain cancellation. The main bottleneck is tuning analog
cancellation, since digital cancellation can be tuned on a per-packet basis in software as prior work
has shown [102] [71, [41]. Tuning analog circuits requires measuring the residue in digital and then
sending control signals to analog components, which is relatively slow. Minimizing the amount of
time required to tune here is therefore critical, since during the time spent tuning packets likely
cannot be received. We focus on this problem in this chapter and re-use the algorithms from prior
work for tuning digital cancellation.

The prior SISO full duplex design demonstrated a technique to tune a single analog cancellation
in around a millisecond. However, as before if we were to naively replicate the same algorithm for
all the self-interference components, we would need M?ms for a M antenna full duplex MIMO radio
(e.g. 9ms for a 3 antenna full duplex). Such a high overhead is untenable for moderately mobile
environments where the channel changes on average every 60ms (e.g. WiFi hotspots).

In this chapter we propose a novel technique that reduces tuning time by three orders of mag-
nitude, i.e. an algorithm that tunes the circuit in 8us. Note that this algorithm also applies to
the SISO case, and therefore improves on the best known prior SISO design too. Our insight is
to model the cancellation circuit as a filter whose response we are tuning to match as closely as
possible the frequency response of the self-interference channel. Like prior work, we estimate the
frequency response of the cancellation circuit for different combinations of filter tap values. The
pre-calculated response is represented in a matrix A, whose each column is the frequency response
of the analog cancellation circuit for a particular value of the filter tap at K different frequencies in
the band of interest (e.g. K=128 for a 20MHz bandwidth in our current prototype for WiFi). Now
assuming H(f) is the frequency response of the self-talk channel in the frequency domain (i.e. the
channel introduced by the antenna, circulator and any strong environmental reflections), the analog
cancellation tuning problem reduces to:

min | — A

Where, H is the column consisting of H(f) at different frequencies, and x, represents a binary
indicator vector for selecting the corresponding filter tap values as in [41].

The efficacy of the tuning that results from the above problem depends on the accuracy in the
measurement of H(f). We can measure H (f) using the preamble of the received interference signal
y(t) (e.g. the first two OFDM symbols of a transmitted WiFi packet which are known preamble
symbols). The challenge is measuring the frequency response of the interference channel accurately.
The accuracy is limited by the linearity of the transmit-receive chain, which is 30dB, By this we

mean that any initial measurement can only have an accuracy of 30dB. The main reason is that the
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transceiver produces non-linearities which act as noise to the channel estimation algorithm. In other
words the received interference signal y(¢) has non-linearities that are only 30dB below the main
linear signal component. Our key contribution in this chapter is a technique to accurately measure
this channel quickly in the presence of non-linearities and tune analog cancellation.

Source of error and its magnitude: The transmitter produces non-linearities 30 dB lower than
the transmitted signal. To show mathematically, say x(¢) is the baseband signal that is being

transmitted after up-conversion and amplification, we can write

Tio(t) = 2(t) + azz(t)® + asz(t)® + arx(t)” + ... + w(t)

This transmitted signal 4, (¢) is somewhat known to us because we know z(t), however its non-linear
components and the transmit noise w(t) are unknown . This signal further undergoes the circulator
and antenna channel H(f) (which we wish to estimate), so when its received at the receiver the

frequency domain representation of the received signal is given by:

Y(f) = H(f) = F(z(t) + azz(t)® +...) + transmit noise

Here, ag is around 10(73%/20) i its 30 dB lower. Further transmit noise distortion is 40 dB lower
than the signal level of x(t). The challenge is that our channel estimation algorithm is only going
to use its knowledge of z(t) to estimate the channel H(f), and the other terms in the received
interference signal limit the accuracy of the estimation to 30dB (the estimation noise is 30dB lower).
Accurate, Iterative method: The key idea is to run the estimation algorithm in an iterative
fashion. Remember that the WiFi preamble has two OFDM symbols, each of length 4us. After
the first OFDM symbol, we solve the above equation to produce an inaccurate estimate of the
interference channel H, and tune the cancellation circuit to achieve (at best) 30dB of cancellation
(we cannot cancel more than our estimation accuracy). Now when we obtain the second preamble
symbol, we know that the non-linearities and the transmit noise components that were producing
the error are reduced by 30dB. We can exploit this fact by the following trick:

We transmit one OFDM symbol to estimate the inaccurate H,, which can be written as a function
of accurate H as, H, = H +¢; . Note e is 30 dB lower than H. We use the same algorithm as [41]

to optimize the following,
min ||H, — Az||?
x
which produces the solution as &, which gives us the values to use in the filter taps. We program the

cancellation circuit using these values and achieve a 30 dB cancellation. Next, when we transmit

second OFDM symbol and measure the channel response we get:

Hy, = (H — AZ) + e
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Notice that es is 30 dB lower then H — Az and H — Az is 30 dB lower than H. So in essence es is
60 dB lower than H. Define,
H=H,+ Ai

H=H+€2

Thus, we can this new estimate H with an error that is 60 dB lower. We use this estimate to re-tune
the optimization algorithm and find a solution Z that tells us what values to use for the analog filter
taps. This new solution provides 60 dB cancellation. Further, we only needed two OFDM symbols
of 4us each to get to this cancellation.
Extension to Cascaded Filter Structure: The above description is for a single cancellation
circuit, but our MIMO design has a cascaded structure of multiple circuits. This leads to a com-
binatorial explosion in the parameter space that makes the problem NP hard to solve if we use
the above approach. In this subsection we present a trick to approximate the overall combinatorial
problem via two reduced complexity problems which can be solved using the same technique as the
SISO one presented above.

We describe the algorithm in the context of tuning the cancellation circuits at receiver 1 for self
and cross-talk in a 2 antenna MIMO radio. Lets say Hi; is the self-talk channel response and Hio

is the cross-talk channel response. The general tuning problem can be stated as:

minimize t (3.2)

Z1,T2
subject to norm(Hyy — Ajxy) <t (3.3)
norm(ng - (Al.’El) ® (AQ.’EQ)) <t (34)

Where, © represents the element wise multiplication of the column, and t represents the analog
cancellation achieved, and A; is the response of the self-talk cancellation board with N taps in
Fig[3:6land A is the response of the cascade cancellation board with C taps. The second constraint
Eq. renders the problem irreducible to a convex solvable form, and in fact the columnwise
multiplication of the indicator variable vectors explodes the problem space and makes it a NP hard
combinatorial problem.

We use a novel trick to approximate and help solve this problem practically. Since the first
constraint in Eq. is trying to find A;z1 = H;y1, we can approximate A;x; in the next constraint,
Eq with Hy; which is known (since we measured Hi1). This is of course an approximation, but
it suffices to solve for zo using this substitution since we are after all trying to emulate the same

cascaded channel response structure using our circuits as described in Sec. 3.3} Thus instead of a
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cascade of unknown variables, the new problem to solve is

minimize t (3.5)

T1,T2
subject to norm(Hyy — Ajzq) <t (3.6)
norm(H12 - H11 @ (AQSCQ)) <t (37)

This new problem is no longer a combinatorial problem. This can be reduced to an integer
program, which can be solved using randomized rounding in fraction of micro seconds practically
[I]. Thus in effect the substitution trick reduces the non-tractable combinatorial problem into a
tractable problem, whose solution can be found using the techniques described above. The tuning
time for each MIMO chain is still two OFDM symbols, and the overall tuning time for the MIMO

radio therefore scales linearly with M, the number of chains.

3.5 Evaluation

In this section, we experimentally demonstrate that our MIMO full duplex design almost completely
cancels all self-talk and cross-talk interference to the noise floor with a low-complexity design. We
also show that this translates to a doubling of throughput for the link performance.

We implement our design using four WARP v2 boards for building a 3 x 3 MIMO full duplex
link. We design our own boards for analog cancellation and integrate them with the WARP boards.
At each receive chain, we have analog circuits with 12 taps for the self-talk cancellation, 4 taps
for the first cross talk and 2 taps for the farthest transceiver. In total we have 56 taps in the
analog cancellation circuits for a 3 antenna full duplex MIMO radio, and total of 485 filter taps in
digital cancellation. Since the WARP cannot generate 20dBm transmit power, we use an external
off-the-shelf power amplifier [21].

We compare against the SISO replication based design primarily. This is the straightforward
replication of the recently published SISO full duplex design as discussed at the start of Sec.
We compare against two variants of this design. One is a design that fully replicates the analog and
digital cancellation implementations for all self-talk and cross-talk cancellations. As discussed before
the complexity of this design is a factor of two higher for analog and 2.5x higher for digital compared
to our design. We call this design SISO Replication. However to make an apples to apples
comparison with our design we also implement a SISO replication design with the same complexity
as our design. The difference compared to our design is that, it neither use the cascaded structure
nor the novel estimation algorithm, but simply replicates the SISO design with lower number of
taps. We experiment with the tap distribution between self-talk and cross-talk to obtain the best
overall cancellation. We call this compared approach SISO Low Complexity Replication.

The best recent work that we could compare for MIMO full duplex is MIDUs [34]. However
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Figure 3.11: Spectrum plot after cancellation of various self-talk and cross-talk components for RX1
of a 3 x 3 full duplex system using our design.

this design only works for small bandwidths (i.e. 500KHz). Further, it relies on obtaining 50dB of
cancellation using antenna cancellation (which itself requires more antennas per MIMO chain and
is problematic), and then complements it with another 30dB of digital cancellation. However when
we go to normal bandwidths of 20MHz found in WiFi signals, then the antenna cancellation reduces
to 40dB at best, and hence we are limited to a total of 70dB of cancellation. This is significantly
worse than SISO replication, and hence we omit comparisons against MIDU. SISO replication is in
fact the best comparable technique that we can compare our design to.

Unless stated otherwise, all experiments are conducted by placing the two full duplex nodes at
various locations in our department building. At each location, we repeat the experiment ten times

and calculate the average performance.

3.5.1 Can we cancel all the interference for 3 antenna full duplex MIMO
?

The first claim made in this chapter is capability of canceling all of the interference for the 3 x 3
MIMO. To prove this, we experimentally test if we can fully cancel a WiFi 802.11n 20MHz signal
upto a max transmit power of 20dBm for a 3 x 3 MIMO. To demonstrate we first pick one instance of
this experiment, and show the spectrum plot of the received self-interference after various stages of
cancellation in Fig. [3.11] Remember, that in analog we first cancel the chain’s own self-talk leaking
through the circulator, and then the cross-talk from the other two antennas. Finally, we apply our
digital cancellation step to clean up the residual. We see that overall in analog we achieve 68-70dB
of self-interference cancellation after all three stages. This satisfies the requirements outlined in
Sec.

We now place the node at several different locations in the testbed. At each location we vary the
overall TX power from 16dBm to 20dBm and plot the average cancellation for each power across
all locations. At each location and for each power, we conduct 40 runs. The goal is to show that

we can consistently cancel to the noise floor for a variety of transmit powers up to and including
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Figure 3.12: Increase in noise floor vs TX power on the left side and Cancellation vs TX power on
the right side. For different MIMO cancellation designs, we present the performance of a full duplex
3 antenna full duplex MIMO system.

the max average TX power of 20dBm. In each instance of the above experiment, we also measure
the increase in noise floor due to any residual self-interference that is not canceled. Note that the
increase in noise floor represents the SNR loss the received signal will experience when the node is
used in full duplex mode. Fig. plots the average cancellation and the increase in noise floor as
a function of TX power.

Fig. shows that our 3-antenna MIMO full duplex design cancels the entire self interference
almost to the noise floor. In case of max average transmit power of 20dBm [41], the noise floor is
increased by 1.6dB over each receive chain’s noise floor. The SISO replication design increases the
noise floor by 4dB per receive chain, while the SISO low complexity replication approach increases
the noise floor by 25dB. Finally, the performance of our design and the SISO replication design scales
with increasing TX power, while the other replication based design is limited due to its inability to
cancel the increasing transmit noise and non-linearities due to the reduced number of taps available
to it.

3.5.2 Scaling with the number of MIMO antennas

A question with MIMO is how does full duplex performance scale with increasing number of transmit
chains. The ideal case would be to maintain the same level of cancellation at each RX chain as
the number of transmit antennas increase, starting from one antenna. In other words, even with
increasing number of transmit antennas and cross-talk components that need to be canceled, we
retain the same performance as if there was a single transmit antenna and a single self-interference
signal to deal with. Fig.[3.13| plots the increase in the noise floor at one receive chain as we go from
one transmit chain to three transmit chains for a MIMO radio for both our design as well as the
SISO replication technique. The overall TX power is fixed to be 20dBm (additional 10 dB of PAPR
for WiFi 4], i.e., total 30 dBm) to adhere to ISM band EIRP requirements. Hence if we use a
single transmit chain, then all the 20dBm is used for a single antenna. If we use two chains, then
each antenna produces a 17dBm signal and so on.

As we can see from the figure, our design maintains a near-constant performance even as we go
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Figure 3.13: Increase in noise floor at a RX chain as the number of MIMO chains and consequently
the number of cross-talk components increase from 1 to 3. With our design we observe a 2.5 dB
improvement for 3 x 3 MIMO per RX chain compared to the SISO replication design.

from one to three transmit chains. In other words, the performance is roughly the same regardless of
the number of cross-talk components (We do wish to note that we could not go beyond three transmit
chains due to hardware limitations, verifying the above claim for higher number of transmit chains
is future work). On the other hand, the SISO replication design shows the noise floor increasing
linearly with increasing number of transmit chains, a fact we provided theoretical intuition for in
Sec. [3.3.2] Thus this design will look worse as we scale to higher MIMO configurations. We omit

the SISO low complexity replication approach because its results are significantly worse.

3.5.3 Dynamic Adaptation

An important metric for analog cancellation is how quickly can it be tuned, and how often do we
need to tune? The best know prior technique [41] required around 1 millisecond to tune a single
SISO analog cancellation circuit. So for a 3 x 3 MIMO, applying the same algorithm will take at
least 9ms for the SISO replication based design. In this section we show the efficacy of our new
tuning algorithm which cuts the tuning time to 8us per receive chain. Fig. shows the tuning
time as a function of the amount of analog cancellation. To achieve the 70dB analog cancellation,
our algorithm takes 8us per chain, for a total of 24us for the full radio. The prior work as we can see
take a millisecond per chain. The interesting takeaway is that both schemes achieve 40dB of analog
cancellation fairly quickly (with one preamble symbol, i.e. 4us), but our scheme covers the final
30dB in one more step of 4us, while the prior scheme takes an exponential number of symbols to
achieve that. The reason for this improvement is precisely our ability to get a precise measurement
of the self-interference channel using the trick described in Sec.

A second question is how often one needs to tune? This depends on the environment and the
amount of analog cancellation that needs to be maintained. In this chapter, we tune for challenging
indoor environments which have strong multi-path (this is the main source of analog cancellation
degradation). We define a near-field coherence time which depends on the amount of analog cancel-

lation and is essentially the time for which that analog cancellation can be maintained on average
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Figure 3.14: Tuning time for analog cancellation. The first figure shows the three orders of magnitude
improvement in tuning time with our algorithm compared to the best known prior approach. The
second figure shows how often this tuning algorithm needs to be run for an indoor environment.

before the circuits need to be retuned. Fig.[3.14] plots the near-field coherence time for three different
analog cancellation targets. As we can see, to maintain an analog cancellation of 70dB, we need to

retune roughly every 60ms. Our tuning overhead is 24us, which is negligible.

3.5.4 Does Full Duplex Double Throughput?

A final question is whether all this cancellation performance translates to a the desired doubling of
overall throughput. We show experimentally the throughput gains of our 3 x 3 MIMO full duplex
design compared to the SISO replication based design. Two full duplex 3-antenna MIMO nodes are
placed at different locations and we send 1000 packets in full duplex mode between them, and then
send 1000 packets for each direction of the half duplex mode. We repeat this experiment for each
bitrate that is available in WiFi. We pick the bitrate which maximizes the overall throughput for
all of the compared full duplex designs and half duplex respectively. We repeat this experiment
for 50 different locations. We found the received power of the links varied uniformly between
—45 to — 80dBm, across locations as found in typical indoor deployments. To put these numbers in
perspective, this implies that the SNR of the links in half duplex mode ranges from 5dB to 40dB.
We plot the throughput for half duplex and full duplex designs in Fig. Note that all of these
throughput numbers account for the overhead introduced by the periodic analog cancellation tuning.
As we can see, our full duplex system achieves a median throughput gain of 1.95x over the half
duplex mode, but the SISO replication based design with full complexity only achieves a 1.36x gain.
The reason is the higher increase in noise floor from the SISO replication based design. For example,
if the link SNR in half duplex mode is 10dB, a 4dB increase in noise floor will result in worse overall
throughput for full duplex compared to running the link in half duplex mode. Our ability to keep
the noise floor constant results in a performance close to the theoretical optimum.

The SISO replication based design with lower complexity is quite poor, in fact in 70% of the
scenarios, the throughput was zero. This is because it increases the noise floor by at least 25dB
which acts as noise and if the SNR is below 30dB no signal is decoded (WiFi requires a minimum
of 4 — 5dB SNR to decode the lowest rate packet). As the half-duplex link SNR increases, the
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Figure 3.15: CDF of throughput gain relative to half duplex 3 x 3 WiFi MIMO. Our 3 x 3 MIMO
system provides a median gain of 95% relative to half duplex, whereas the SISO replication design
only provides a 1.36x relative gain.

performance improves but is still not sufficient to beat the system throughput achieved by half
duplex. The reason is that even if the link half-duplex SNR is 35dB, it implies that we only have
two 10dB links for full duplex. The throughput achieved with a single 35dB half duplex link is still
higher than two 10dB links. Consequently the only region where we could find improvements for

full duplex over half duplex with this design was when the link SNR was greater than 38dB.

3.6 Conclusion

This chapter brings towards completion a line of work on PHY layer of full duplex radios, and shows
that practical full duplex is achievable for the most common wireless protocols and for MIMO while
using commodity radios. The cancellation techniques developed in this chapter are fundamental and
apply to a wide variety of problems [66] B06] 58] where self-interference cancellation is needed. While
this work wraps up work on board level realizations of full duplex, much work remains in realizing

these designs in a chip. Tackling these problems is future work.



Chapter 4

Application: FastForward Full
duplex relay

4.1 Introduction

We have all often experienced perplexingly poor wireless performance. For example, it’s not un-
common to find that one’s connection is flaky and offers very low throughput even when one is
the only user of the WiFi AP in a home. Similarly, for LTE networks, even at nights when the
network is lightly loaded, performance can be poor indoors or in urban concrete jungles, with raw
link speeds varying between a few hundred Kbps to a couple of Mbps. This is despite continuous
evolution of wireless standards over the last few years to provide very high link bitrates. For ex-
ample, the 802.11ac WiFi standard promises bitrates of up to 1.3Gbps, while LTE downlink speeds
are expected to be up to 300Mbps [I7, [14]. These gains are coming from two factors: use of higher
modulation (up to 256QAM for both LTE and WiFi) and higher MIMO spatial multiplexing (up
to 4 parallel streams for both LTE and WiFi). Both these features should work well when there is
little to no contention/interference and a single or a few users are connected to the WiFi AP or the
LTE basestation. Yet often users don’t realize these benefits in practice, experiencing raw speeds
that are one to two orders of magnitude less than the advertised speeds.

There are two fundamental reasons for the poor performance

58
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described above: propagation loss and MIMO rank degradation. Propagation loss is a natural
and expected cause of the drop in link rates. Fig. shows a typical 2000 sq. ft. home with a WiFi
AP at one corner of the house in the living room. We model propagation and other effects using
commercial grade wireless ray propagation modeling software [16] that is used for planning wireless
deployments. As we can see, except for the immediate area around the AP, most of the coverage area
in the middle of the home experiences SNRs between 10-15dB (as seen in Fig. , and at the edge
the performance is worse, with SNRs between 0-6dB. This cuts down the highest modulation that
can be used to QAM/16-QAM from 256-QAM, a 4x reduction in bitrate. An analogous argument
can be made for LTE networks where the coverage area is larger, and signals often have to propagate
through large buildings in urban areas which further cause signal loss due to shadowing effects.

The second fundamental reason is MIMO rank degradation as seen in Fig. [£.2] To send multiple
data streams via MIMO spatial multiplexing, the channel between the AP and the client needs to
have several independent strong propagation paths available (in other words, the MIMO channel
matrix needs to be full rank and have strong eigenvalues [32]). But in most indoor and urban
scenarios, often we find that only a single strong path exists between the AP and the client, and the
rest are weak or non-existent. This happens because of the geometry of homes, offices and hotels
which typically have a single or few corridors with rooms off the corridors. The corridor acts like an
RF pinhole [32] [76] since it is typically the only strong path available between the AP and the client,
and focuses all the signals to go through a single path which makes all of the paths correlated at the
destination. The consequence is that the MIMO channel rank is reduced, and the AP cannot send
multiple independent streams, reducing the bitrate significantly. LTE signals behave analogously, in
that the only path indoors for the signal is through windows or doors (walls tend to block signals
almost completely), and the doors/windows acts as RF pinholes. Combined with the propagation
loss described above, this results in nearly a 6-10x reduction in bitrate in the middle and edge of
the coverage from the AP.

Our goal in this chapter is to design a general, practical and easily deployable system that provides
high-throughput uniform wireless coverage. By general, we mean the fundamental technique should
be applicable to any OFDM based standard. By practical and easily deployable, we mean that the
system should require minimal to no changes to the existing infrastructure of APs , clients and/or
standards.

We design and implement a novel system called FastForward (FF) that achieves the above goals.
FF’s core operation is simple to describe. It is a single device that operates independently listening to
the signal from the source, digitizing it to IQ samples, processing it by passing the IQ stream through
a filter (in both digital and RF domains), and up-converting and amplifying the processed IQ stream
to RF signals that are then transmitted to the destination on the same frequency. The filtering and
amplification are done in such a way that the SNR of the signal at the destination is significantly

increased and the number of independent MIMO paths at the destination is also increased, enabling
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Figure 4.1: Heatmap of SNR with AP alone and with AP and FF relay. A majority of the home
has poor SNR due to propagation loss in the AP only scenario.

a significantly higher bitrate. Thus it acts as a controlled strong multi-path creator of the signals
that is completely transparent to the AP and the client, they do not even realize that an FF device
exists. A glimpse of its performance is shown in the heatmaps (Figs. .

The key insight behind FF' is a novel technique that we invent called construct-and-forward
full-duplex relaying. The basic idea is best described in terms of a single SISO transmission from
the AP to the client. With a simple full-duplex amplify-and-forward relay that has been discussed
in the literature [83], the client would receive two signals: one directly from the AP and the other
amplified version from the relay. A naive implementation of the relay will result in both these
signals acting as destructive interference to each other, and the relay potentially amplifying noise.
FF’s innovation is to control the properties of the relayed multi-path signal to in fact turn such
potential interference into a constructive SNR gain. The design relies on the fact that if an OFDM
receiver receives multiple reflected copies of a signal, then as long as the reflections are within the
OFDM cyclic prefix (CP) interval (around 400ns for WiFi and 4.69us for LTE), they do not cause
inter-symbol interference (ISI) to each other. If we can ensure that the processing delay through
the FF relay is minimized so that the relayed signal does not fall outside the OFDM CP interval at
the receiver, we can achieve no inter symbol interference. FF’s low latency cancellation technique
achieve this purpose. Thus, FF’s relay acts as an amplified multi-path component at the receiver.

While limiting the processing delay ensures that inter-symbol interference is avoided, it still does
not provide a constructive SNR gain. The second aspect of construct-and-forward relaying is to
intelligently process the received signal at the relay before transmission such that the relayed signal
adds up constructively with the other signals that the destination is directly receiving from the
source to significantly enhance the effective SNR. The basic idea is that the relay first collects the

channel state information about three links: source-relay, relay-destination and source-destination.
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Figure 4.2: Heatmap of number of MIMO spatial streams possible with AP alone and with AP and
FF relay. A majority of the home has poor MIMO channel rank due to pinhole effects and poor link
propagation through walls.

Now, when it receives the transmission from the source, it passes the signal through a filter such that
cumulative effect for the received signal at the destination (which has now gone through the channel
from the AP to the FF relay, the filter at the relay and the channel from the relay to the client) is
such that it adds coherently (in almost complete alignment) at the destination with the direct signal
received by the destination from the source. Fig. shows the effect visually, the relay rotates the
incoming signal such that it aligns up with the vector representing the channel between the source
and the destination. The constructive addition significantly increases the SNR at the destination
(client), enabling a higher bitrate to be used by the source (AP). A similar effect happens when the
FF relay is combating the pinhole effect, it computes a filter that increases the number of spatial
streams and the SNR at the destination (client), enabling the source (AP) to use a higher level of
spatial multiplexing and therefore higher bitrates. Note that the relay can be used to improve the
link from the client to the AP as well.

The challenge in realizing such construct-and-forward relaying while ensuring that processing
delays is much smaller than the OFDM CP is the full duplex nature of the relay. The FF relay is
transmitting and receiving signals at the same time on the same frequency. Further, the transmitted
signal is essentially a slightly delayed and amplified version of the received signal. To receive the
signal from the AP, the FF relay has to cancel the transmitted signal. The amount of cancellation
puts a limit on the amount of amplification that we can apply at the relay, since if we amplify
more than the cancellation, residual signal is left over and is recycled for transmission, creating
an unstable positive feedback loop. Maximizing the amount of cancellation is therefore crucial to
maximizing amplification. However, unlike prior work on full duplex, the cancellation has to be

performed within a time budget as small as possible (e.g. within 100ns for WiFi since the CP is
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Figure 4.3: Overall Block Diagram of a FF relay. There are two key pieces: construct-and-forward
(CNF) analog and digital filters, and self-interference cancellation.

only 400ns long) to ensure that the relayed signal can take advantage of FF’s constructive relaying
capability. A second key contribution of this chapter is a novel cancellation technique for relays that
achieves nearly 110dB of cancellation while operating within a processing time budget of 100ns.
We design and implement FF on the WARP radio platform [28] and by designing our own self-
interference cancellation RF boards. We evaluate FF in an indoor testbed and show that FF provides
a 3x median increase in throughput and nearly 4x at the edge of the coverage area. The gains come
from different aspects for different clients. For clients with decent SNR already, the gains come from
MIMO rank expansion. For clients at the edge of the coverage area where the SNR is already quite
poor, the gains come from the SNR gain constructive relaying provides. We also compare against
the half duplex packet-level relay (e.g. the Apple Airport Express) and show than FF provides at

least 2x better throughput and coverage.

4.2 Related Work

A natural question is whether there are other approaches that can be used to solve the problem of
coverage and capacity that FF aims to? There has been of course a large body of work in recent
years that have proposed several PHY and MAC layer enhancements to increase network capacity
and robustness, FF however is operating on signals directly and is therefore orthogonal to those
approaches.

However there is one approach that could help and is immediately deployable: a half-duplex mesh
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router like the Apple Airport Express. These devices help extend WiFi coverage by connecting to
the AP as a client, and then turning around and transmitting to the actual client in the next slot
(hence the name half duplex router). Theoretical literature on relaying refers to such techniques
as decode-and-forward relaying. However, as we show in Sec. these devices do not provide
capacity gains except in the edge of the coverage area. This is because they essentially require close
to twice the number of time slots for transmitting the same amount of traffic. Further for clients
with decent SNRs to the AP, the half-duplex mesh router is a bad option, it is better to have a
single-hop medium-SNR link rather than using two hops over high-SNR links.

There are several products in the market that are called repeaters. These devices are simple
amplify-and-forward relays. They receive a signal, and then immediately amplify it and transmit
it. Such devices are available for both WiFi and LTE networks. However these devices cannot
amplify too much, they are severely limited by the amount of isolation between the signals they are
receiving and relaying as we show in Sec. Second, since they are blindly amplifying signals,
they amplify noise and often hurt performance as we show in Sec. FF also belongs to the class

of amplify-and-forward relays, however this chapter makes three novel contributions:

e FF is selective and smart about relaying, it exploits the knowledge of channel state information
to intelligently filter and amplify signals such that they appear as a constructive multipath
component at the destination, rather than increase noise and/or add up destructively like a
standard repeater would.

e FF designs a novel low-latency self-interference cancellation technique which ensures that re-
layed signals fall within the CP for OFDM signals and do not cause inter-symbol interference.
The technique is applicable to standard repeaters too and they can benefit from being able to
use a higher amplification factor due to the increased amount of cancellation.

e This chapter also provides a full design, implementation and evaluation of full-duplex relays,
to the best of our knowledge we are not aware of prior work that provides an experimental

characterization of how well other kinds of relays work in practice.

Finally, there is a large body of theoretical work on relays in the information theory literature [93]
53, [I15]. Starting from early work by Shannon, there have been several proposals on relaying [49} [85]
47, 103]. Apart from the amplify-and-forward and decode-and-forward relaying techniques; a third
well known class of techniques is compress-and-forward: this is an intermediate version between
the above two relays. Here the relay may not decode the entire packet, but only the symbols and re-
encodes them in a more efficient way [123] [64] [122] [79]. The destination has to combine the relayed
information with the direct transmission from the source to recover the original packet. This method
is typically quite complex to implement since it requires changes at the client with techniques such

as soft interference cancellation and combining, as well as sophisticated processing at the relay.
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Figure 4.4: OFDM is resilient to multipath reflections as long as the extra delay experienced by the
slowest reflection compared to the quickest arriving signal at the destination is less than the cyclic
prefix (CP).

4.3 Design

FF is a layer 1 full-duplex relay, i.e. it receives signals from the source, processes them both in
the analog and digital domains, and then converts them back to RF signals and transmits them
on the same channel they were received on. Fig. shows the high-level block diagram of an FF
single-antenna relay. Note that an FF relay can have multiple antennas and can relay MIMO signals,
however we use the single-antenna SISO FF relay for describing the key ideas in a concise manner.
However the techniques and algorithms naturally translate to a MIMO relay implementation.

As we can see there are three main components in the design: cancellation, constructive filtering
(CNF) and amplification. The insight underpinning these components is exploiting the structure
of OFDM such that relaying can produce a constructive SNR gain at the receiver. We start by
describing first the basics of OFDM.

4.3.1 OFDM Background

OFDM was introduced to combat the negative effects of multipath and inter-symbol interference.
The basic idea is widely known and described in textbooks [59], but we include it here because it
helps explain some of FF’s algorithmic design choices later.

The basic idea of OFDM is to divide the available bandwidth B into N smaller subcarriers (e.g.
802.11ac with 80MHz bandwidth is divided into 512 subcarriers whereas LTE divides into subcarriers
of width 15KHz). Each subcarrier can be conceptually treated as an independent orthogonal channel
carrying independent symbols. Hence the symbol time is N/B, i.e. the symbol is N times longer, as
compared to a typical communication system transmitting symbol at 1/B, for bandwidth B. Further
to each symbol, a guard period known as the cyclic prefix (CP) (typically 25% of the symbol time)
is added. Hence as long as the extra delay of a multipath reflection of an OFDM symbol w.r.t. the
first arriving version at the destination is less than the CP length, no inter-symbol interference is
caused as seen in Fig[4:4] The length of the cyclic prefix is 400ns in WiFi and 4.69us in LTE. Hence
in WiFi there is tolerance for a distance spread of 400 feet whereas for LTE its almost 5000 feet,

which is expected since WiFi is designed for covering homes whereas LTE is designed for covering
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Figure 4.5: FF’s construct-and-forward relaying rotates the relayed signal such that it aligns with
the direct signal from the source to the destination and provides a constructive SNR, gain. The top
figure shows what happens with normal OFDM where instead of the relay there is a normal reflection
of the same delay. The channel gains add up destructively and reduce SNR at the destination.

larger outdoor areas.

Given the above fact, how does the effective channel look at the receiver? In other words how
do the multipath reflections add up if they are not causing ISI with each other? To visualize
this, consider Fig. [4.5l We are plotting the channel gains for a single OFDM subcarrier (i.e. the
attenuation and phase shift applied by the direct path channel to any signal on that subcarrier). Now
suppose there is another multipath reflection with a slightly longer path and higher attenuation. The
channel gain for this second path shows up as a second vector that is rotated w.r.t the first channel
gain. Assuming the extra delay is within the CP, the overall channel perceived by the receiver is the
sum of these two channel gains. The effective SNR at the client therefore depends on the relative
orientation and gains of the direct and reflected channel paths, if they are aligned with each other

in the same direction SNR increases, if they are in opposite directions SNR, decreases.

4.3.2 Construct-and-Forward Relaying

FF’s construct-and-forward relaying builds on top of OFDM. Our basic insight is to make FF look
like another strong multipath reflector, albeit with the ability to amplify and modify the signals.
Since FF operates at the signal level, at the receiver the signal from the relay looks like yet another
multipath component, albeit a strong one. As long as the extra delay of this component is within
the CP, the receiver will not perceive any inter-symbol interference. The constraint then is that the
overall delay of the signal going through the FF relay has to be as low as possible, and definitely well
within the CP interval. Since we still have to account for normal propagation delay from the source
to the relay and then from the relay to the destination, ideally we want to completely minimize the
processing delay in the FF relay.

As we see in Fig. by minimizing the relative delay below cyclic prefix between direct and
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relay is greater than the OFDM CP, then the relayed signal will cause inter-symbol interference at
the destination [59].

reflected (or relayed) path we can avoid inter-symbol interference. However, depending on the
relative phase of the channel gains from the relay to the destination (relayed) and from the source
to the destination (direct), we might hurt overall SNR at the receiver as shown in of Fig. a. So
might FF be hurting the SNR by relaying ?

FF’s key invention is a novel technique that leverages its relaying capability in a way to actually
significantly enhance the SNR at the client. Remember that the relay has the opportunity to modify
the signal before it amplifies and sends it to the destination. FF’s novel idea is to apply a filter
before amplifying and relaying the signal such that it adds up constructively at the destination to
maximize the SNR gain. Mathematically, let us say the channel from the source to the destination
is hsq, and from the source to the relay is hg,. and from the relay to the destination is h,q, for a
particular subcarrier. Further the noise at the destination is ng4, and at the relay is n,. The relay
would amplify the signal by a factor A and then pass the signal through a constructive filter whose
response is F' at that subcarrier. The SNR at the destination for that subcarrier, is given by

SNy < |fed* hraF Al @)
N,
where N, = ng+ h.qF An,.. The second term in N, is small, since the amplification (A) is controlled
as described in Sec. which makes sure that noise is not amplified at the destination. For now
we will assume the controlled amplification is represented by, A < A4, and we will ignore N, in
optimization of Eq. Visually this is demonstrated in Fig.

Note that the constructive filter can introduce additional processing delay, however as before the

overall delay still has to be well within the CP so that we can take advantage of OFDM. Further

constructive relaying assumes that the relay knows all three channels. The channels from the source
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to the relay and from the relay to the destination are easy to measure by the relay itself. However
the channel from the source to the destination cannot be measured by the relay and has to be
explicitly fed to it. We discuss in Sec. how this can be done in both WiFi and LTE using
existing mechanisms in the standards.

The above discussion has focused on the SISO case. However the same arguments hold for the
MIMO case. In effect the relay adds a separate independent strong MIMO path which increases the
rank of the MIMO matrix. For constructive relaying, instead of optimizing the above equation, the

relay would perform the following optimization

max det(Hsq + H.qF AHy,) (4.2)

)

subject to A< Aoz

where Hyg is an N x M channel matrix where the source and destination have M and N antennas
respectively, H, is a K x M channel matrix to the relay (the relay has K antennas) and H,.4 is an
N x K matrix, A is again the scalar amplification factor (power) and F' is the constructive filter
which is a K x K rotation matrix in this case. Intuitively, the path through the relay acts as a
strong independent MIMO path and adds rank to the overall matrix. Since a K antenna relay has
only K dimensions, it can increase the MIMO rank at the destination at most by K. The filter
again in this case acts as a mechanism to maximize the SNR. The optimization problem described
in Eqn. [£.2]is non-convex and is solved using non-linear optimization technique. Note that it can be
solved for F.A as a single variable, and only needs to be solved whenever any of the three channels
are updated, and not for every packet. The solution to this problem is referred to as H.(f;) in the
later sections, overall filter response is referred as H..

The takeaway from the above algorithm is that FF needs to implement two key blocks: ampli-
fication and constructive filtering. Note that both these blocks need to be as low latency as
possible, ideally within a 100ns budget given that the WiFi CP is 400ns. If we can design it with
that delay then the techniques will work for LTE too since it has a longer CP. We turn to the design

and implementation of these blocks next.

4.3.3 FF: Low-Latency Amplification

As we saw in the previous section, FF enables constructive relaying by applying an amplification A
and a filter F' to the received signal at the relay. As expected the relay cannot receive a signal if it is
also transmitting an amplified signal at the same time on the same frequency. Hence to build a relay
we need to isolate the received signal from the transmitted signal, i.e. remove the transmitted signal
from the received signal. Further, the amount of isolation directly dictates how much amplification
the relay can apply on the received signal, which in turn dictates how much the relay expands the
range and capacity of the network.

To see why, consider what happens if we amplify beyond the achievable isolation as seen in
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Figure 4.7: Amplification A is limited by the amount of isolation C. Amplifying more than the
isolation implies there is still some residual left over after isolation by C dB, which is then again
amplified and relayed in the next time instant and so on. This creates an unstable positive feedback
loop.

Fig. 771 In effect this means that some of the signal that is being transmitted is still left over in
the received signal after isolation since amplification is greater than isolation. But remember that
the transmitted signal is simply a delayed version of the received signal. So in the next instant the
transmitted signal would contain a copy of the transmitted signal that was left over in the previous
instant. This iteratively accumulates and creates a positive feedback loop where ultimately the
relayed signal simply consists of leftover copies of the same signal from previous time instants. The
positive feedback loop is unstable and ultimately leads to poor performance. On the other hand if
the amplification is lower than the isolation, then all of the transmitted signal is removed from the
received signal, and the relay operation proceeds smoothly.

Our goal therefore is to maximize the isolation from the TX to the RX. We turn to recent work
on self-interference cancellation for full duplex radios [41, 0] to provide the isolation between RX
and TX signals. These techniques enable a radio to almost completely cancel the transmitted signal
and enable clean reception of the received signal. However there is a catch which prevents us from
being able to directly apply the cancellation techniques, the self-interference cancellation has to be
performed with as little latency as possible (e.g. much smaller than 400ns for WiFi signals). Self-
interference cancellation in the prior work has two components, an analog and a digital cancellation
stage. Analog cancellation has negligible delay (around 10ns). However the digital cancellation stage
(including the ADC and DAC delays) has a delay of nearly 400ns which would put us out of range
for the relay requirements for WiFi. The ADCs and the DACs contribute around 50ns of delay,
hence the digital cancellation stage adds nearly 350ns of delay.

We invent a novel self-interference cancellation technique that performs the cancellation with a
near-zero delay (excluding than the latency of implementation, which is a few ns or lesser). In prior
work on cancellation, the delay is primarily due to the fact that digital cancellation is non-causal [41].
In other words, the digital cancellation filters like to peek ahead into the future of the signal and
use that information to cancel the signal at the present. In this relay, we could do this by buffering

the received signal, so when we are canceling the self-interference signal at any instant, we know
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Figure 4.8: Self-interference cancellation architecture for a 2 x 2 MIMO FF relay.

the future of the transmitted signal is going to be. However buffering means delay, for example
buffering even 5 digital 1Q samples at a 100Msps sampling rate means a delay of 50ns. Hence in FF,
we invent a digital cancellation technique that is causal, i.e. it only uses information about what has
been already transmitted to cancel the self-interference and does not do any buffering of the received
signal before transmission. So received samples are passed in a streaming fashion to the transmit
side without any delay. However causal cancellation results in digital cancellation filters which are
slightly longer, they need to use more taps to recreate the self-interference for cancellation. However
these taps do not add delay, they are for signal samples that have already been transmitted.

Fig. shows the cancellation architecture for a 2 x 2 MIMO FF relay. Analog cancellation is
implemented as discussed in prior work [41] 40] using a tunable FIR analog filter. Digital cancellation
is slightly different, it uses a FIR filter like before but there is no buffering and delay, it is a causal
filter as shown in Fig. [f.9la. The samples that are used for cancellation are only the samples that
are currently being or have already been transmitted, indicating causality.

The coefficients for both the analog and digital cancellation filter are dynamically tuned to
maximize cancellation. However, dynamically tuning cancellation in a full duplex relay is more
complex than standard full duplex. The reason is that the signal that is being transmitted is a
slightly delayed version of the signal being received. To see how this impacts the tuning algorithm,
we can look at what happens during analog cancellation. The cancellation problem is given by:

y(t) = wr(t) +h(t) = or(t) = h(t) = 2r(t)

~

= wp(t+ 1)+ h(t) * 2p(t) — B(E) * (D)

where xg(t) is the signal relay is receiving from the source, zp(t) is the signal the relay is transmit-

ting to the destination, h(t) is the time domain transformation applied by the channel before the
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Figure 4.9: a) Digital cancellation in FF is causal, i.e. the cancellation is performed only using
the current and past transmitted samples. No buffering of received samples is performed, which
minimizes processing delay through the relay. b) The larger the number of tap delay, higher is the
probability that it would cause inter-symbol interference at the destination.

transmitted signal from the relay causes self-interference to the received signal, ?L(t) represents the
filter that is being used by the analog cancellation block to approximate H and implement cancel-
lation, and y(t) is the combined signal that is being received by the relay. Clearly cancellation is
maximized when h(t) = ?L(t) In the second part of the above equation we substitute x(t) with
a7 (t + 7) because the relayed signal is a future version of the received signal, where the delay is
represented by 7.

Prior work on analog cancellation solve the above estimation problem in the frequency domain.

So the above problem can be rewritten in the frequency domain as:

A~

Y(f) = Xgr(f)+H(H)X(f) - Hf)Xr(f)
()Xo (f) + H() X7 (f) — H(H) X2 (f)

~

= Aalf) + H(/ )Xo (f) — H(f) X (f)

Q

Where a(f) = exp(j2rf7) The above equation shows why correlation is a problem, in effect its
quite likely that the tuning algorithm adapts H (f) to approximate «(f) + H(f) which will end up
canceling the received signal from the source too! We may end up with no received signal at the

relay in this case.
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To solve this challenge, we invent a novel cancellation tuning mechanism: we artificially inject
Gaussian noise at a very low power, which is similar to the transmitter noise of the transmission, only
this is known to us (30dB below the transmitted signal or 80dB above the noise floor in the worst
case). Gaussian noise only undergoes the channel H(f), as it is not part of received signal. Hence to
figure out the response H(f), i.e. the tuning parameters, we compute the correlation of the received
signal with the Gaussian noise that was transmitted, and estimate the self-interference channel
parameters. However once cancellation is tuned, we know that analog cancellation provides around
70dB of cancellation, and digital cancellation takes both the transmitted signal and Gaussian noise
as input to eliminate all the remaining self-interference. So as soon as the cancellation is turned on,
all of the Gaussian noise is canceled and is not left over in the canceled signal. Finally this injected
noise doesn’t affect the client data rate (since the maximum SNR required is 28dB for the highest
data rate) and very likely by the time the relayed signal reaches it, the injected noise is quite likely
attenuated to below the receiver noise floor of the client’s receiver.

Experimental Results: We prototype the above cancellation design using WARP software radios
with setup similar to the one used in [40], which is used in the evaluation Sec. We experimentally
evaluated the amount of cancellation when the FF relay node is placed at different locations in our
indoor testbed, while its receiving the signal from another and re-transmitting the same signal after
the constructive filtering. We observe that our design consistently achieves between 108-110dB of
cancellation. Note that the maximum cancellation expected is 110dB, since the maximum transmit

power is 20dBm and the noise floor is -90dBm.

4.3.4 FF: Low-delay Constructive Filter

As noted before, the relay can apply a filter such that the relayed signal adds up constructively
at the receiver, as seen in Sec. [£:3.2] A typical implementation of this filter consists of a series of
delay lines, each with its own gain, as shown in Fig. [f.9|b. Note that the signal at Tap-N of the
filter (N = 3 in Fig. b.) has an ND extra delay with respect to the signal at Tap-0, where
D is the delay introduced by each tap. It is important to note that we have a constraint on the
number of taps we can employ in our filter because the filter delay ND (which dominantly dictates
the maximum delay at the relay) needs to be such that the relayed signal does not fall outside the
cyclic prefix at the destination. This section describes how the ideal filter H. can be implemented
with as less filter delay as possible.

Recall that the basic intuition behind this filter is to rotate (i.e., change the phase of) the relayed
signal such that it aligns with the direct signal at the destination, as we saw in Fig.[£.5] For example,
to rotate a relayed signal at 2.45GHz by 90 degrees, the constructive filter needs to introduce a 100ps
delay (400 ps is the time period of one wave at 2.45GHz which corresponds to 360 degrees, hence
100ps corresponds to 90 degrees). It is extremely hard to implement such fine-grained delays on

the order of a hundred picoseconds in the digital domain. For example, if we have a sampling
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bandwidth of 100MHz, successive digital 1Q samples are spaced 10ns apart, in other words two
orders of magnitude greater than the delay resolution desired. Figuring out the minute variation in
the signal that is delayed by 100ps (which is an intermediate point between two consecutive digital
samples) is possible, but extremely complex [I18| [78] and defeats our filter delay requirement. The
reason is that figuring out the value that an analog signal will take at an intermediate point between
digital samples requires us to use sinc interpolation that spans many more future and past digital
samples. Using a large number of past digital samples implies that our filter needs to have a large
number of taps, which in turn increases the filter delay and thus increases the chances that the
relayed signal falls outside the OFDM CP at the destination.

To tackle this problem, FF therefore designs a programmable analog filter that can provide the
fine-grained delay adjustment constructive filtering needs as seen in Fig[4.10] without introducing
significantly delay multi-path. We design a tunable analog FIR filter structure with four fixed delays
and tunable gains on each delay. The delays are spaced 100 picoseconds apart (quarter wavelength
of center frequency). To delay a signal by some intermediate value (between 0 to 400ps), the signal
is split and passed through all the taps and the gains applied on each tap are adjusted such that the
eventual signal has the right phase. Fig. [£.10]shows the basic idea with four delay lines separated by
100 ps and tunable gains on each line. The incoming signal is at 2.45GHz, hence the two copies of
the signal after going through the filter have a relative phase shift of 90 degrees. Now, by adjusting
the gain on each delay line, we can rotate the vector to any intermediate phase between 0 and 90
degrees. FF’s constructive analog filter applies the same idea using 4 delay lines and spans the entire
360 degrees.

However the above discussion applies to only a single subcarrier, but the signals we are relaying
are wider band and have multiple subcarriers. The challenge is that typically each subcarrier needs
a different phase shift because channels are frequency selective. The analog filter applies the same
delays to all subcarriers, so almost all of them will be rotated by the different phase shift and which
wont lead to constructive filtering on all the subcarriers.

To tackle this challenge, we use a pre-filter that is implemented in the digital domain as seen in
block diagram Fig. (called as CNF Digital Filter). The intuition is that this pre-filter pre-rotates
the phase in each subcarrier by different amounts such that after the analog rotation occurs, all the
subcarrier phases are almost lined up for constructive relaying. Note that this rotation in digital is
coarse on the order of a few nanoseconds and hence is much less complex to implement, the analog
CNF filter is still responsible for the fine-grained rotation necessary for constructive filtering.

However the pre-filter is limited in the number of taps it can use because each tap adds delay (e.g.
for a 80Msps sampling rate, each extra tap adds 12.5ns of delay). To build a reasonable low-delay
spread filter, we therefore allow only a delay budget of 50ns which would imply a 4-tap filter at
80Msps. To compute the optimal values of the coefficients for this limited pre-filter, we solve the

following optimization problem:
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Figure 4.10: FF’s constructive analog filter. The filter enables us to rotate the input signal TX by
a fixed angle 6 by appropriately adjusting the gains on the four taps of the analog filter. The four
taps are placed 90 degrees apart, which at 2.45GHz implies that the tap delays are in increasing
multiples of 100 picoseconds.
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hp(n),Ha(fi)

a5 2 o) |~ () 2

where, H4(f;) is the response of the analog constructive filter, hp(n) represents the pre-filter as de-
scribed above and H.(f;) is the desired overall constructive filter response as computed in Sec.
The above problem is essentially trying to divide up the work of rotation for constructive filtering
between the digital and analog CNF filter stages in an optimal manner so as to best approximate the
desired constructive filtering response. We omit the details of how to solve this optimization problem
for brevity, we use a standard convex optimization technique called sequential convex programming
(SCP) to solve it [23].

At this point the constructive filtering is complete. We incur a 50ns delay in the digital domain,

and a negligible delay (3ns) in the analog constructive filter. Fig. shows the overall block diagram.

4.3.5 Does the relay amplify noise?

A natural concern is whether the relay amplifies noise. For example, let’s say the relay is receiving
a signal at 20dB SNR. If the actual noise floor is -90dBm, the signal received is at -70dBm. Lets
say it applies the 90dB amplification and transmits a 20dBm signal, in that 20dBm signal, noise is
at 0dBm. If the path from the relay to the destination attenuates the signal by 80dB, then even at
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Figure 4.11: Naive amplification at relay can amplify and relay noise to the destination, which can
subsume the direct signal from the source to the destination and negate the benefits of construct-
and-forward relaying.

the receiver the noise from the relay is at -80dBm. This can overwhelm any signal directly received
by the destination from the source if the SNR on that direct link is less than 10dB. So in effect the
direct signal from the source is drowned out by the noise that is amplified by the relay. Fig.
shows how this visually.

Our key insight is that this can be prevented by smartly leveraging the relay’s knowledge of
the channels. The idea is to compute the amplification factor that ensures that the noise from the
relay, by the time it is attenuated by the relay-destination channel, is well below the destination’s
noise floor. To accomplish this, let’s say the attenuation applied by the channel from the relay to
the destination is a dB, the maximum amplification factor is given by (a — 3) dB (the 3dB is extra
margin for safety). In other words amplification is dictated by how much the signal is attenuated
from the relay to the destination, the higher the attenuation, the higher the amplification that can
be applied. Remember however that amplification is limited at the top by the amount of cancellation
achievable.

In the above example where the relay-destination channel attenuation is 80dB, if we use a maxi-
mum amplification of 77dB, the relay would transmit a 7dBm signal, and noise would be at -13dBm.
This signal after being attenuated by the channel would be received at the destination at -73dBm
and noise would be -93dBm. Since the destination’s own noise floor is at -90dBm, higher than the
noise received in the relayed signal, it doesn’t hurt performance. Now the direct signal from the
source is not washed out, and assuming constructive and forward filtering has been applied, it should

add up to provide a SNR gain.
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4.4 Implementation

A full design of FF has to grorange with several engineering challenges, we describe a few prominent
ones below. Note that we defer the discussion of how the relay knows the identity of the source and
destination of the packet it is relaying to Sec. it needs this information to use the right CNF
filter. For now, we assume that the FF relay knows the identities of the source and destination to

simplify description.
4.4.1 Carrier Frequency Offset and other issues

As with any radio, inevitably there is a carrier frequency offset between the radios at the source
and the destination. Relaying should not introduce another carrier offset into the relayed signal,
this would break the assumption of it being another multi-path from the source and can confuse the
receiver’s CFO correction algorithms. Ideally to avoid confusion, the receiver should get the relayed
signal also with the same CFO as the signal it is receiving from the source. So the relay should in
fact try to relay the signal such that the original CFO offset from the source is preserved.

This would be easy to achieve if the relay itself did not need to process the signal. However for
the relay’s own processing and constructive filtering, the CFO w.r.t the source has to be removed.
Hence the relay applies the following trick: It computes its CFO wrt to the source. When it receives
a signal from the source, it first corrects for that CFO [88]. After that it performs its processing,
including digital cancellation and constructive filtering. Before transmission however, it applies the
reverse of the CFO correction it applied earlier. In effect it restores the CFO that existed in the

signal from the source.

4.4.2 How does the relay know the channels for construct and forward
relaying?

For construct and forward relaying, the relay needs to know the channel from the source to the
destination which it cannot directly measure, as well as channels from the source to itself and from
itself to the destination. The channel between itself and the source can be easily measured using
received signals, and the channel from the destination to the relay can be measured by snooping
on ACK packets and estimating the channel. However the direct channel between the source and
destination cannot be measured by the relay, it needs to be explicitly informed of it.

Direct Channel: In cellular systems such as LTE, clients measure the channel from the bases-
tation to themselves and feed it back explicitly to help with scheduling [20], our relay can snoop on
this feedback and learn the channel. However WiFi has historically been passive, there is no explicit
channel feedback from the receiver to the source. To obtain this information for WiFi at the relay,
we use recent enhancements in the WiFi standards. Specifically 802.11n/ac implements an explicit

channel sounding phase [99] 1| [15] where the AP sends a pre-defined packet which each client uses
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to measure their channels from the AP. The clients respond with the compressed channel state mea-
surement later when polled by the AP. This is known as the Very High Throughput (VHT) beacon
packet [I] in the 802.11ac standard. When FF relays are deployed, we make the corresponding AP
send out the HT sounding packet every 50ms.

FF relays then take advantage of this mechanism to obtain the channel estimates from the source
to each destination in the network. We make the FF relay spoof the AP and send a polling packet
to all clients in the network periodically (every 50ms). The relay then listens to the replies from
the clients which contain the channel estimates of the channel from the AP to themselves. Further
the relay uses these packets to also measure the channel between the relay and each client in the
network. The relay also keeps track of the channel between itself and the AP whenever it receives
a packet from the AP.

Note that once the relay computes the constructive filter to use in the downlink direction for a
particular AP-client pair, it can use the same filter in the uplink direction for the same client-AP
pair. The reason is that by reciprocity the environment between the AP and the client is the same
in the reverse direction. Further, the cumulative effect of the channel from the AP to the relay, the
constructive filter and from the relay to the client is the same even if the order of channels and filter
is permuted and multiplied in a different order by commutativity. Hence the same constructive filter
can be used in both directiondl]

4.4.3 Hardware Prototype

We have built a prototype of the FF relay using the WARP software radio boards [28]. We build
on prior full duplex radio implementations [40], but modify them appropriately to implement the
relaying functionality. For all our experiments, we have built a MIMO full duplex 2 x 2 FF relay
building on the self-interference cancellation design from [41] 40]. The prototype has 2 antennas and
uses the MIMO analog cancellation design described in recent work [40]. The analog cancellation
circuit has 8 taps that are spaced around 100-200ps apart as well as taps for canceling the cross-talk
between MIMO antennas. Each tap has tunable digital step attenuators [41] which can be adjusted
in increments of 0.25dB from 0 to 31.75dB. The couplers get a copy of the signal from the transmit
side, and couple it back in to cancel it on the receive side as seen in Fig[f.8 The cancellation circuit
is tuned from baseband after observing the residual using the algorithm described in Sec.
The baseband implementation is relatively simple. We implement a 4 tap digital construct and
forward filter, as well as implement digital cancellation using a 120 tap causal filter. Further CFO
correction and re-distortion blocks are also located in baseband. The overall extra delay introduced
by baseband process is less than 100ns in our prototype, of which nearly 50ns is from the digital CNF
pre-filter and the rest are ADC and DAC delays, the digital cancellation itself doesn’t introduce any

INote that, the amplification applied is different in both direction, as the noise introduced at the relay receiver, is
asymmetric in uplink and downlink directions.
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delay because its causal. Finally, the signature technique identifying the source destination discussed
in Sec. [4.6] is implemented which lets the relay know the source and the destination of the packet
and allows the right constructive filter to use for relaying.

The ADC and DAC used in WARP software radios aren’t optimized for the group delay as one
would expect, they have significant group delay. The relay needs to receive the signal and transmit
it within 100 nsec, which is not possible with warp software defined radios. So, in essence with
this limitation one cannot use the hardware to relay in same time slot. We circumvent this issue
by using two time slot. In slot 1, source is transmitting packet 1 and relay is also transmitting
the packet 1 simulating the correlation effect of the cancellation tuning, in next time slot the same
packet is transmitted from source and relay however relay packet is 100 ns delayed, this time slot
is used to calculate the throughput of the system. Thus for every packet we use 2 slots, which also
creates the effects of imperfect cancellation impact on the received packet, using the received packet
to re-transmit after construct and forward. We built a custom hardware solution to prove feasibilty
of low latency loop back transceiver.

Achieving a Low Latency of the transceiver Loop: The ADC and DAC itself can have
a lot of pipeline latency, to support different interpolation or downsampling mode, building a low
latency transceiver needs ADC and DAC for single sampling rate, further increasing the clock rate
can allow achieve very low latency. We use [II] a ADC and DAC converter board has 7ns latency
on ADC [4] and DAC has [6] latency of 76 ns, a total of 83 ns, a significant delay on the Kintex
KC705 [27]. This particular DAC has high latency, hence, we use a very low latency DAC [5] which
has 3 ns latency, a total of 10 ns latency for ADC and DAC. Further, we need to implement a 4 tap
filter here would need a few clock cycles to multiply and add on FPGA (at 1Ghz, 40 ns group delay
and 9 ns implementation latency , a total of 59 ns). Analog receive and transmit chain can easily
achieved with a budget of 41 ns cycles for a Direct conversion receiver is sufficient. We use the Direct
conversion receiver subsystems in [7] has major group delay in the low pass filter (LTM9004-AD)
has 5ns.

All of our experiments are run with a standard 20MHz OFDM PHY that is based on the WiFi
PHY. The PHY uses 56 subcarriers and a 400ns cyclic prefix interval (this is the faster version
of WiFi which uses a smaller CP). The numbers we report in our evaluation are all PHY layer
throughputs and do not include MAC layer effects. Since the relay is operating at Layer 1, we are

orthogonal to any MAC layer effects, so we expect the relative gains should carry over.

4.5 Evaluation

We evaluate the performance of FF using experiments in an indoor setting. We place the AP and
a FF relay in various different indoor settings, those are, open wide office space, L-shaped corridor
and a wide room, two large wide room and including the one shown in the Fig. The APisa2x2
MIMO AP, and the relay and the client are also equipped with two antennas can 2 x 2 MIMO. We
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Figure 4.13: FF’s overall
throughput gains. FF pro-
vides a 3x increase in median
throughput, and nearly a 4x
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Figure 4.15: FF’s throughput
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dian gain if 1.6x even without
the benefit of MIMO rank ex-
pansion.

were limited to 2-antenna devices primarily because of the availability of analog cancellation boards

at the relay, we require four of them for implementing MIMO full duplex. We also require four

RF analog construct-and-forward boards. However the qualitative conclusions from the experiments

apply to any MIMO setup since the constructive filtering technique for improving SNR and MIMO

rank is independent of the number of antennas. We assume relay knows the source and destination
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for every transmission.

We compare the following three approaches:

e AP only: In this approach we only assume that an AP is deployed without any relays.

e AP + Half-Duplex Mesh Routers: This is akin to the approach where we have an AP and
a half duplex router such as the Apple Airport Express. To make sure the gains are reported
correctly, we assume that the AP and the mesh router are perfectly synchronized and transmit
in alternative time slots to eliminate any MAC layer contention effects. Hence the numbers
reported are PHY layer throughputs assuming perfect MAC coordination. The half-duplex
mesh router also has two antennas. Also, AP is smart enough to figure out when it should use
the half-duplex router and when not to use it.

e AP + FF Relay: This is the design proposed in this chapter. We place it at the same
location as the half duplex mesh node. Here too we pick the optimal bitrate to use at the AP

assuming the construct-and-forward relaying is in place.

The metric we use is PHY layer throughput which is defined as the optimal bitrate that can
be used at any location given the SNR and the MIMO rank. Hence we eliminate any impact of
bitrate adaptation algorithms, MAC layer artifacts etc and the experiments purely quantify the
impact of relaying. Further to make relative comparisons across the compared approaches, we use
a relative throughput gain metric where the baseline scenario is the AP and the half duplex mesh
router case. We do not use the AP only scenario because we have dead spots in this scenario where
the throughput is zero and we cannot compute relative gain. So all relative gain numbers are wrt
to the throughput achieved by using the AP and half duplex mesh router.

Our experiments show that:

e FF provides a median throughput gain of 3x in our experiments wrt to the AP only case. For
the bottom 20th percentile of the locations, the throughput gain is as high as 4x.

e FF’s gains from MIMO rank increase and SNR gains affect different nodes. For clients that
had a decent SNR but low MIMO rank, the majority of the gains are from the addition of a
separate independent MIMO path. For clients that are located in dead spots or with very low
SNRs, the big gains are from the SNR gain.

e Construct-and-forward relaying has significant benefits, especially for clients with low SNRs.
An amplify-and-forward relay without FF’s constructive filtering capability performs worse,
the median gain wrt to the AP only scenario drops to 1.5x.

e Low latency cancellation and constructive filtering are critical, without them relaying can actu-
ally hurt overall performance due to inter-symbol interference, in some cases the performance

is worse than no relaying.
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Figure 4.16: FF’s performance gains in different scenarios. In low SNR and low MIMO rank scenario
(figure a) the gains are significant because FF provides both a SNR gain as well as MIMO rank
expansion, leading to a 4x increase in throughput. FF’s performance gains in medium SNR and low
MIMO rank scenarios (figure b) leads to a 1.7x increase in throughput. FF’s gains in the scenarios
where the clients already had high SNR and good MIMO rank (figure c) are minor as expected.

4.5.1 Overall Performance Gains

We begin with the basic question: how much does the FF relay help in improving throughput and
coverage. We conduct the experiment as follows. We place clients at different locations in the
testbed relative to the AP and relay placement as shown before. We measure the channels from
the AP to the client and feed it to the relay. We also measure the channel between the AP to the
relay and from the relay to the destination. These measurements are all made available to the relay
and the measurements are repeated every 50ms. The relay uses these measurements to compute the
construct-and-forward filter. We then conduct an experiment where the AP transmits directly to
the client without any assistance from the relay. We then repeat this experiment assuming the relay
is a half duplex mesh router, and then with the FF relay. We compute the relative throughput gain
and plot the two CDF's in Fig.

The FF relay provides a 3x increase in median throughput over the AP alone, and a 2.3x
increase over half duplex relays. The reasons are as expected, the SNR gain we get from construct-
and-forward relaying, as well as the increase in MIMO rank due to the additional independent path
from the relay. Consequently the AP is able to use very high bitrates. Further at the edge of the
coverage area where performance is typically poor, a FF relay improves performance by a factor of
4x. Compared to the half duplex router, the gains are primarily because a full duplex relay does
not need an additional time slot to relay. The half duplex relay definitely helps in the edge of the
coverage area, where the direct channel from the AP to the client is so poor, that it is better to take
the extra hop with the half duplex mesh node.

A natural question is how much of the gains are coming from the SNR gain due to construct and

forward, and how much are due to MIMO rank enhancement. We evaluate this question next.
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4.5.2 Performance gain with SISO

We conduct this experiment by using a SISO WiFi AP, a SISO client and a SISO relay (both for the
HD and the FF cases). The rest of the experiment is conducted the same way as above. We plot the
CDFs of the relative throughput gains in Fig. The gains in this experiment should be purely
from the SNR gain from construct-and-forward relaying since there is no MIMO. As we can see, the
median gain is 1.6 x and the gain at the tail is 4x. The experiment demonstrates the fact that in this
case the clients at the edge of the coverage area benefit the most. This is expected, since without
the AP these clients probably have an SNR in the range of 2-8dB. The relay significantly improves
the SNR to about 15-20dB. This translates to allowing the AP to use a 64-256QAM modulation
compared to BPSK or QAM before, leading to a 3 —4x increase in throughput. On the other hand
clients that had medium to high SNR with the AP already don’t benefit as much, the gains for
them are marginal. The reason is that going from 64QAM to 256@QQAM doesn’t help much, it only
increases the bitrate by 33%. The intuitive reason is that the Shannon capacity curve is concave
with SNR, there are diminishing returns in terms of capacity as SNR increases. For example, going
from 64QAM to 256QAM requires a 6dB increase in SNR, but it only increases the bitrate by 33%.

4.5.3 Performance gains due to MIMO rank expansion

Next we turn to evaluating the impact of FF’s ability to expand MIMO rank. We conduct the
same experiment as in Sec. However we divide the results into three classes according to how
the MIMO channel matrix looked between the AP and the client without any relaying. The first
category is when the SNR and the MIMO channel rank are both low, this corresponds to clients at
the edge of the coverage area where both propagation losses and MIMO rank degradation are severe.
The second category is when the SNR is medium to good, but the MIMO channel rank is low. This
corresponds to clients which are suffering from the pinhole effect, they only have one strong path
to the AP which reduces MIMO rank but the SNR is still decent. Finally, the last category is high
SNR and full MIMO rank, this of course corresponds to clients which are close to the AP and enjoy
strong, multiple independent links to the AP. Fig. plots the CDF's of throughput gains in those
categories.

Fig. c shows that the benefits from FF for the last scenario (high rank, strong SNR) are
small, only around 15%. This is as expected, since FF cant increase rank any more and benefits
from SNR gains are small. For the second category Fig. [f.16]b, where there is good SNR but low
rank due to pinholes, the benefits are substantial from using the FF relay. In effect these relays end
up providing an additional strong MIMO path and increase the rank to full rank for MIMO, thus
providing close to a 1.7x increase in throughput.

The last category shows the (Fig. a) maximum gains, because the relays end up providing
a rank of at least two between the AP and the client, as well as enhancing SNR. Given the low

baseline these clients are starting from, the gains are therefore significant, showing a 4 x increase in
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throughput.

4.5.4 Impact of Processing Latency

As we discussed earlier, processing latency at the FF relay has a significant impact. In this experi-
ment we quantify the impact. We artificially introduce some buffering to vary the processing delay
at the FF relay from 100ns to 400ns. We then repeat the same throughput experiments as before
and plot the median throughput gain as a function of processing latency at the relay in Fig.
As we can see, the median throughput gains drop significantly and is in fact worse than having no
relay when the processing latency exceeds 300ns. The reason is as expected, above a certain latency
we hinder OFDM'’s ability to absorb highly delayed multipath reflections into the current symbol

and avoid inter-symbol interference.
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4.5.5 Impact of No Construct-and-Forward Relaying

In this experiment, we turn off construct-and-forward filtering at the relay and let it simply amplify
the received signal to the maximum extent, i.e. as much as the amount of cancellation we obtain.
The rest of the throughput experiment is the same as before. We plot the CDF in Fig. As
we can see, there are still significant gains at the tail. These correspond to client which were at the
edge of the coverage area of the AP, and benefit significantly from the amplified relaying. However
the median gain is small to non-existent. This is because for the clients that have medium to good
SNRs, blind amplification ends up amplifying noise and washing out the direct signal from the AP
to the client. Hence the gains are limited and in some cases are worse than before because of the

enhanced noise.

110
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4.5.6 Impact of Reduced Cancellation

We conduct an experiment where we vary the amount of cancellation at the relay. Remember that
cancellation sets an upper limit on the amount of amplification that the relay could use. We plot
the median throughput gain as a function of the amount of cancellation obtained in Fig. As
expected, with reduced cancellation, overall median throughput gains drop significantly. The reason
is that at the edge of the coverage area, being able to use high amplification factors is crucial. A
reduced amount of cancellation means the relay’s amplification factor is reduced and consequently

clients in dead spots see reduced throughput.

4.6 How can we deploy FF?

A final implementation question is how selective is the FF relay. Should it relay any packet it
detects? Further, which construct and forward filter should it apply? If it did just an amplify
and forward, the FF device might relay packets from a different network and AP (neighbor’s WiFi
for example) and cause destructive multi-path. Even within the network, if the channel between
source and destination is strong, relaying may hurt performance by adding noise. Hence we make a
conscious design decision that FF should only constructively relay the packets from its own network.

Further to achieve construct and forward filtering, the relay needs to learn the identities of the
source and destination pair to apply the correct constructive filter. In the last section, relay knew
the identity of source and destination to know whether to relay or not, and which filter to apply.
In scheduled systems such as LTE, this information is known in advance to the AP and can be
communicated to the relay explicitly, hence this isn’t an issue in LTE. However systems such as
WiFi are random access and at any point of time any of the clients or the AP could be transmitting.

One approach could be for the relay to just decode the MAC header (as seen in Fig. |4.20] )it is
receiving, identify the source and destination and use that to then apply the right constructive filter.
However this won’t work in practice, because the MAC header is after the PHY header and channel
estimation at the destination is performed using the PHY header. Hence the destination would use
an incorrect channel estimate in decoding, if relay waits for MAC header to start construct and
forward relaying. Therefore in WiFi, we need to find a mechanism for the relay to start applying
the right constructive filter before the PHY header itself.

To do so, we make each AP explicitly prepend a pseudo-random sequence of length 4us, repeated
twice, to each packet they transmit. A separate pseudo-random sequence is used for each associated
client, and these sequences are learned by the relay on the fly, as AP transmits packets to these
clients. The relay continuously looks for these sequences via simple correlation as seen in Fig.
and whenever it finds a match, picks up the right constructive filter and applies it to the rest of the
packet. The pseudo-random sequence at the start of the packet does not affect the client since its
decoding kicks in only after it recognizes the standard WiFi preamble. Fig. shows the structure
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Figure 4.21: Signature Detection technique showing both uplink and Downlink. For Downlink we
use correlation based client identifier. For uplink we extract the 10 subcarriers of STF (using the
complex exponent and low latency IIR filters) to run distance minimizing on the database of client
estimation, which is simply finding minimum distance vector with a phase compensation.

of the downlink packet.

The above technique clearly requires the APs to change, and we believe thats reasonable to
expect since its relatively easier to upgrade them. However, we cannot use this technique at the
clients, since it will be far harder to expect them all to be upgraded with this new feature. Therefore
the above technique only works in the downlink. So, what could we do about the uplink?

We make a key observation here, unlike the downlink, on the uplink the identity of the destination
is fixed, its the AP. All we need to do is identify the source, i.e. the transmitting client. To do so,
we design a fingerprinting technique as seen in Fig. The idea is that every WiFi packet has
a short preamble at the start of the packet that is known in advance and when it is transmitted it
undergoes a transformation governed by the channel between the client and the relay. Remember
that the relay already knows the channel between every client in the network to itself, so it can
try and match the received preamble to a set of pre-transformed preambles corresponding to all
the clients. This is once again similar to the pseudo-random sequence correlation idea used in the
downlink, but in this case we are simply using the transformed standard preambles itself as the
sequences to correlate against. Note that this technique does not require any changes to the clients.

This technique will have false positives , since the WiFi preamble even after transformations



CHAPTER 4. APPLICATION: FASTFORWARD FULL DUPLEX RELAY 85

1
ARV |

0.8 False Positive Aggressive

Y <

- False Negative Aggressive

0.6 /

= False Positive Passive
0.4
/ o False Negative Passive

O.Ey \

0 5 10 15
Percentage for different scenarios

Different Scenarios

Figure 4.22: Performance of two channel fingerprinting technique, the aggressive one is more suitable.

corresponding to different channels does not have the same differentiating properties as a set of
carefully designed pseudo-random sequences. In Sec. we evaluate the false negative and positive
rates of this technique. A false negative is relatively harmless, since it just means that no constructive
filtering will be applied and the situation will be no worse than a standard WiFi network. A false
positive (defined as mistaking one client for another) could in some cases worsen the SNR by applying
the wrong filter. Hence we tune our identification thresholds to have nearly a zero false positive rate

at the expense of a higher false negative rate.

4.6.1 Sender Identity from Channel Fingerprints

We evaluate how well our correlation based technique to identify the identity of the sender in the
uplink direction as described in Sec. works in practice. We place 4 different client in 100 different
locations in our testbed, and for each location calculate the accuracy of sender identification over a
time period of five minutes and atleast 1000 packets per client. The extended time period allows us
to also account for any channel fluctuations over time. Fig. plots the CDF of false positive and
negative rates. A false negative means that no sender is identified, whereas a false positive means
that some other sender from the actual sender is identified. We see that the technique does have a
5% false negative rate, but essentially a zero false positive rate. The reason for the false negatives is
the aggressive threshold applied for identification, sometimes legitimate senders are missed because
of these stringent requirement. The conservative trade-off does ensure a zero false positive rate

however and prevents the relay from doing any harm.

4.7 Conclusion

This chapter demonstrated how we can design powerful yet simple relaying techniques that can
greatly improve throughput and coverage, yet are minimally invasive and do not require sophisticated
changes to clients. FF operates within the framework of the current network architecture and design,

and we believe can be easily deployed.



Chapter 5

Application: BackFi, low power
high throughput WiFi Backscatter

5.1 Introduction

Embedded and connected gadgets - colloquially referred to as the Internet-of-things (IoT) - are
increasingly making it possible to continuously monitor our bodies, personal lives and surroundings
to improve health, energy usage, security and so on. These gadgets (e.g. wearable, fitness/health
trackers, security cameras/microphones, thermostats [96]) integrate with cheaply available sensing
technology to continuously measure physical variables such as temperature, heart rate, ambient
sounds, etc. and upload them via wireless links to the cloud. Analytics applications then analyze
such data to implement useful functionality such as fitness monitoring, intruder detection, regulating
HVAC, etc. The future is likely to bring many more such devices helping us instrument more parts
of our lives and surroundings, and enable us to measure and analyze almost every aspect of our lives.

We will refer to these IoT gadgets as either IoT sensors, or tags, or simply sensors in the remaining
of our chapter depending on the context. To widely realize the IoT vision, we believe that the wireless

connectivity on these devices needs to satisfy three key requirements:

e R1: Sufficient throughput & range: A typical such gadget produces anywhere between
a few Kbps (e.g. temperature sensors measuring every 100 ms) to a few Mbps (e.g., security
microphones/cameras recording audio/video), and can be placed anywhere in the home or on
the body. So the wireless link from the gadget to the wired gateway connected to the Internet
should provide at least a few Mbps of uplink throughput and 1-5 meters of range.

e R2: Very low power design: These gadgets need to be able to operate for a long time
without requiring battery replacements, or ideally without batteries at all. Recent work has

demonstrated the possibility of powering these devices primarily using power harvesting from

86
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Figure 5.1: Overview of BackFi backscatter system : The AP transmits packet that is meant
for the WiFi client (in blue), the transmitted signal (in red) is also reflected by reflectors in the
environments like walls. The IoT sensor also receives these transmissions, and modulates its data
on it and backscatters the signal to the AP (in green).

ambient RF sources such as TV and cellular signals. A typical RF powered device can harvest
upto 100 microwatts of power [120} 110, 86] from TV signals. Hence, ideally the gadget’s
radio should provide the necessary throughput and range using a few tens of microwatts of
power to be operable without batteries. If feasible this would eliminate the need for dedicated
powering infrastructure such as RFID readers.

e R3: Reuse ambient signals: Ideally the IoT sensors should be able to piggyback their data
on ambient, widely prevalent communication signals such as WiF1i, Bluetooth etc. For example,
while a WiFi AP is transmitting a packet to a standard WiFi client, an IoT sensor should be
able to modulate its own information on the ambient WiFi signal and communicate its own
data back to the AP. However this should not interfere with the normal WiFi communication
from the AP to the client. If such a capability is feasible, then one can imagine being able to
provide connectivity to IoT sensors using infrastructure that is already being widely deployed

for standard wireless communication, thus reducing complexity and cost.

To the best of our knowledge, no current systems satisfies all three requirements. Recent work on
WiFi backscatter [74, [70] is the closest, but it does not satisfy R1, it only provides around 0.5 Kbps
of uplink-throughput and a range of 1 meter which is insufficient for many applications. RFID-based
systems satisfy R1 [127, 55, [116] and some of them satisfy R2, but not R3. They would require
the widespread deployment of dedicated RFID reader infrastructure as well as require their own
spectrum band of operation in the unlicensed band. Standard communication radios such as WiFi

or Blue-tooth Low Power would satisfy R1 and R3, but clearly cannot satisfy R2, they require
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between 30 — 50 mW (Blue-tooth) to several hundred mW (WiF1i) of power to operate.

Our goal is to design a radio uplink for IoT sensors that satisfies all the above requirements.
We present BackFi, a novel communication link design between backscatter IoT sensors and WiFi
radios. The key contributions are a IoT sensor design for backscattering WiFi signals, and a novel
radio circuit and algorithm design at the WiFi AP which doubles up as the (AP) reader decoding the
backscatter signals from the IoT sensor. The AP reader operates while it is sending a standard WiFi
packet to a standard WiFi client as seen in Fig. 5.1} The design satisfies the throughput and range
requirements described above, it delivers at least 1 Mbps of throughput even at a range of 5m and
much higher throughputs upto 6.67 Mbps at shorter ranges of a meter, To put these performance
numbers in context, they are between one to three orders of magnitude better than the best known
WiF1i backscatter system [74] [70].

BackF'i’s design makes three key technical contributions:

e First, we design a novel low power IoT sensor that can backscatter standard WiFi signals
while being able to sustain high data rates of around 5 Mbps. The IoT sensor consists of a low
power design for phase modulations ranging from BPSK to 16-PSK as well as mechanism for
detecting WiFi transmission on which IoT sensor data can be modulated and backscattered.

e Second, a novel design of the WiFi AP radio such that it can receive the backscatter signals even
while it is simultaneously transmitting a WiFi packet to a standard WiFi client. We leverage
recent work on self-interference cancelation for full-duplex radios to enable the backscatter
signal to be received while the WiFi device is transmitting [51), [57, 109, 4T, [34] 391 36, 34, [7T],
48, 1011 [38]. Specifically, the backscatter signal is a modulated version of the transmitted signal
itself. Hence self-interference cancelation has to be modified to ensure that the backscatter
signal itself does not get canceled. We design novel self-interference estimation techniques that
protect the backscatter signal from any degradation due to cancelation.

e Third, we invent novel demodulation and decoding algorithms that can estimate fine-grained
changes in the backscatter signal to decode the IoT sensor data. Specifically, we show that
WiFi backscatter can be modeled as a channel that is linear but time-varying modifying the
IoT sensor data. BackFi incorporates novel decoding algorithms that can continuously track
the time-varying channel and use standard diversity combining techniques such as Maximal
Ratio Combining (MRC) to deliver a reliable, high throughput link [44].

We prototype BackFi and show that it can provide 5 Mbps of throughput at 1 m range and at
least 1 Mbps at 5 m range. In comparison the best performing prior WiFi backscatter system [74], [70]
provides a throughput of up to 1 Kbps, a range of less than a meter. We also show that BackFi
has minimal impact on the operation of the standard WiFi network whose ambient signals it is
piggybacking on to backscatter its own data.

We also note that the focus of this chapter is on the uplink from the IoT sensor to the BackFi AP.

The reason is that the IoT applications that we are designing for are bottle-necked on the uplink.
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These gadgets (such as fitness trackers, home sensors, wearables, etc) are collecting a lot of sensor
data and need to upload them to the cloud and downlink often isn’t needed, or if it is, very low
throughput of a few Kbps suffice [96, 125]. Hence in the rest of the chapter we will focus on the
uplink, but note that prior work has already demonstrated WiFi backscatter designs (which can
be used with BackFi too) for the downlink that can provide upto 20 Kbps [74]. We further note
that although we have chosen WiFi signaling for the description and implementation of BackFi, the

system is applicable for other types of communication signals like Bluetooth, Zigbee, etc., as well.

5.2 Related Work

BackFi is most closely related to recent work on WiFi backscatter [74] [70]. The prior design also
uses ambient WiFi transmissions to backscatter data. Specifically, IoT sensors encode data in
binary decisions of whether or not to backscatter the received packet transmission which is detected
as changes in RSSI/CSI at a nearby helper WiFi device that is also receiving the packet from the AP.
The design needs a helper device because the prior design doesn’t have self-interference cancellation,
hence the transmitting AP cannot detect changes in RSSI/CSI while it is transmitting due to large
self-interference. Since information is encoded in binary decisions that span an entire packet, the
information rate is only 1 bit per WiFi packet. The range is also low (less than a meter) because
the WiFi helper needs the IoT sensors to be close to detect changes in RSSI/CSI. The reason is
that the helper device needs to detect the changes in RSSI/CSI while it is receiving the strong WiFi
transmission from the AP. This WiFi transmission essentially acts as interference to the detection
of weak changes in RSSI/CSI induced by the tag’s decision to backscatter or not, and thus limits
range.

BackFi on the other hand does not have any of these limitations. Because it modulates informa-
tion by changing the phase of the received WiFi signal at a much faster rate throughout the WiFi
packet, it achieves three orders of magnitude higher throughput. Its range is an order of magnitude
higher because self-interference cancellation enables the reader to completely clean out the effect
of the ambient WiFi transmission and detect fine-grained changes in the backscatter signal. Fi-
nally BackFi provides a framework to analyze energy /bit, which is independent of platform (FPGA,
ASIC, discrete) and the technology choice for implementation. However we note that the prior
WiFi-backscatter system required no changes to the WiFi AP. BackFi does require the addition of
self-interference cancellation hardware. So the trade-off is increased hardware complexity for a much
higher throughput and range.

BackF1 is related to a large body of work on RFID systems [55] 127, 119, [1T6], 63 [62], 124 11T,
1121 126, 46}, 9], which use dedicated, powered reader infrastructure to supply power as well as receive
data from the RFID IoT sensors [89]. The IoT sensors themselves are designed to be low power and

may or may not have batteries. However the cost of deploying and maintaining dedicated reader
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infrastructure has tempered the adoption of these systems. BackFi and other WiFi backscatter
systems [74] use ambient WiFi signals for communicating backscatter data, hence deployment is
easier.

BackFi is also related to recent work on ambient backscatter communication [82] [94] that enables
two RF powered devices to communicate with each other. However these systems do not provide
connectivity to the Internet which is BackFi’s primary focus. BackF1i is also related but complemen-
tary to recent work on harvesting power from RF sources such as TV signals [82] [IT4] [89], cellular
transmissions [95] and WiFi [74], [61], [70, [01]. These systems have demonstrated the ability to harvest
around 60 — 100uW from ambient sources such as TV signals [I11] 120, 110l [86] which is sufficient
power to provide a high throughput battery-less IoT sensor. Hence with BackFi’s high throughput,
long range, and low power WiFi backscatter connectivity combined with the ability to harvest power
from ubiquitous RF sources, we believe we are closer to the vision of RF powered, batteryless IoT
sensors ubiquitously deployed and connected to the Internet.

BackFi advances the state-of-the-art in backscatter communication by being able to provide the
following:

Improved backscatter decoder: BackFi’s decoder presents a first formal framework to decode
backscatter on wide-band signals. All the prior backscatter systems use tone as the excitation sig-
nals, whereas BackFi uses wideband signals. Further this framework can improve the decoding of
the tone based backscatter systems too. The reason is that the silent mode of BackFi eliminates all
the backscattered signal by the rest of the environment (including the structural mode of antenna).
This allows use of the information on the tone (excitation signal) for decoding, instead of nulling it
as in most RFID decoders.

Effective backscatter protocol: BackFi presents a protocol for backscatter devices which allows
an efficient decoding for backscatter system. For high order modulation, this design choice becomes
imperative to provide good throughput and SNR.

Spectral Efficiency: BackFi presents a high throughput system by piggybacking on the existing
data signaling like WiFi or Bluetooth. BackFi capability to reuse existing signaling makes it spec-
trally efficient and easy to seamlessly deploy. Moreover, since WiFi can be deployed in 900 MHz
band too, deploying BackFi is much more effective than deploying RFID readers.

5.3 Overview

BackFi’s basic mode of operation is shown in Fig. A BackFi capable WiFi AP transmits a
WiFi packet to a standard WiFi client. The IoT device with the BackFi tag backscatters the WiFi
transmission back to the WiFi AP, and modulates its data on the backscatter signal. The AP
decodes the backscatter signal to recover the data from the IoT gadget.

At a high level, the above description also applies to a RFID reader and RFID tag. So why can’t
we just reuse the RFID design to build WiFi backscatter systems? We argue why but start with a



CHAPTER 5. APPLICATION: BACKFI, LOW POWER HIGH THROUGHPUT WIFI BACKSCATTER 91

brief primer on standard RFID backscatter first.

5.3.1 How does traditional RFID work?

In traditional RFID systems, communication happens by the reader first transmitting an excitation
signal which is typically a single frequency tone (a sinusoid) in the 900 MHz band. The tag receives
this excitation signal and then backscatters (reflects) it after appropriately modifying the phase of
the excitation signal. The data that the tag wishes to transmit is modulated on these phase changes.
The tag design at a conceptual level is very simple, it is an antenna connected to an array of switches
which are turned on and off appropriately to control the phase of the reflected signal from the tag.
The array of switches is controlled by logic that reads the information bits, and computes the on-off
routine that needs to be implemented on the switch to create the phase difference that encodes
the information bits. The backscattered signal is then received by the reader whose goal is then to
demodulate the signal by first detecting the phase changes introduced by the tag and then recovering
the original data. The design of the tag is fairly standard and is not the focus of this chapter, we
refer the reader to a large body of literature [116] [89] on the circuit level details of implementing
tags.

It is useful to construct a model of the signal that the reader receives after the tag backscatters
the signal. If x(t¢) is the excitation signal transmitted by the reader, it undergoes four distortions
before it arrives back at the reader again after reflections and backscatter. First, the signal gets
reflected by objects in the environment other than the RFID tag and arrives back at the reader, we
model this environmental distortion as hep,. The other portion of the signal is the one that first
goes to the tag, has its phase changed to modulate data, and then comes back to the reader, i.e, the
backscatter signal. We represent the forward channel between the reader and tag as hy, the phase
modulation at the tag is simply a multiplication of the received signal by e/®® and the backward
channel is represented by h,. The phase 6(t) is changed at the tag according to the data that is
being modulated, for example, if DQPSK is being used, the phase w.r.t. the previous symbols phase
is shifted by the appropriate multiple of 90 degrees. Note that 6(¢) is changing at the rate of the

symbol period at the tag. So the overall signal received back at the reader is given by:

Yrae(t) = T(t) % Bony () + {( () % hyp(t)).e70D} % hy(2) (5.1)
< ~ e < ~~ -
environment backscatter

The goal for the reader of course is to estimate (t) and thus demodulate the tag data. As the above
equation shows, there are two challenges in accomplishing that. First is the environmental term;
it contains no useful information and therefore acts as interference. This self-interference (because
its generated by the reader’s own transmission) is likely quite strong relative to the backscatter
signal because it consists of direct leakage from the reader’s transmitter to the receiver as well

as reflections from nearby objects. In many cases, the self-interference and the backscatter signal
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can be separated by more than the dynamic range of the reader’s receiver chain, which would end
up completely drowning the backscatter signal. Second, if the environmental interference can be
eliminated, the challenge is to estimate hy and hs, and then given that we know z(¢) it is simple to
recover 0(t) and demodulate the tag data. The above two challenges are true for any backscatter
system, we describe how current RFID systems handle them and why we cannot use that design for
BackFi next.

Decoding Standard RFID Backscatter

In standard RFID based backscatter, the excitation signal is a sinusoid. So z(¢) in the above
equation is e/*<!, where w, = 27f. is angular frequency and f. is the carrier frequency (typically
in the 900MHz ISM band). This simple fact ends up making both the interference cancellation and
demodulation problem easier.

First, self-interference cancellation is simple because with a tone as the excitation signal, the
interference term x(t) # heno(t) is simplified to Hepy(we)e?“<t, where Hepny(we) is the frequency
domain channel response corresponding to hen,(t) and is evaluated at the tone frequency w.. In
other words the original excitation signal is modified by a single complex number, essentially a
single attenuation value and a phase shift. This is a special property of sinusoidal inputs to LTI
channels, convolution simply becomes multiplication with the frequency domain channel response’s
value at the tone’s frequency for tone inputs. This simplification does not apply to wideband signals
such as WiFi. Hence to implement interference cancellation, all we need is a tunable phase shifter
and attenuator, which is programmed dynamically to emulate He,,(w.). The cancellation circuit
would get a copy of the transmitted excitation signal as input, pass it through the phase shifter and
attenuator which have been tuned to ZHopy(we) and |Heny (we)| respectively. Finally, the design
subtracts it from the received signal at the reader to eliminate the self-interference. Note that this
is a well known technique and is implemented in commercial readers today [45] [24].

Similarly, recovering e7?(Y) becomes easy because z(t) is a simple tone. To see why consider the

following mathematical simplification after substituting x(¢) with a tone, e/*<:

{(@() = hp(£)e?" D} = hy(t) = Hp(we){ee'e?” D} = (1)
Further simplification happens after down-conversion to baseband at the reader:
Yrag(t) = Hy(we)ho(t) x 7D, (5.2)

which is a standard decoding problem on a linear time invariant system with channel Hy(w.)hy(t)
and input e/?®) . Hence standard phase demodulation and decoding techniques [T00] can be applied

to recover the original phase modulated data.
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5.3.2 Why can’t we reuse the above design for BackFi?

The key difference between BackFi and conventional RFID backscatter is that BackFi aims to use
standard WiF1i signals as the excitation signal. So none of the above simplifications that came about
because the excitation signal was a simple tone apply. In fact the self-interference cancellation and
demodulation problems become significantly harder as we show below.

First, self-interference cancellation now has to eliminate a relatively wider band signal, not just
a tone. The implication is that the self-interference cannot be modeled as a simple attenuation
and phase shift applied to the original excitation signal. For WiFi signals that typically span 20-
40 MHz or even more wider bandwidths, the frequency domain representation of the distortion
introduced by the environment, h.,, is quite frequency selective. The practical implication is that a
simple cancellation circuit that uses a programmable attenuator and phase shifter is not enough to
cancel, in fact we need more sophisticated designs that can model the attenuation and phase shifts
that happen over the entire bandwidth of the WiFi signal. Hence the traditional reader design for
eliminating self-interference doesn’t apply.

Second, and more importantly, the decoding problem no longer reduces to a standard demodu-
lation problem at the reader like it did with a tone. To see why, the reader is now trying to recover

the phase 6(t) from the following received signal at the reader after down-conversion:
Yrag(t) = (7t (t) + hy(t)).e?"®} % hy(t) (5.3)

The above equation represents a time variant channel that transports the input /() into the
output Ysag(t), and the information that we are trying to decode is buried inside this time variant
channel. The reason the channel term is time varying is because the WiFi signal x(t) is also acting as
a channel distortion that is modifying e?®). Consequently standard decoding techniques designed
for linear time invariant systems cannot be applied.

The main contributions of this chapter are the design of self-interference cancellation and de-
coding techniques that can work when WiFi signals are used for backscatter. We also describe how
BackFi ensures that it does not interfere with standard WiFi communication which the WiFi signal

was originally created for.

5.4 Design

BackFi uses ambient WiFi transmissions that are being sent by a WiFi AP to a standard WiFi
client as the excitation signal. The tag receives the WiFi signal, modulates data on the received
WiFi signal, and backscatters the signal to the AP. The architectural design of the BackFi tag is
shown in Fig. 5.2} IoT sensor consists of BackFi tag and a sensor populating the data in the tag

data memory unit.
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5.4.1 The BackFi Link Layer Protocol

First, we describe how a BackFi AP activates and gets a BackFi tag to backscatter information.
The protocol proceeds in two stages as described below.

How is the tag activated?

Whenever a BackFi AP transmits, if it is willing to receive backscatter communication, it follows a
special protocol before transmitting the WiFi packet. Specifically, like in prior work [74], it transmits
a CTS_to_SELF packet to force other WiFi devices to keep silent. Next it transmits a series of short
pulses to encode a pseudo-random preamble sequence. If the preamble bit is one, then a pulse is
transmitted and if its zero, no pulse is transmitted. The preamble is 16 bits long and each bit period
lasts for a 1 us. The preamble is meant to be the signal to the BackFi tag that the BackFi AP is
willing to listen to backscatter transmissions. Note that a preamble can be unique to a particular
BackFi tag that is connected to this BackFi AP and can be used to select which BackFi tag gets
to backscatter at that instant. In such cases, a tag only backscatters when it detects the preamble
meant for it.

A BackFi tag by default is in an energy saving sleep mode if it has no data to transmit. If it has
sufficient data to transmit (potentially after a sensor has collected enough data), the tag wakes up
and listens for its preamble from the BackFi AP. To listen and detect the preamble, the tag uses an
energy efficient detector circuit. To build our preamble detector we leverage a large body of work
done in low power wake up radio design [104] 54 [98] [97]. These detectors work at power consumption
between 98nW [104] to 7.5 uW [54], and can detect input signals with power between —41 dBm
and —56 dBm. The design has an envelope detector, a peak finder, a set-threshold circuit and a
comparator. The envelope detector removes the 2.4 GHz carrier frequency from the received signal
and the peak detector detects and holds the peak amplitude of the received signal after envelope
detection. The set-threshold circuit obtains the output of the peak detector and outputs half the
amplitude as the threshold. Finally the comparator compares the signal after the output of the
envelope detector with the threshold and outputs one bit whenever the received signal is greater
than the threshold value and a zero bit otherwise. The comparator outputs a bit decision every
microsecond, corresponding to the bit period in the preamble. Finally digital logic on the BackFi
tag correlates the detected 16-bit long sequence over sliding windows with the known preamble
associated with that tag, and if there is a match it activates the rest of the backscatter circuitry to
begin modulation of its data.

How does the tag modulate its data?

Fig. shows the various timing events and packet format used by the BackFi tag. We will describe
their functionality in detail later in this section, here we give a brief overview. Once the excitation
energy is detected and the reader is identified (which lasts 16 us), the tag goes into a silent period
that lasts for another 16 pus. During this time the tag will suppress any backscatter transmission,

which allows the reader to estimate the channels needed for self-interference cancellation as described
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Figure 5.2: Architecture of the tag used in BackFi: Once the tag senses the WiFi excitation signal
from the reader, it wakes up the modulation subsystem. The tag then reads the data to be uploaded
and modulates it on the excitation signal by selecting discrete phase using the Backscatter Phase
Modulator.

in Sec.[5.4:2] After that the tag transmits its own preamble sequence for 32 us that is known at the
BackFi reader. Using this sequence the reader can estimate the channels it needs for decoding the
backscatter data. This sequence is a pseudo random with very high auto-correlation, and is used by
the reader to find the symbol timing from the tag.

The tag then sends its data payload by phase modulating the received signal. Specifically, let’s
say the tag is using QPSK modulation, hence there are four symbols [/, €792 e7%  ¢%4] in the
constellation map separated by 90 degrees on which two bits of information can be modulated.
The tag reads the data that needs to be transmitted, picks out two bits at a time, maps it to
the appropriate QPSK symbol and then multiples the received excitation signal from the WiFi
transmitter with the corresponding phase signal, e?%,i = 1...4 to modulate the data on to the
WiFi signal. The specific circuit by which the phase modulation signal e7% is generated is a well
studied problem and has been widely used in RFID tags [116]. Fig. shows the detail of the RF
phase modulator we use in the BackFi tag.

The phase modulator consists of several RF Single Pole Double Throw (SPDT) switches that
are connected in a binary tree structure. These switches can pass incoming RF signal to one of the

two ports. These switches can be controlled using digital signals and the tag uses the data to be
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Figure 5.3: Structure of the backscatter phase modulator used in the tag of BackFi: The four digital
signal can be used to select one of the 16 possible phases at the leaf of the tree. The incoming RF
signal traverses from the top input port all the way to the selected leaf node and is reflected back
from the short circuited terminals to the input RF port.

modulated as the control signal for these switches. At the leaf of the switch tree, different lengths
of RF traces are connected. These trace lengths are designed specifically to achieve the discrete
phase shift required for the supported constellation. The number of SPDT switches is determined
by the number of constellation points that are supported. For example, for BPSK only one switch
is needed, for QPSK three switches are needed and for 16-PSK 15 switches are needed. Also, if
the tag can support higher modulations, then all the lower modulations can also be supported. For
example, the design in Fig. [5.3|can support 16-PSK, QPSK, and BPSK, by appropriately preventing
some of the switches from toggling as shown in the figure.

To improve the performance of the link the tag also employs simple channel encoding using

convolutional codes. The convolutional codes are powerful error correcting codes yet their encoders
are very easy to implement using few standard digital components which incurs small energy penalty
on the tag. For example, a rate % convolutional encoders with constraint length of 7, will require 6
shift registers and 8 XOR gates.
Tag Symbol Rate: The BackFi tag also has a choice on the rate at which it will generate the phase
modulation symbols by controlling the switching frequencies on the SPDT switches. The trade-off
here is that higher frequencies consume more power and energy, hence the actual rate to use is a
function of how much energy is available either via batteries or harvesting. In BackFi tags, this is
a configurable parameter ranging from 0.01 megasymbols/second (MSPS) to 2.5 MSPS.

Next, the BackFi AP after receiving the phase modulated, backscattered signal proceeds to
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Figure 5.4: The BackFi AP first sends out the CTS-to-SELF to force other WiF1i into silent mode.
It then sends out the energy detection and identification data to its backscatter client. Once the
WiFi excitation signal is received by the tag, it goes through sequence of operations shown above
before modulating its data on the excitation signal. The excitation signal is in fact a WiFi packet
meant for a regular WiF1i client which receives and decodes the WiFi packet without ever noticing
the presence of the backscatter communication that is happening simultaneously.

decode the tag’s data. As discussed in the previous section, the two key challenges here are wideband
self-interference cancellation and time-varying decoding. We describe how BackFi addresses these
challenges next. Note that the channel model of the signal received back at the reader with BackF1i is
exactly the same as standard RFID backscatter and has been derived in Eq. the only difference
of course is that x(t) is the WiFi OFDM signal instead of a tone.

5.4.2 Self-Interference Cancellation

Like conventional RFID systems, the tag’s backscatter signal in BackFi is buried under strong
self-interference. This interference stems from two sources: direct leakage from the AP’s transmit
chain to the receive chain and from reflections of the WiFi transmission by non-tag objects in the
environment. But unlike the single tone excitation signal in RFID, BackFi’s excitation signal is a
wideband WiFi OFDM signal. Because of the wideband nature, scaling the excitation signal by a
single attenuation and phase shift is not sufficient to model the self-interference. This is because
different frequency components of the WiFi signal add constructively or destructively due to the
multi-path effect which results in frequency dependent scaling and phase shifts. However, this
problem has been studied extensively in recent years for designing full-duplex radios [4I] where
self-interference needs to be suppressed to be able to simultaneously listen to weak signals that are
being received. The difference in BackFi from those scenarios is that the backscatter signal (which
corresponds to the weak signal we want to receive) is a modified version of the transmitted signal,

whereas in standard full duplex that is a completely independent signal originating from another
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Figure 5.5: Architecture of the reader used in BackFi: The reader transmits the excitation signal
x which is actually a WiFi packet meant for a client. This signal is reflected by the environment,
which the reader cancels using cancellation filter. The residual signal after cancellation is used to
estimate the forward and backward channel from and to the tag. The reader then applies MRC to
estimate the tag data é, which is further improved by passing it through Viterbi decoder.

sender. So BackF1i leverages the recent work on full duplex, but modifies it appropriately to handle
the fact that backscatter signals are highly correlated with the self-interference signal.

We briefly review the design of self-interference cancellation systems for completeness, but refer
the reader to prior work [41] for a complete description. Self-interference cancellation systems first
estimate the channel hepy (t) that the leaked and reflected signal have gone through before reaching
back at the receiver. This estimated channel distortion is applied to a copy of the transmitted WiFi
signal to recreate the self-interference accurately, and the distorted signal is then subtracted from
the received signal to eliminate self-interference. The distortion application and subtraction happens
in two stages, analog and digital. Analog cancellation is necessary to ensure that the receiver’s ADC
is not saturated by self-interference which would drown out the weak backscatter signal before being
received in baseband. Analog cancellation is implemented using a combination of RF FIR filters
and couplers [41], but cannot completely eliminate self-interference due to the imprecision of analog
components. Hence a second digital cancellation stage is employed after the signal is sampled by
the receiver’s ADC to eliminate the residual self-interference. Digital cancellation is implemented
via digital FIR filters. Fig. 5.5 shows the design.

If we directly apply the prior design, it will end up canceling parts of the backscatter signal too.

The reason is that prior design aims to accurately estimate the non-linear transfer function that
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captures the relationship between the transmitted signal and the received signal [41]. But as we
have shown in the previous section, the backscatter signal is actually a non-linear transformation
of the transmitted signal. If naively applied, prior designs would end up canceling the backscatter
signal too which would reduce the SNR and throughput of tag’s transmissions back to the reader.

To tackle this, BackFi’s link layer design ensures that during the channel estimation phase of
self-interference cancellation, there is no backscatter transmission. Specifically, when a BackFi tag
is excited by a WiFi transmission, they do not instantly start backscatter. Instead they employ a
silent period of 16 ps as shown in Fig. during which they do not backscatter, and only then start
modulating their data on to the received signal and performing backscatter. We show experimentally
that this small silent period is sufficient for the reader/AP to estimate the self-interference channel
and perform cancellation for the rest of the WiFi packet. Since there is no backscatter during the
channel estimation phase, self-interference cancellation does not model the backscatter reflections
and therefore they are not affected by cancellation.

At this stage, the reader/AP is left with just the non-linear backscatter reflection from the tag,
and its goal is to decode the data. We describe this step next.

5.4.3 Decoder Design of BackFi

As reviewed before, since the WiF1i signal z(t) is wideband, the excitation signal received at the tag
z(t) = x(t) = hy(t) cannot be considered as simple scaled and phase shifted version of z(t) as with
standard RFIDs. Hence after the removal of the self-interference, the residual signal at the reader

after down-conversion to baseband is given by

ias (1) = [ @(0) 5 by (£ | 5 hi(1) (5.4)

~

~- d

tag signal

Here, the signal x(t) is the WiFi transmission that the reader is sending. This signal is wideband
and varying but known to the reader. The channels hy and h; are the forward and the backward
channels. These channels can be considered time invariant for the duration of the tag packet but
are unknown. The goal is of course to recover the tag signal e/?(!) from the above equation. This
is challenging because the tag signal is being modified by a time varying unknown channel, namely
x(t) = hy(t). Contrast this with standard RFID decoding at the reader in Eq. where the tag
signal is being modified by a time-invariant channel since both hy(¢) and hy(t) are time-invariant for
the duration of the tag packet. We describe how BackF1i tackles this time-varying decoding problem

next.
Estimating the forward/backward channels

First, the BackFi AP estimates the forward and backward channels, h¢(t) and hy(t). We can assume

these channels to be time invariant for the duration of the tag packet, hence to estimate them we
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Figure 5.6: Discrete time representation of the design of BackFi: The samples of the WiFi excitation
signal z is multiplied by the data ¢ at the tag. The modulated signal then passes through the backward
channel hy. The sampling period of WiFi is much smaller than the symbol period of the tag. This
results in multiple copies of the tag data over several sampling period at the reader. These multiple
copes are combined optimally by the MRC to estimate the tag data (13

use a standard communication technique: a preamble. Specifically, after the tag detects that it
should backscatter and stays quiet for the silent period, it modulates a constant phase e/ on the
backscatter signal for a fixed period of 32uS. Thus during the preamble interval the received tag

signal at the reader is given by

Ypre(t) = (t) * [hp (t) * h(2)] -

Now since z(t) is known, this becomes a standard channel estimation problem encountered in every
communication system. We omit the details of the channel estimation technique and refer the reader
to the vast amount of literature on this topic [I00]. The channel estimation algorithm thus calculates
the value of hy(t) = hy(t).

Note that the above procedure only provides an estimate of the combined forward-backward
channel, but not the individual channels. Hence the decoding step has to work only with the

combined channel estimate.
Decoding the Tag Data

The final step is decoding the tag data itself. BackFi’s key insight here is the fact that symbol
times for tag data are quite long due to the need to conserve energy at the tag. Specifically the
tag modulates data by changing the phase term in e/, Changing the phase is implemented by
switching a transistor as described in Sec. [5.4.1] Transistor energy consumption scales linearly with
switching frequency, hence tags use low rate switching frequencies. Typical transistor switching
frequencies in tags are on the order of 0.5 — 2.5 MHz in tags, hence the symbol period in a tag is
between 500 — 2000 ns. How can we exploit this insight to decode the data?

Our observation is that the delay spread in a typical channel between the reader and the tag
is far smaller than 500 ns. In other words the length of the channel is far smaller. Intuitively this

is because typical distances between a reader and a tag are around 10 m, so even accounting for
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reflections the extra multipath delay spread is small. Hence a channel usually lasts for 50 — 80 ns.
But the symbol period from the tag is much longer at 500 ns, hence for the duration of the channel,
we can consider the tag signal to be an unknown constant e/?c. BackFi leverages this insight to
decode, it looks at the part of the symbol period (with some guard periods at the start and end of
the symbol time as shown in Fig. and tries to find the value of the constant phase within that
period.
Specifically, with a constant phase from time t; — t2, we can rewrite the decoding equation at
the reader as:
y(t) = (@(t) * [hf(t) = hy(t)])e?? + Nty <t <ty (5.5)

Note that all the terms except e’ are known in the above equation. A natural next step might be
to divide y(t) by x(t) = [hs(t) * hy(t)] but this works poorly because it will also divide the noise term
in the above equation and in many scenarios amplify it.

To tackle this, we turn to an old trick in communication theory: maximal ratio combining. To
see how this works it helps to write the above equation in the discrete domain (the representations

are equivalent assuming sufficient sampling rate) as follows:
Yrag[n] = eje[”l]XELJrthb Vn € [ng, na] (5.6)

Here L is the length of the forward channel, and M is the length of the backward channel. The hg, is
the length L+ M vector of the combined forward-backward channel and xn L+m = [Tn - - - TnL+ M,l]T
is a vector of length L + M constructed using the excitation data z[n], and we have assumed that
the tag signal is constant for the period [nl,n2]. The above equation is simply a discrete version of
Eq. with the discrete convolution operation represented as dot product of vectors x, +m and
hg,.

Notice that the tag signal is expressed in terms of the forward-backward channel that we have
estimated earlier, and therefore individual estimates of the forward and the backward channel are
not needed. Also note that the tag modulation is constant for ny — ny + 1 interval which is larger
than L + M, this is restating the same insight that length of the forward and backward channels is
much smaller than the symbol period of the tag. So we will have ny + no — Ly different values of
Ytag[n] which contains information of the unknown but constant tag signal e/%. We can leverage
this fact to combine all these values to obtain the most likely value of 8. that could have produced
those sequence of observations of yiag[n] over the period [nl,n2] using maximal ratio combining
(essentially the same as temporal diversity combining). Specifically MRC would use the following

formula to estimate 6.,
6. — Zﬁim gtag[n]cytag[n] (5.7)
‘ 2ldragln]l® '

where gag[n] is the expected tag backscatter signal without the modulation and can be computed
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as

gtag[n] = XE,L-&-thb Vn e [n17 Tlg],

and * is the complex conjugate operator. Essentially the different measurements of 3 over that
interval are weighted appropriately and combined to produce the most likely estimate of 6.

At this point, we have a robust estimate of the tag data for that symbol. The algorithm is
repeated for all the symbols in the tag packet. There may still be decoding errors of the n-PSK
symbols, which we can correct by using a standard channel code on top. In BackFi, we use a
convolutional code at the tag to improve the link performance. The coding provides additional

robustness and is decoded using a standard Viterbi decoder [100], we omit the details for brevity.

5.5 Implementation

We build a prototype of both the AP and tag of BackFi system. We describe their implementation

details below.

5.5.1 BackFi AP

The BackFi AP is implemented using WARP software radios. The WARP incorporates a standard
20 MHz WiFi baseband operating in the 2.4 GHz range. We also use the same implementation
on a WARP board to work as a WiFi client in our experiments. Further the decoding logic for
backscatter signals is also implemented in the WARP FPGA [28]. For self-interference cancellation,

we reproduce the recent design on single antenna cancellation [41] [39].

5.5.2 BackFi Tag

The IoT sensor is designed to operate across the 2.4 GHz WiFi channels. The prototype uses a 2.4
GHz omni-directional antenna that can receive and backscatter WiFi signals and has a gain of 3 dB.
In our current prototype, logic implemented on a Kintex Kc705 board [27] supplies the data to be
transmitted and configures the backscatter circuitry. This can be replaced with custom ASIC in a
full design which would consumes significantly lower energy.

The backscatter circuitry implements two components on the uplink: the detector, and the mod-
ulator. The modulator implements BPSK, QPSK and 16-PSK modulation. The phase modulation
is implemented using SP4T switches. We chose phase modulation instead of n-QAM because this

will result in the least amount of RF signal degradation during the backscatter modulation.
Energy consumption efficiency metric

In order to compare various implementation choices for IoT sensor, traditionally Energy per Bit
(EPB) measured in average joules of energy required to transmit one bit of information has been

used as a metric for energy efficiency. However, EPB varies significantly with the implementation
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platform. For example, the EPB for an IoT sensor implemented using off-the-shelf discrete compo-
nents can be orders of magnitude larger than the EPB for IoT sensor implemented in a sub-micron
ASIC design. Even for the sub-micron ASIC designs, EPB varies significantly depending on the
technology node chosen (say 65-nm CMOS node vs 45-nm CMOS node) and the design choices
(low power sub-threshold CMOS design vs traditional strong inversion CMOS design). BackFi’s
contribution is in showing how the EPB of an IoT sensor are related to each other for various com-
munication parameters on a particular implementation platform. For example, if an IoT sensor can
choose BPSK or QPSK for communication, an interesting question may be, what is the relationship
between the EPB of these two cases. While to the first order the EPB of these two cases should
be the same and only the throughput should double going from BPSK to QPSK, a more detailed
analysis shows that EPB is not the same for these two cases.

To understand why, let us refer to the architecture of the RF modulator as shown in Fig. [5.3
While BPSK requires only one SPDT switch, the QPSK requires three SPDT switches with double
the throughput, therefore the EPB of the modulator goes up by a factor of % Likewise, for 16-PSK
we need 15 SPDT switches, but the data rate improvement is only 4 times compared to the BPSK,
therefore the relative EPB for modulator increases by a factor of %. Also, power consumption in
IoT sensor has two major components, the first one is dynamic power resulting from the charging
and discharging of capacitors in various sub-systems of the IoT sensor as digital logic is computed,
and the second is static power which is either due to leakage, or due to constant current required
by some of the analog components in the IoT sensor. Because of the static power, the EPB is
also effected by the symbol rate of the IoT sensor as the device takes longer time to transmit the
same amount of data. For example, an IoT sensor can reduce the symbol rate which results in the
improved SNR at the BackFi from MRC, but at the same time the static power consumption of the
circuits will increase thereby increasing the overall EPB.

In order to show the energy efficiency trade-offs associated with the various choices offered by
BackFi and to decouple them from the energy efficiency gained from actual choice of the implemen-
tation platform, we will present the remainder of the results using unit-less Relative Energy per Bit
(REPB). We will first describe how energy consumption is modeled for our exemplary IoT sensor as
shown in Fig. and then show how we can compute its REPB for different parameter choices.

We have modeled the EPB of the tag by identifying the major power consumption modules of
the IoT sensor architecture shown in Fig.[5.2] The three major contributors for EPB of this design
are: the RF modulator, the channel encoder and the memory. As discussed earlier, the EPB of RF
modulator varies depending on the chosen modulation index because the ratio of bit rate to the
number of SPDT switches varies as we change the modulation index. In our current energy model
we have computed the static and dynamic EPB of RF modulation unit by appropriately scaling the
data provided for an industry standard modulator, the Analog Devices ADG904 [2].

BackFi uses a convolutional encoder to reduce bit error rates (BER). The exact EPB contributed
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by the encoder circuit is a very small fraction of the total EPB required for communication because
convolutional encoders with moderate constraint length ( 7 in BackFi) require only 6 shift registers
and a few XOR gates to encode the IoT sensor data. But the major EPB contribution comes from
the coding rate associated with the convolutional encoder. For example, a % rate code will essentially
double the EPB of the RF modulator because the IoT sensor will transmit twice the actual amount
of data on the channel. Likewise, a rate % code will bump the RF modulator’s EPB by a factor of
% and so on.

And finally BackFi also models the EPB associated with the memory read of the data in the
ToT sensor. Because memory reads are performed for the sole purpose of backscattering the data
to the BackFi’s reader, we believe it is very important to include the read energy associated with
the memory element as part of the overall EPB. In our current energy model we have computed
the static and dynamic EPB of the memory read by using data provided for Cypress Semiconductor
CY62146EV30 [3].

Using the above energy modeling technique we can now compute the EPB required for a particular

choice of communication parameters: channel code rate, symbol switching rate, modulation index
EPB = EPBem + EPBiod + EPBepe. (5.8)

Here EPBem is the EPB associated with the memory read inside the IoT sensor. This has two
parts, the dynamic EPB that is dependent on the number of read operations per bit of data of IoT

sensor, and the static part that is dependent on the symbol switching rate 7%,
EPBmem = EPBmem,read + Pmem,static X Ts~

Similarly, we can express the EPB associated with the convolutional encoder EPBg,. and the mod-
ulator EPB,,q with their constituent dynamic and static EPB.

In order to obtain the unit-less REPB, we use EPB for one set of such communication parameters
as a reference and then divide the EPB for all the other choices with this reference EPB. In our
current evaluation, we use % rate code with BPSK modulation with symbol switching rate of 1 Mbps
as reference communication parameters to compute the reference EPB. Based on the datasheets of
the referred parts we computed the EPB for this reference case to be 3.15 pJ/bit.

Also, we have excluded the EPB associated with the energy detection logic as we believe their
contribution to the overall EPB will be insignificant. The energy detector is based on prior work
on wake up radio [I04], O0]. The power consumption of this detector is around 100 nW. The en-
ergy detection needs to be done once for every backscatter packet and lasts for 16 us. A typical
backscatter packet will have 1000 bits of information in it. Based on these information the EPB
contributed by the detection logic is in femtojoules per bits which is practically negligible. The wake

up radio can detect input signals as weak as —41 dBm, which provides sufficient range to wake up
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the tag radio even at a distance of 5 m from the AP. The same detection circuitry can be used to
implement the downlink communication to the tag from the AP reader. The protocol for downlink
communication has been described in prior work [74]. BackFi reuses this design for the downlink
and provides similar throughputs of 20 Kbps. Since our focus in this work is on the uplink design

we will evaluate it in detail in the next section by using REPB given by Fig.[5.8|as one of the metrics.

5.6 Evaluation

We evaluate BackFi’s design in an indoor environment in our lab with rich multi-path reflections

and dense WiFi deployment. Our evaluation reveals the following:

e BackFi provides three orders of magnitude higher throughput, an order of magnitude higher
range compared to the best known WiFi backscatter system [74], [70]. Specifically BackFi can
provide a throughput of 5 Mbps at 1m range and a throughput of 1 Mbps at 5 m range from
the BackFi AP.

e BackFi’s throughput and range are comparable to traditional RFID platforms such as Ekhonet [127].
The key benefit of course is that BackFi is a WiFi back-scatter system and does not need ded-
icated reader infrastructure or frequency spectrum.

e BackFi has negligible (less than 5%) impact on the standard WiFi network’s throughput even

when the IoT sensor is concurrently backscattering WiF1i signals.

5.6.1 Throughput, Range, and REPB

First, we evaluate the trade-off between throughput, distance, and REPB for BackFi. For any given
distance, BackF1i can deliver a set of throughputs by picking the appropriate combination of symbol
switching rate, modulation, and coding rate. Each choice of symbol switching rate and modulation
has a different throughput as well as different REPB as described in Section Fig. [5.7] shows
the REPB and throughput for every combination of symbol switching rate, modulation, and coding
rate. The EPB for each of the these entries can be calculated simply by multiplying REPB and
EPB of the reference parameters ( BPSK, 1/2 rate with symbol switching rate of 1 MHz).

Note that while throughput monotonically increases from left to right in the table, REPB does
not. For example, at an IoT sensor symbol switching rate of 1 MSPS,; going from (QPSK, 1/2) to
(QPSK, 2/3) results in a decrease in REPB. The reason is that energy needed to switch from 1/2 rate
to 2/3 rate is not significant compared to the other energy contributions for this technology node
and the increased throughput causes the REPB ratio to decrease. However, if at a certain range if
the link SNR is such that both (QPSK, 1/2) and (QPSK, 2/3) encoded backscatter signals can be
decoded at the reader, then BackFi would never use (QPSK, 1/2). The rate adaptation algorithm

would always pick the modulation, coding rate and symbol switching rate combination with the
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Symbol BPSK, |BPSK, |QPSK, |QPSK, |16PSK, |16PSK,
switching 1/2 rate | 2/3rate |1/2rate | 2/3rate |1/2rate | 2/3 rate
rate
REPB 29.2162 28.1984 31.2517 29.7250 40.4117 36.5951
10KkHz Thrput (Kbps) 5 6.67 10 1333 20 26.66
REPB 3.5651 3.3333  4.0287 3.6810 6.1151  5.2458
100 KHz Thrput (Kbps) 50 66.7 100 1333 200 266.6
REPB 12850 1.1231  1.6089 13660  3.0665  2.4592
500 KHz Thrput (Mbps) .25 33 5 67 1 133
REPB 1.0000 0.8468  1.3064 10766  2.6855  2.1109
1 MHz Thrput (Mbps) .5 67 1 1.33 2 2.67
REPB 0.8575 0.7086  1.1552 09319  2.4949  1.9367
2 MHz Thrput (Mbps) 1 1.33 2 2.67 4 5.33
REPB 0.8290 0.6810 1.1250 0.9030 2.4568 1.9019
2.5 MHz Thrput (Mbps) 1.25 1.67 25 3.33 5 6.67

Figure 5.7: Table provides BackFi tag’s relative EPB and corresponding data rate for different
choices of modulation, coding and tag symbol switching rate.

lowest REPB since the most precious resource here is energy, whether it comes from harvesting or
batteries.

Next, we evaluate the throughout and range performance in our testbed. For these experiments
we use our WARP based BackFi implementation for the BackFi AP to decode the IoT sensor’s
backscatter signals. The BackFi AP and the WiFi client are placed such that the maximum WiFi
bit rate is 54 Mbps. They are configured to run on WiFi channel-6 in the 2.4 GHz range. The
results for other WiFi channels are similar and not presented due to lack of space.

Impact of Range on Throughput: The BackFi’s IoT sensor is placed at distances ranging from
0.5 m to 7 m. For each distance, we cycle the IoT sensor through all combinations of symbol switching
rates and modulations, and then calculate throughput for combinations that can be decoded at the
reader. In each iteration of the experiment, the BackFi’s AP reader transmits 1 to 4 ms long packet
at 24 Mbps bitrate including the backscatter start sequence as discussed in Sec. [p.4.1] The IoT
sensor backscatters for the entire duration of the packet and stops when its detection logic signals
the end of the transmission. We repeat the experiment 20 times at each combination of distance
and BackFi throughput. Fig. [5.§ plots the maximum throughput achieved as a function of range for
two different preamble duration of 32 us and 96 us.

Results: As we can see, BackFi is able to achieve a maximum throughout of around 6.67 Mbps
at a distance of 50 cm. For more practical ranges, BackFi achieves a throughput of 1 Mbps at

a distance of 5 m and around 5 Mbps at a distance of 1 m. This performance is three orders of
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Figure 5.8: Relationship showing range of BackFi and maximum possible data rate possible for two
different training times. At 7 meter, if we increase the preamble duration from 32 usec to 96 usec,
it provides 10x improvement in the throughput.

magnitude better in throughput at the same range as compared to the best known WiFi backscatter
system [74], [70]. Note, at 7 m the increased preamble duration of 96 us shows a 10x increase in
the throughput. This is due to the fact that a shorter preamble results in an inaccurate estimate
of the forward-backward channel which limits the SNR of the backscattered signal. Hence, for 32
us preamble, the IoT sensor compensates this loss of SNR by increasing the symbol period to 10x,
which in turn reduces the throughput.

To analyze the energy efficiency that BackFi link achieves for different combinations of through-
put and range, we plot REPB as a function of throughput achieved for different ranges in Fig. |5.9
To read this graph, note that for every value of range we studied (0.5 m, 1 m, 2 m, 4 m, 5 m), we have
a different curve (with a different color). Now for each particular range, we check what combinations
of tag symbol rate, modulation and coding rates employed at the tag can be successfully decoded at
the BackFi AP. For each throughput, we look up all combination that achieve it, and their REPB
from Table. [5.7] and choose a minimum REPB and plot a point. All the points for that particular
range are now joined by lines to show the feasible points for each range.

Fig. [5.9]shows that for a given range, throughput increases are obtained by either increasing the
symbol switching rate, moving to a denser modulation or higher coding rate or some combination
of all three. Each one of these increases energy consumption as expected, which leads to the step
increases in REPB. Of course certain throughputs simply cannot be supported at a given range

because the link’s SNR is not strong enough to decode the data. The vertical line indicates the



CHAPTER 5. APPLICATION: BACKFI, LOW POWER HIGH THROUGHPUT WIFI BACKSCATTER 108

N
o

N

=P = At a distance of 0.5m
=—w == At 3 distance of 1m
At a distance of 2m
- = = At a distance of 4m
------ At a distange of Sm

0 1 2 3 4 5 6 7
Throughput in Mbps

—_—
T

NP

Relative Energy per bit (REPB)
o —_
o o

Figure 5.9: Each plot is BackFi’s REPB for corresponding throughput achieved for the range varying
between 0.5 m to 5 m. For example, we see that at a distance of 2 m to achieve 4 Mbps throughput
we need to spend much more energy per bit than at a distance of 1m. Also, the vertical line indicates
the maximum throughput that is achievable at a given distance between the tag and the reader.

maximum throughput that can be achieved for a given distance between the tag and the BackFi’s
reader. Hence we see the curves stopping after a certain throughput for different ranges. Overall
REPB lies between 0.5 to 3 for most combinations.

Next, we plot how REPB changes as a function of range assuming we want the same throughput.
For this experiment we pick two throughputs, 1.25 Mbps and 5 Mbps, for which we want to optimize
the communication link. For each value of range, we pick the combination of tag symbol rate,
modulation and coding rate that can achieve those throughputs if there are any. Among the possible
combinations we pick the one with the lowest REPB and plot it for that range. Fig. shows the
REPB as function of range for these two throughputs.

Here we see expected results. For a fixed throughput, as we go to higher ranges we need to use
lower coding rates. In our current design we only support two coding rates: 1/2 and 2/3. Hence for
all these experiments we see the REPB change between two levels corresponding to the shift from

higher coding rate to lower.
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Figure 5.10: For achieving fixed throughput using BackFi for different distance, the tag needs to
spend more energy as it goes far away. For achieving 1.25 Mbps we need to spend 2.5x more than
power needed for reference modulation, coding and switching rate.

5.6.2 Reconstructing BackFi’s performance

In this section, we aim to understand where do BackFi’s benefits come from. As discussed before,
BackFi’s design has two key components: self-interference cancellation and the decoding algorithm.
We try to shed light on the impact of each component on BackFi’s performance.

Impact of self-interference cancellation: This component helps eliminate the unwanted leakage
and environmental reflections from reducing the backscatter signal’s SNR. Any uncanceled interfer-
ence directly acts as noise to the backscatter signal and reduces throughput. To evaluate its impact
we measure the SNR for the backscatter link at the reader and compare it to what the SNR would
have been if cancellation was perfect. The experiment is conducted by placing the BackFi AP and
the TIoT sensor at 30 different locations in the testbed. For each location, we do ten runs where dur-
ing each run we let the BackFi IoT sensor backscatter a known packet and measure the forward and
backward channels from the tag using a vector network analyzer. In this scenario the VNA [I08] acts
as the BackFi AP and is being used so that we can measure the channels accurately for comparison.
Next we perform the actual backscatter communication with a BackFi AP and decode the data
after self-interference cancellation. We also compute the SNR of the demodulated phase modulated
symbols from the tag and compare it to the SNR predicted by the channel measurement from the
VNA. We plot these two SNR values for each run and each location as a scatter plot in Fig. a).
As we can see cancellation works well, the median degradation in SNR is less than 2.3 dB. This is
consistent with earlier self-interference cancellation results from prior work [4Il B9] which report a
self-interference residue of 1.7 dB after cancellation.

Impact of Symbol Time and MRC: The second component of BackFi’s decoder at the BackFi
AP is the algorithm for dealing with the time-varying decoding problem. The algorithm has two key
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Figure 5.11: (a)Demonstrates the effect of imperfect cancellation on the degradation of the mea-
sured SNR vs the expected SNR at the reader of BackFi. When the cancellation is imperfect the
environmental components are no longer completely removed and this acts as interference to the
backscatter signal from the tag.(b) Demonstrates the diversity gains of MRC : as we increase the
symbol time period, we have more samples for averaging, hence it improves the SNR. This increase
in SNR results in lower bit error rate (BER) for a given modulation.

components: exploiting the larger symbol times from the tag packet to make an approximation that
the channel can be converted into a simplified time invariant system and then apply MRC to solve
it. MRC helps amplify the SNR of the signal by combining signal energy across time appropriately.
Hence the key factor here is the tag symbol period which is inversely proportional to the tag symbol
rate. To show the impact we plot the BER vs tag symbol rate for two modulations and a fixed coding
rate of 1/2. The expectation is that as the tag symbol rate decreases and symbol time increases, the
MRC gain will drive the BER down like a waterfall curve. Fig.[5.11|(b) plots the BER as a function
of decreasing tag symbol rate. As we can see, for this particular placement of AP and tag, at the
highest tag symbol rate the BER is high between 1072 — 1072. As tag symbol rate decreases, the
time diversity gain from MRC kicks in and BER drops down to between 10~* —10~5. This technique

essentially points out the trade-off between throughput and range and why it exists.

5.6.3 Performance in typical WiFi Networks

BackFi tags only backscatter data when the WiFi reader is transmitting and they are activated by
the reader with the activation sequence. The best candidate for the WiFi reader device is clearly the
AP since it is likely the most dominant transmitter in a typical network. Nevertheless, in a typical
network that is fully loaded (i.e. there is always outstanding traffic to transmit from the AP or a
client), the AP will be transmitting a fraction of the time which would imply that the BackFi link
would also be active for the same fraction. We evaluate the throughput BackFi can provide under
such typical network conditions.

To conduct this experiment, we took traces from open source data [65] [I13] [105]. The traces are
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captured for a wide variety of scenarios for heavily loaded networks. If an AP is not loaded and
there is a lot of idle channel time, then a BackFi AP can initiate backscatter communication anyway
by sending dummy packets just for that purpose. Hence the interesting case is when the network is
loaded and backscatter opportunities are limited due to contention.

Next, we filter the traces to only contain AP transmissions and replay the collected trace using
our WARP based BackFi AP implementation to simulate the same traffic conditions. In other
words, in our emulated experiment the WARP radio only transmits when the corresponding AP
transmitted in the collected trace. We place a BackFi tag at a fixed distance of 2 m from the BackFi
AP. We also activate the tag only at the times the AP is transmitting. We repeat this experiment
for each AP we captured traces for, a total of 20 different APs. For each replay, we calculate the
average throughput obtained by the BackFi link. Fig. a) plots the CDF of these throughputs.

As we can see, in a loaded network, the BackF1i link can obtain a median throughput of 4 Mbps.
For a range of 2 m, the optimal throughput when the BackFi AP is continuously transmitting an
excitation signal is 5 Mbps, hence this amounts 80% of the optimal throughput under realistic WiF1i
network conditions. The above number can be improved further if more WiFi devices have BackFi
functionality. Specifically the above experiment assumed that only the AP has BackFi functionality.
However if we can integrate the same into our laptops and smart-phones and turn them into gateways

for BackFi links, then the BackFi link can be active for larger fractions of time.

5.6.4 Impact on the WiFi Network

A natural question is whether BackFi affects the performance of the WiFi network itself when the AP
is doubling up as a WiFi backscatter reader. Specifically, one might imagine that the tags backscatter
signals could propagate to the actual WiFi client which is the destination of the transmission from
the AP and act as interference.

To quantify what impact one might see in a general WiFi network, we place the BackFi AP
and ten clients at random locations in the testbed. Next we place the tag at increasing distances
from the AP and calculate the WiFi throughput with and without an active BackFi tag. We repeat
this experiment for 30 different configurations of the AP and the clients. We plot the throughputs
with and without an active BackFi tag for different ranges between the BackFi AP and the tag in
Fig. b). The results confirm the previous benchmark, essentially when the tag and the AP
reader are extremely close (between 0.25 — 0.5m), there is a small impact on network throughput
of less than 10%. Otherwise the normal WiFi network performance is negligibly affected since the

backscatter signals are so weak.

5.6.5 Micro-benchmark Impact on WiFi

We now evaluate the worst case scenario for the WiFi client. This corresponds to the case where

the tag is very close to the AP (at a distance of 0.25m) because in this case the backscatter signals
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Figure 5.12: WiFi Deployments: (a) Throughput of BackFi’s tag at a distance of 1m from the
BackFi’s reader under normal WiFi deployment. Note that BackFi tag is active only when the
BackFi’s reader is transmitting. Hence we achieve on an average 4 Mbps throughput vs the maximum
throughput of 5Mbps. (b) Average throughput for all the clients at different locations as a function
of distance of tag from the AP. As the tag moves away from the AP, it receives and radiates a smaller
signal which will have smaller effect at the client. Hence, when the tag is at 0.25 m, we see a 10%
throughput drop when tag is modulating. As the tag moves away from AP, we see no degradation
in the average throughput.
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Figure 5.13: (a) Shows the CDF of the client throughput when the tag is placed at 0.25m from the
AP. As seen, there is almost no degradation for lower bit rate of 6 Mbps, as client is farther from
AP and the SNR required at the client to decode 6 Mbps is small. However, we observe noticeable
difference at 54 Mbps, where both clients are closer to BackFi’s AP and need higher SNR to decode
data. (b) shows the degradation of SNR for tag on and tag off for each point for the plot on the left.

would be the strongest. Next we take a single WiF1i client and place it at different distances so that
we achieve each of the different rates of WiFi. Now for each WiFi bitrate, we evaluate the PHY
layer throughput achieved with and without a BackFi tag being active. Fig. a plots the CDF
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of WiFi throughputs achieved for this link with and without a BackFi tag active. As we can see,
the effect is minimal. The only case where there is a noticeable difference is when the WiFi AP
and the client are using the highest bitrate of 54 Mbps where small decreases in SNR (as shown in
Fig. b) can force the WiFi AP to occasionally switch to lower bitrates.



Chapter 6

Discussion & Conclusion

In this thesis, we have presented full duplex MIMO radios, FastForward relay and BackFi backscatter

communication system. This chapter would summarize the limitation and future work.

6.1 Full Duplex Radios

We presented the design and implementation of the first single antenna full duplex MIMO 2.4 GHz
WiFi-PHY i.e. to achieve an m-chain MIMO transceiver we need only m antenna, as compared to
prior needing 2 x m antenna. We design novel cancellation algorithms and circuits that reduce all
self-interference to the noise floor and enable full duplex MIMO PHY with almost no loss. The
cancellation algorithms themselves are of independent interest and apply to many other interference
problems in wireless, including coexistence [67], transmitting and receiving on arbitrary adjacent
bands [60] etc. Below we discuss the current design’s limitations, potential avenues of future work
and then conclude.

Size of circuit: The current analog cancellation circuit is large, our prototype board measures
10 x 10 cm. Such a design is fine for APs and base-stations which is our initial focus, however this
design is not implementable on phones and other portable devices where size is at a premium. To
realize full duplex on such devices, we need to design an RFIC that is sufficiently small (at best
20 — 30sq.mm for current phones). The key consumers of space on our circuit are delay lines, which
we currently realize via traces on the board. For an RFIC we expect to use different techniques to
realize the same delays, such as LC ladders and acoustic technologies such as SAW and BAW [80].
These techniques operate by slowing the speed of light, and thus true time delays are obtained in
very short form factors that can be integrated on chip. However, the above discussion is speculative
and is part of our future work.

LTE: Our current prototype targets WiFi frequencies in the 2.4GHz band. However our prototype
can also be used for the 2.3GHz and 2.5GHz LTE bands found in Asia and Europe. However the

114
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general design of our system is frequency independent, the dependence in our prototype comes from
the fact that several analog components in our cancellation board work only in specific frequency
ranges (our tunable attenuators and phase shifters operate only between 2-2.6GHz). However, the
same design can be used for different frequencies with corresponding components that work in those
frequency ranges. Further, unlike WiFi, LTE uses smaller channels, the widest channel is 20MHz
and this makes the cancellation problem somewhat simpler. Hence we believe our current design

can be adapted to work with LTE, and this remains future work.

Bandwidth: We have experimentally shown that the current design supports full duplex upto 80
MHz bandwidth. The more general observation is that if we can get 60dB of cancellation in analog,
then we are almost always able to cancel the rest of the self-interference in digital. Hence the bot-
tleneck in terms of bandwidth is analog cancellation. We believe our current design can support the
widest WiFi bandwidth out there (160MHz), but at this point we have no way of testing it since we

don’t have software defined radio receivers that can sample 160MHz.

Antenna & Reflection: The current design works with a class of antennas, whose reflections
(technically known as Sy1) are less than 15dB, and has a smooth phase response that does not
vary too abruptly. However certain directional antennas may not fit these criteria, making our
design antenna independent is necessary for a infrastructure product like base-station. However, our
simulations shows that we can build analog cancellation for high gain antennas as well.

Transmission Power: Our current design targets and works for power levels typically found in
WiFi APs and LTE small cells (upto 30dBm TX power). Macro base-stations however use larger
powers upto 50dBm, and our design doesn’t yet work for such high power levels. The main challenge
is transmitter noise (includes broadband noise) which is quite high when power amplifiers are being
asked to output 100W of power. Some preliminary analysis suggests that for such power levels we
would need nearly 90dB of analog cancellation itself to eliminate transmitter noise. Achieving such
larger cancellation may be feasible if we can use more delay taps, which might be fine for macro

base-stations since space is typically not a constraint.

6.2 FastForward Relay

FF relay presented has significant benefits. If given area to deploy WiFi network, which is large
enough that one AP cannot cover the area (assuming we have single WiFi channel only to cover
this area). However, 2 AP or the AP + FF relay can provide coverage, we expect that AP + FF
relay would work better. The major benefit which isn’t clearly demonstrated is that placing 2 AP
cause more of interference in the network, collision of packets. Further, it increases the contention.

However, in the case of FF relay as it wont participate for the channel contention, avoid packet
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collision within the network. The FF relay allows AP to go to a centralized network.

ACK Improvement: ACK are crucial to improving the throughput in wireless system, as
they provide end to end throughput improvement. The interesting feature here is that ACK are
immediate packets after the transmitted packet so source and destination are know, which allows
us to easily apply construct and forward. Since we can learn from last packet who is source and
destination, and apply the correct construct and forward filter. Thus we believe ACK can relayed
much more reliable than other packets. Further, another feature of modern WiFi standard, frame
aggregation can also be supported as long as all the packets are headed to the same destination.
This is due to the fact that we cannot apply multiple construct-and-forward filters on the same
packet, as it would harm the channel estimation significantly. However, practically frames (MPDU
and MSDU) [I5], are combined for the same destination only. Further, construct and forward rely
on three channels to maintain channel coherence while ongoing MPDU transmission. However, we
expect that even though channel may change, the FF relay can still provide significant gains as the
channel does not entirely decorrelate.

Standard Modification: Having a unique signature for every source and destination pair at
the very beginning to the transmission of a packet (radio preamble) and the channel from source to
destination as well would make this relay work seamlessly.

Achieving the transceiver Loopback with low latency: The ADC and DAC itself can
have a lot of pipeline latency, to support different interpolation or downsampling mode, building a
low latency transceiver needs ADC and DAC for single sampling rate, further increasing the clock
rate can allow achieve very low latency, however this design would be expensive as well on account
high sampling rate ADC and DAC. A slightly cheaper FF relay can be designed using analog only
relay. A simple loop back analog only relay can be achieved which consist of analog only. We build
analog only relay which has analog construct and forward and a analog switch [I8] which can be
used to switch of the output of the power amplifier. The maximum amplification used is dependent
on the cancellation achieved in this design. We can achieve 60 dB of amplification to this analog
relay, whenever relay determines to amplify.

Extra Power: The total power at the disposal of AP, FF relay and half duplex mesh relay
is same i.e. 20 DBMS. However FF relay only uses max power for 10-15 % depending upon the
environment. In these 10%, cases we use extra power per time slot as compared to the mesh relay.

Control Algorithm: The relay choice of whether to relay a packet or not. Whether to relay a
packet from other network. These decision are the part of control algorithm. The Medium access
control makes the control algorithm to better manage the interference in the network.

Relay placement: Much of the gains are dependent upon the placement of relay. The placement
of relay is determined by the coverage area. The idea is to simulate the coverage area in [84], to
provide us with channel information for each place in the coverage area. These channels can be used

to decide a good placement for a given coverage area.
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6.3 BackFi

Trade-off for 900 MHz BackFi AP or an RFID reader:
900 MHz band for RFID is an ISM band, hence both WiFi and RFID can use it. In light of this,

using BackF'i provides two benefits:

e Coexistence: BackFi can be deployed on any ISM band channels (900 MHz, 2.4 GHz or
5 GHz). However, many wireless systems including WiFi, Bluetooth, Zigbee, and cordless
cellphones share these unlicensed ISM band channels. However, BackFi can co-exist and can
be deployed seamlessly without affecting any of these systems. This is because the traditional
wireless systems would perceive the weak backscatter signal as small noise compared to the
relatively much stronger communication signal between the wireless devices, as demonstrated
in Sec. BackFi does not require any PHY or MAC layer modifications to the WiFi
signaling and all the legacy WiFi devices can work without any modifications when BackFi
is operating. Moreover, this also means that BackFi can be incrementally deployed in an
environment where other WiFi APs have already been deployed.

e Coexistence: BackFi can be deployed on any ISM band channels (900MHz, 2.4GHz or 5GHz),
will support both standard WiFi clients and IoT sensor. However, other systems also share
the same ISM band channels as these are unlicensed bands (WiFi, Bluetooth, Zigbee, cordless
cellphone etc), BackFi can piggyback on each of these signaling. Among many wireless sys-
tems that are deployed in these bands WiFi is by far the most ubiquitous. Therefore, we have
demonstrated BackFi to seamlessly co-exist with all the WiFi devices and systems. BackFi
achieves this coexistence by piggybacking on the backscatter resulting from the WiFi trans-
missions. BackF1i requires neither PHY changes not MAC changes on the WiF'i packets used
for tag interrogation, therefore all the legacy WiFi devices can work without any modifica-
tions when BackFi is operating. Moreover, BackFi APs can co-exist without any modifications
with other legacy WiFi APs. This means that BackFi can be incrementally deployed in an
environment where other WiFi APs have already been deployed.

e Spectral efficiency : In addition to co-existing with legacy wireless devices, BackF1i also achieves
spectral efficiency by allowing the backscatter communication from tag to happen simultane-
ously while the WiFi packets are being delivered to a standard WiFi client on the same

frequency band.

Integration of traditional RFID with WiFi AP violates either one or both of these two motivations
of BackFi.

Power and Cost of IoT sensor: The actual cost of the IoT sensor depends on the imple-
mentation platform. Ultimately for very large volume such IoT sensor can be manufactured using
sub-micron CMOS technology node where the total cost per tag could cost only few cents. For
example, a SPDT switch is two transistor in CMOS, and array of 64 SPDT would be 128 transistor.
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In 45 nm technology, the cost per 1000 transistors is a 1 cent for a million units, which is small. Ab-
solute power consumed by the tag also depends on the implementation platform (e.g. 45 nm CMOS,
90 nm CMOS, discrete components, FPGA, MCU) and design techniques (e.g. sub-threshold design
for CMOS) . For example, if we implement the IoT sensor using off-the-shelf discrete components
the power consumption will be order of magnitude higher compared to cases when we implement the
same tag using sub-micron CMOS technology nodes. On the other hand the power consumption,
also depends on design techniques. For example, since the tag needs to operate at only up to 10s
of MHz , it can be designed using sub-threshold design methodology which can further have 10x
reduction in power consumption compared to traditional CMOS design techniques. The focus of this
chapter is on systems design for the WiFi backscatter reader that can support multiple modulation
index. However, each modulation and coding index has different energy and data rate associated
with them. To offset the variation in power consumption based on implementation platform, we will
present the energy-datarate tradeoff of BackFi using a relative EPB as the metric. In doing so we will
compute EPB for one particular modulation using an exemplary implementation platform, all the
other EPB will be computed relative to the EPB of this reference design. This way we can present
BackFi’s ability to tradeoff datarate-vs-EPB without having to talk about specific implementation
detail of the tag.

Supporting multiple tags : BackFi presents a design which achieves a Mbps throughput at 5
meters. However, in some application scenarios like data upload from wearable sensors, there may
be a need for data rates on the order of 100 Kbps, and there may be 10 such sensors. Hence we need
a link of Mbps, but well distributed within the multiple tags. BackFi demonstrates the feasibility of
such a link and exploring the MAC protocol to support multiple tags is part of future work.
MIMO BackFi AP : Multiple antennas at WiFi APs is becoming increasingly common to support
higher data rates. We can infact use multiple antennas at the AP to our advantage to increase both
the range and throughput of BackFi. Assuming a single antenna on the tag side, MIMO would
provide us with diversity combining gain. Further, we can incorporate multiple antennas at the AP
with minimal changes in BackFi’s link layer protocol. Specifically, each transmit antenna would need
a silent slot to eliminate the environmental component corresponding to that antenna. We could
exploit existing WiFi MIMO packet structure for estimating the environment as it has slots where
only one transmit antenna is active. At this point, we can perform MRC combining for the signals
received across time from multiple WiFi packets and received across space from multiple antennas,
providing BackFi with better SNR.

6.4 Summary

In summary, self-interference cancellation allows us to use radios in an entirely different fashion.

Wireless radios can be transformed into a wireless camera, where each reflections received at the
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WiFi AP as seen in the Fig. is characterized by the amplitude, the angle of arrival, or the time
of flight represented by «, 6, T respectively. An example representation is shown in Fig.[6.1] the time
of flight and angle of arrival and amplitude encoded in the color. Thus, wireless self-interferometry
provides representation in «;, 8;, 7; for it" reflector. Using the representation of o, 6, 7, we can design

the algorithm to achieve each of different applications. For example, human motion tracing or data

from IoT sensors, many other applications.

Motion
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Figure 6.1: Shows a WiFi AP that transmits a red signal and the reflections are received as green sig-
nal back to the AP, which upon inference is represented by the figure on the right with time of flight,
angle of arrival and amplitude of the reflection. This abstraction is referred as self-interferometry,
which can be used as input to achieve applications as human motion tracing.

This abstraction to pixels for reflections is future work, we have achieved this at a lower update
interval. This abstraction allows us to achieve [72]. However to achieve BackFi with this abstrac-
tion we need pixels to be generated more frequently, which is the current limitation of this work.

Extending this framework to faster update interval is future work.
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